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Abstract

Researchers postulate that autistic teenagers are more vulnerable to privacy threats

on social networking sites (SNS) than the general population. However, there are no

studies comparing these users’ privacy concerns and protective strategies online with

those reported by non-autistic teenagers. Furthermore, researchers have yet to iden-

tify possible explanations for autistic teenagers’ exceptional risk of online harms. To

address these research gaps, we conducted semi-structured interviews with 12 autis-

tic and 16 non-autistic teenagers assessing their privacy attitudes and behaviours on

SNS, and factors affecting their privacy. We used videos demonstrating relevant SNS

scenarios as prompts to engage participants in conversation. Our thematic analyses

demonstrated that autistic participants were more averse to taking risks on SNS than

non-autistic participants. Yet, several personal, social, contextual, and SNS design

factors made autistic participants exceptionally vulnerable to cyberbullying and so-

cial exclusion online. We provide recommendations for making SNS safer and more

inclusive for autistic teenagers.
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Chapter 1

Introduction

1.1 Motivation

Social networking sites (SNS) play a crucial role in teenagers’ lives. Today, nearly all

teenagers use these platforms to build and maintain relationships, express themselves,

and explore their identity online [10,64,122]. Although all teenagers can benefit from

using SNS, these platforms may be especially useful for autistic teenagers.

Autistic teenagers tend to be lonely and socially isolated in real life, due to their

extreme difficulties with knowing how to act in social situations. Conceptually, the

anonymity of SNS can provide a comfortable environment for autistic teenagers to

connect with others, make friends, and thus improve their social-emotional well-being

[12,20,89]. However, research suggests that these users are more vulnerable to privacy

and safety threats on SNS (e.g., cyberbullying, sexual harassment) than the general

population [39, 48], despite the fact that most members of this population use these

platforms less frequently than their typically developing peers [68,70].

To date, little is known about autistic teenagers’ awareness of and experiences with

privacy risks on SNS, as well as their strategies for preventing and coping with online

threats. Although researchers have investigated caregivers’ and experts’ perspectives

on this matter, there is an absence of studies exploring autistic users’ point-of-view.

Additionally, the vast majority of studies speculating on autistic teenagers’ extreme

vulnerability to online risks do not directly compare these users’ negative experiences

on SNS with those reported by non-autistic teenagers. These limitations in previous

research related to autistic teenagers’ privacy and safety online may be leading to

misconceptions about this population’s vulnerability to online threats. If so, these

misconceptions must be exposed in order to properly address these users’ needs.

Moreover, there is a paucity of research identifying factors that may be affecting

autistic teenagers’ privacy-related thoughts and protective strategies on SNS. Indeed,

1



2

most studies attempting to explain these users’ exceptional vulnerability to online

threats mainly focus on the symptoms of autism spectrum disorder, with far less

consideration for external causes. Consequently, there is a lack of guidance and

initiative to address environmental barriers that may be preventing autistic teenagers

from developing effective strategies to protect their privacy in online social contexts.

There is a need to gain a more holistic understanding of the facilitators and barriers

to autistic teenagers’ privacy protection to improve these users’ safety online.

1.2 Research Question

The goals of this study are to compare the privacy attitudes and behaviours of autistic

and non-autistic teenagers on SNS, and identify factors affecting these users’ privacy

and safety online. More specifically, we will examine the following research questions:

RQ1: What are autistic teenagers’ thoughts and feelings about their privacy on

SNS, and how do they protect their online privacy?;

RQ2: What are the main factors affecting autistic teenagers’ privacy attitudes and

behaviors on SNS?; and

RQ3: How do these privacy-related attitudes, behaviours, and factors compare with

those reported by non-autistic teenagers?

1.3 Contribution

The main contributions of our study are as follows:

1. To our knowledge, this is the first study to examine autistic teenagers’ privacy

attitudes and behaviours on SNS from the users’ own perspectives. It is also

the first study to compare autistic and non-autistic teenagers’ vulnerability to

online risks, and identify key differences in factors affecting these populations’

privacy on SNS. Therefore, our research provides novel insight into autistic

teenagers’ unique experiences with preventing online harm. In this thesis, we

offer a detailed report of empirical findings regarding autistic and non-autistic

teenagers’ privacy attitudes and behaviours on SNS, and factors affecting their

online privacy and safety. Our findings expose the common misconception that



3

autistic teenagers are especially vulnerability to social privacy risks on SNS.

We also identify key personal, social, contextual, and SNS design factors that

disparately impact these users’ privacy and active engagement in online social

activities.

2. We demonstrate an effective methodology for an inclusive user study with

autistic and non-autistic teenagers. In particular, our study involved a semi-

structured interview that was guided by relevant SNS scenario videos as prompts

to engage participants in conversation.

3. We relate our findings to existing knowledge in our research area, and provide

recommendations to make SNS safer and more inclusive for autistic teenagers.

Our research highlights the need for greater initiative by the Web community to

prioritize cognitive accessibility in their design practices. We outline the benefits

of this cultural shift for improving both autistic and non-autistic teenagers’

experiences using these platforms. Moreover, this thesis offers a discussion

about the ethical, developmental, and psychological consequences related to the

inaccessibility of SNS and restrictive mediation strategies used to shield autistic

teenagers from online harms. Ultimately, this study aims to provide knowledge

and practical recommendations to balance the risks and benefits associated with

autistic teenagers’ SNS use.

1.4 Thesis Outline

In Chapter 2, we provide an overview of the current literature related to our research

topic. Chapter 3 describes the methodology of our study, which is then followed by

a detailed report of our findings in Chapter 4. Finally, in Chapter 5 , we discuss the

implications of our findings, limitations of our study, and areas for future research.



Chapter 2

Background

2.1 Autism

Like all disabilities, autism can be defined from two different viewpoints [52]: (1)

the medical model, which describes disability as an “individual problem tied to the

functional limitations of the bodies of people with impairments” [112], or, (2) the

social model, which emphasizes the role of social and political infrastructures in dis-

abling people who deviate from the norm [41]. In the following sections, we describe

autism from medical and social perspectives, and identify our approach to defining

the characteristics and needs of autistic people in our study.

2.1.1 Medical Perspective

From a medical standpoint, autism is a neurodevelopmental disorder that is mainly

characterized by impairments in social functioning [8]. It is estimated that 1 in

59 people are autistic [8], with males four times more likely to be diagnosed with

autism spectrum disorder than females [34]. The most recent edition of the Diagnostic

and Statistical Manual of Mental Disorders (DSM-5, [5]) identifies two groups of

symptoms inherent to autism spectrum disorder:

1. Persistent difficulties with social communication and interaction, such

as deficits in social-emotional reciprocity (e.g., turn-taking in conversations,

initiating social interactions, sharing feelings); non-verbal communication (e.g.,

using gestures, body language and eye contact); and in developing, maintain-

ing, and understanding relationships (e.g., knowing how to adjust behaviours

for different social contexts, making friends).

2. Restricted and repetitive patterns of behaviour, interests, or activ-

ities, such as repetitive movements, interactions with objects, or speech (e.g.,

lining up objects, echolalia); insistence on sameness and adherence to routines

4



5

(e.g., extreme distress to minor changes, rigid thought patterns); highly fix-

ated interests (e.g., abnormally strong attachment to objects); and hyper- or

hyporeactivity to sensory stimuli (e.g., aversion to specific sounds or textures).

To be diagnosed with autism spectrum disorder, the person must exhibit symptoms

in these two domains at an early age. Their symptoms must also cause significant

impairments in aspects of their daily functioning.

Autism frequently co-occurs with intellectual disability (intellectual developmental

disorder) [5]. Indeed, nearly 70 percent of autistic people have intellectual disabilities,

leading to difficulties with reading, processing and recalling information [57]. It is

also often comorbid with other mental illnesses, such as social anxiety, depression,

and attention deficit hyperactivity disorder (ADHD) [5,55].

2.1.2 Social Perspective

In recent years, there has been a shift in the scientific community from labelling autism

as a psychiatric disorder to appreciating it as natural human variation in “brain-

wiring”, known as neurodiversity [44]. Advocates of neurodiversity acknowledge the

symptoms (or traits) of autism outlined in the DSM-5 [5]. However, they argue

that autistic people’s impairments in functioning are mainly the product of their

discrimination and marginalization by society [44]. Historically, autistic people have

been treated as less than human by medical professionals and other authority figures.

Indeed, when describing autistic children, Ivar Lovaas, the father of a common therapy

for autism called applied behaviour analysis, said: “you have a person in the physical

sense — they have hair, a nose and a mouth — but they are not people in the

psychological sense” [124]. Thankfully, society has come a long way in terms of

becoming more accepting of autistic people. However, this population still faces a

substantial amount of social exclusion, including in technology development [24].

In this study, we uphold the social model of disability when identifying challenges

that autistic teenagers encounter with protecting their privacy on SNS. We do this by

emphasizing external factors that may be affecting these users’ privacy attitudes and

behaviours, instead of focusing solely on their limitations. We view autism not as a

disorder that needs to be cured, but as a community of people with special abilities
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and needs, whose unique perspectives can bring tremendous value to improving SNS’

design. Our commitment to respecting the dignity and preferences of the autism

community is reflected in our decision not to identify our autistic participants using

labels that define these users based on their purported level of functioning (e.g., “high-

functioning” autism). These terms are out-dated anyways, especially given that the

American Psychiatric Association removed former sub-classifications of autism (e.g.,

Asperger syndrome) in the DSM-5 [36].

2.2 Social Networking Sites

Boyd and Ellison [15] define SNS as “web-based services that allow individuals to (1)

construct a public or semi-public profile within a bounded system, (2) articulate a

list of other users with whom they share a connection, and (3) view and traverse their

list of connections and those made by others within the system”. Essentially, SNS

(e.g., Instagram, Facebook, Twitter) are designed to facilitate communication and to

connect friends, family and people with similar interests, backgrounds or experiences.

Over the past decade, hundreds of SNS have been developed and integrated into the

daily routines of billions of people across the world [15]. These sites provide users

a convenient platform to share their thoughts, opinions and knowledge with others

anytime and anywhere [114].

2.3 Teenagers’ Social Networking Site Use

SNS use is practically ubiquitous among teenagers. Indeed, it has been estimated

that 95 percent of people between 13 and 17 years of age in the U.S. have access to a

smartphone, with 45 percent of these users reporting to be online “almost constantly”

[3]. Currently, the most popular SNS among teenagers are YouTube, Instagram,

Snapchat, Facebook, and Twitter [3].

Teenagers primarily use SNS to communicate, provide feedback (i.e., likes, com-

ments), and stay in touch with their offline friends and significant others [33,118], as

well as to widen their social circle by connecting with new people who have similar

interests [18,30,107]. SNS also provide teenagers a platform to share their thoughts,
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feelings, and personal experiences publicly or semi-publicly by posting status updates

and photos on their profile [2, 107]. Moreover, SNS serve as a main source of news,

information and entertainment for people in this age group [114,118].

To date, there are few studies examining autistic teenagers’ SNS use. However,

some research suggests that these users do not adopt SNS as readily as their typically

developing peers [68,70]. Kuo et al. [54] examined autistic teenagers’ media use. The

researchers found that only a few of their participants used computers for social com-

munication (e.g., social networking, instant messaging); yet, those who did spent a

relatively long time engaging in online social interactions, suggesting that these users

may rely on computer-mediated communication to meet their social needs. Similarly,

Gillespie-Lynch et al. [38] compared autistic and non-autistic adults’ preferred func-

tions in computer-mediated communication. They found that autistic participants

used the Internet more to meet new people and for information (e.g., about hobbies,

dating) than non-autistic participants; however, autistic participants liked using SNS

less than the general population. Furthermore, Bahiss et al. [7] found that autistic

teenagers prefer to interact with others online as a part of a group activity, such as

multiplayer gaming, rather than through SNS. Nevertheless, a recent study reports

that these users rarely take advantage of the multiplayer option on videogames, often

choosing to play alone [80].

There are many risks and benefits associated with autistic and non-autistic teenagers’

SNS use. We provide an overview of these outcomes in the sections below.

2.3.1 Benefits

Several studies demonstrate the benefits of SNS use on teenagers’ growth and well-

being [2, 84, 114]. From a developmental perspective, adolescence is a critical life

stage for identity development [107]. SNS provide teenagers a platform to explore and

establish who they are, including their interests, social status, sexuality and affiliations

[2,30,84,107,114,128]. Teenagers’ SNS use also often coincides with increased social

support, bonding and sense of belonging, as well as improved self-esteem [2,30,84].

Although SNS can benefit all teenagers, they may be especially useful for those

with autism. Several researchers attest to the potential of SNS to enhance these
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users’ social and psychological well-being [20, 70, 89, 98]. Autistic teenagers have the

same desire to build strong relationships and to belong as their typically developing

peers [49]. However, members of this population are especially susceptible to loneli-

ness and social isolation because of their difficulties with social communication and

social anxiety [31, 49, 65]. The anonymity and reduced social cues of SNS offer these

users a relatively comfortable communication environment, where they can exert more

control over their self-presentation and better mitigate over-stimulation during social

interactions than in the real world [12, 20, 89]. Autistic people who use SNS to es-

tablish or maintain relationships report greater social satisfaction than those who do

not [54], and moderate social media use by this population is associated with positive

mental health outcomes, namely increased happiness [126]. Furthermore, Kuder and

Xin [53] demonstrate the potential for SNS to serve as a tool for helping autistic

people to learn and practice social skills (e.g., turn-taking in conversations) that they

can apply in both online and offline communication contexts.

2.3.2 Risks

Despite the many benefits of SNS use, there are several privacy, safety and mental

health risks associated with participating in online social activities. Teenagers are

known for sharing an extensive amount of photos, videos and comments online, some

of which may be sensitive or controversial [129]. In turn, these users are at high risk of

developing a controversial digital footprint that may jeopardize their reputation and

future academic or employment opportunities [2,32,114]. Considering that teenagers

are usually unaware of social media companies’ data sharing practices [1,79], they may

also be strongly susceptible to non-consensual use of their data for targeted commer-

cial advertising. Moreover, it is becoming common for teenagers to receive unwanted

attention from strangers online [27, 61, 114]. In worst-case scenarios, this attention

may come from online predators (e.g., stalkers, pedophiles, hackers, scammers) who

may solicit and misuse their victims’ personal details, causing them financial, phys-

ical, psychological and/or social harm [114]. There are also growing concerns that
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teenagers may become unwillingly exposed to inappropriate content from acquain-

tances or strangers during online encounters [27]. Furthermore, some teenagers expe-

rience bullying on SNS by strangers or peers [4, 100]. Cyberbullying can take many

different forms, including hurtful comments, ostracism, and non-consensual disclosure

of sensitive personal information [2, 9]. If left unaddressed, it can have devastating

consequences on teenagers’ lives, sometimes triggering depression, poor academic per-

formance, social withdrawal, and suicidal ideation [4,100]. Furthermore, experimental

studies show that passive SNS use may be detrimental to users’ subjective well-being,

because it evokes unrealistic social comparisons and envy [120,121].

Some research suggests that autistic teenagers may be especially vulnerable to

certain threats on SNS. For instance, studies show that autistic people are dispro-

portionately involved in cyberbullying [20, 48, 50, 88, 130]. Kowalski and Fedina [50]

investigated the prevalence of cyberbullying among autistic youth. They found that

over 20 percent of participants had been victims of cyberbullying within the past

two months: nearly double the 11 percent prevalence rate among youth without spe-

cial needs [51]. In turn, autistic youth are more at risk of experiencing negative

mental health outcomes from using SNS than their typically developing peers. Fur-

thermore, those with intellectual disabilities may be particularly vulnerable to sexual

and financial exploitation online, due to their limitations in logical reasoning and

assertiveness [19, 22, 75]. On the other hand, autistic users may be more resilient to

social engineering attacks than the general population because of their high attention

to factual information and details [73].

2.4 Privacy Attitudes

In the media, teenagers are often portrayed as being apathetic to privacy risks on

SNS. However, research suggests that nearly all teenagers value their privacy on-

line [101]. Indeed, Agosto and Abbas [1] found that only 2 of the 98 teenagers in

their study expressed no concerns about posting personal information online. In gen-

eral, teenagers are mainly wary of social privacy threats (i.e., “violations by other

users of the site” [135]) online. Most teenagers are concerned about exposing their

personal content to unintended audiences, especially authority figures (e.g., parents,
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employers) and “creepy” strangers who they imagine to be lurking online [47, 133].

Many also worry about receiving hurtful comments on their posts [1]. A smaller

subset of teenagers are wary of non-consensual disclosure, identity fraud, computer

security threats (e.g., hacking), and physical safety risks (e.g., sexual assault) related

to online social networking [1, 18].

Although most teenagers value their privacy on SNS, they widely vary in the

degree to which they are willing to trade their personal information for perceived

social benefits. Soffer and Cohen [101] found that teenagers can be clustered into

four groups with regards to their privacy perceptions on SNS:

1. Teenagers in the first group (accounting for 20 percent of Soffer and Cohen’s

[101] sample) have pessimistic attitudes towards SNS. They think that it is not

important to develop an authentic profile, and do not feel the need to share

personal information online.

2. Those in the second group (23 percent) place a high degree of importance on

maintaining control over their personal information on SNS through security and

privacy tools. They believe that their privacy is more valuable than developing

an authentic profile.

3. Members of the third group (28 percent) think that it is important to have

an authentic profile, while also taking measures to protect one’s privacy. They

share personal information on SNS, and use privacy and security tools to manage

access to their content.

4. Teenagers in the fourth group (29 percent) have the most liberal privacy atti-

tudes. They believe that it is very important to have an authentic profile, and

share their personal information without using privacy and security tools.

Overall, more than half of the participants in Soffer and Cohen’s [101] sample were

concerned about their privacy and security on SNS, but also prioritized self-disclosure.

This finding is consistent with other research demonstrating that teenagers are usually

attentive to both the costs and benefits of social media use, and attempt to strike the

right balance based on their personal preferences [18,26,123].

To date, little is known about autistic teenagers’ privacy attitudes on SNS. Accord-

ing to caregivers and professionals, autistic people are often naive to privacy and safety
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threats both online and in real life, mainly due to their intellectual disabilities [48,72].

Nevertheless, some studies suggest that people with intellectual disabilities are often

highly concerned about the online privacy and safety threats that they are aware of

and that are meaningful to them. Molin et al. [72] examined parents’ and teachers’

views on young people with intellectual disabilities’ Internet use. Teachers reported

that a few of their students with special needs were “too cautious” about meeting

people on SNS. The teachers said that these students believed that it was “too dan-

gerous and adventurous” to attempt to make friends online. Moreover, Kydland et

al. [56] observed that the Flikr users with intellectual disabilities in their study were

worried about their personal photos being publicly available to others. Therefore, it

is more than likely that autistic teenagers — including those with intellectual dis-

abilities — do in fact have privacy concerns related to social media use. The precise

nature of these concerns has yet to be explored through empirical research.

2.5 Privacy Behaviours

Risk-taking is a central feature of typical adolescent development [108]. During pu-

berty, major changes occur in the brain’s socio-emotional system, contributing to

increased reward-seeking, particularly in social contexts [87, 109]. In most cases,

teenagers’ propensity to engage in risky behaviours extends to their activities in the

virtual world. Although teenagers value their privacy and are usually aware of at

least some of the potential negative outcomes of posting risky content (e.g., photos of

partying, alcohol use, or nudity) or meeting people on SNS, many engage in these rel-

atively high-risk behaviours to satisfy their social and emotional impulses [27,76,118].

Nevertheless, teenagers — like all social media users — require a certain level of

privacy to feel comfortable self-disclosing online [16]. Teenagers engage in a variety of

privacy-protective behaviours on SNS. Johnson et al. [47] investigated teenagers’ pri-

vacy decisions about photo sharing on social media. They identified six key strategies

that teenagers use to control who can access and distribute their content:

1. Selecting audiences. Teenagers are highly conscientious about managing

who can view their photos, due to both privacy and self-presentation concerns.

They manage their audience by using privacy settings or (more commonly) not
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posting photos that they do not want “the whole world” to see.

2. Selecting platforms. Instead of keeping photos completely private, most

teenagers strategically choose which platform to post particular photos. Their

choice of platform usually depends on the affordances and atmosphere of the site.

For instance, teenagers often reserve their goofy photos for Snapchat, knowing

that posts will disappear. Their Instagram posts, on the other hand, are much

more carefully curated, due to the relative permanency of profile photos.

3. Selecting accounts. Many teenagers manage their online audience by creating

multiple accounts that serve different purposes. For example, Instagram users

may have a public main account with professional-looking photos, and a private

“spam” account to share more candid content with close friends.

4. Limiting screenshots. Teenagers are aware that users are notified when some-

one takes a screenshot of disappearing photos. For teenagers, this feature serves

as a social signal that the disappearing photo should not be screenshotted.

5. Negotiating consent. Most teenagers trust their friends to ask before post-

ing a photo of them. When actively seeking consent to post a photo of their

friends, teenagers are more likely to ask “Which one should I share?” rather

than “Should I share it?”, selecting the photo in which everyone looks best.

However, in most cases, teenagers do not seek their friends’ explicit consent

before posting a photo of them. Instead, they rely on their intuition (i.e., imag-

ining their friends’ reaction) to determine whether it is appropriate to share the

photo.

6. Deleting photos. Rather than actively seeking their friends’ approval to post

a photo of them, teenagers often rely on “retroactive consent” — that is, asking

their friends to delete posted photos that they do not want to be shared.

Researchers have yet to examine autistic teenagers’ privacy behaviours on SNS.

However, some research suggests that these users — especially those with intellectual

disabilities — have more difficulty protecting their privacy online than the general

population. Several studies [19, 20, 43] describe situations in which users with intel-

lectual disabilities engage in risky personal information disclosure on SNS without

understanding the potential negative consequences of their actions or knowing how
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to protect themselves against threats. For instance, adults with intellectual disability

in Holmes and O’Loughlin’s [43] study publicly posted their contact information on

their Facebook profile, and shared their login credentials with their friends. These

disclosures resulted in privacy violations, such as unwanted messages, sexual exploita-

tion and unauthorized personal information disclosure by others. Similarly, Burke et

al. [20] explored autistic adults’ social use of computer-mediated communication. Al-

though their study did not explicitly examine these users’ privacy behaviours on SNS,

the researchers mentioned that a few participants encountered two main challenges

related to protecting their privacy during online social interactions: (1) knowing who

to trust, and (2) knowing how much personal information is appropriate to disclose

to others on the Internet.

2.6 Factors Affecting Privacy Attitudes and Behaviours

Teenagers’ privacy attitudes and behaviours are affected by numerous personal and

external factors. We provide on overview of some of the main factors highlighted in

previous research in the sections below.

2.6.1 Age

Research shows that teenagers’ privacy concerns and protective behaviours decrease

with age [18, 32, 42, 67, 118]. Generally, older teenagers report greater self-efficacy

to identify and mitigate threats on SNS than younger teenagers, partly due to their

increased experience using these platforms [1,67]. Whereas younger teenagers usually

comply with their parents’ privacy and safety guidelines, older teenagers follow their

own intuition about how to navigate complex social situations and manage their

personal information on SNS [117, 123]. By consequence, older teenagers are more

likely to engage in risky behaviours (e.g., talking to strangers, sexting, publicly posting

a substantial amount of personal information) and experience privacy violations on

SNS than younger users [18,61,76,118].

The extent to which these findings apply to autistic teenagers’ privacy attitudes

and behaviours is unknown. From a clinical standpoint, autistic people tend to



14

demonstrate an increase in comorbid psychiatric disorders (e.g., depression, anxi-

ety, ADHD) as they transition from childhood to adolescence [58]. Teenagers who

suffer from mental illnesses are often more at risk of experiencing privacy violations

on SNS than the general population [84]. Therefore, older autistic teenagers may be

more vulnerable to privacy threats on SNS than their younger counterparts. On the

other hand, longitudinal research shows that autistic people tend to demonstrate bet-

ter social skills and greater interest in social relationships during adolescence than in

childhood [58]. Thus, it is possible that older autistic teenagers are more sociable on

SNS than younger autistic users, and may therefore be at lower risk of cyberbullying

than their younger counterparts.

2.6.2 Gender

Gender is another key predictor of teenagers’ privacy-related thoughts and behaviours

on SNS [23,76,100,133]. Several studies suggest that female teenagers typically have

higher privacy concerns and engage in more privacy-protective behaviours (e.g., using

privacy settings) than males [23, 67, 133]. These gender differences may be partly

due to the higher prevalence of sexual solicitation of females on SNS compared to

males [18]. Females also tend to post more personal content (including risky photos)

on SNS than males [30,33,61,118]. On the other hand, male social media users tend

to consume more violent content and engage in more aggressive behaviours online

than females [61,133].

Researchers have yet to examine the influence of gender on autistic people’s privacy

attitudes and behaviours on SNS. However, some studies suggest that gender is not

a main factor affecting autistic people’s social media use. For instance, Mazurek [69]

found that there were no significant gender differences in how frequently autistic

adults used SNS nor their friendship quality and quantity online. Similarly, Mac-

Mullin et al. [68] found that autistic youth, regardless of their gender, use electronics

for fewer social activities than their typically developing counterparts.
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2.6.3 Disposition

Teenagers’ privacy attitudes and behaviours widely vary depending on their personal

disposition (e.g., personality, mental health). Several researchers have examined the

influence of the Big Five personality traits (i.e., conscientiousness, agreeableness,

neuroticism, openness, extroversion [92]) on young people’s SNS use and, in turn, their

online privacy. Teenagers who are highly extroverted and open to new experiences

tend to use SNS more actively than users lower in these traits [14,81]. Highly neurotic

individuals frequently use SNS, but tend to conceal aspects of their offline identity

due to self-presentation concerns [29,91]. Exceptionally agreeable people are unlikely

to be involved cyberbullying [116]. Furthermore, highly conscientious and agreeable

users tend to have strong information privacy concerns on SNS [78].

In addition to their personality, teenagers’ mental health status also impacts their

privacy attitudes and behaviours on SNS. Radovic et al. [84] examined clinically

depressed teenagers’ positive and negative uses of SNS. They found that depressed

teenagers tend to over-share personal details and post regretful content on SNS when

stressed in order to cope with their emotions and receive social support. These

maladaptive and risky behaviours often result in several negative consequences, such

as cyberbullying and poor mood. Other studies show that people with clinical levels

of social anxiety heavily rely on computer-mediated communication to compensate

for their offline social impairments, making them especially susceptible to problematic

Internet use [59,104]. At the same time, these users are cautious about their personal

information disclosures on SNS — not necessarily because online privacy concerns,

but — due to fear of negative evaluation [93].

Research shows that autistic people tend to score high in neuroticism and low in

extroversion and agreeableness on personality tests [6]. Their low agreeableness may

account for the high prevalence of cyber victimization and cyberbullying perpetration

in this population. Their low extraversion, in combination with their high neuroti-

cism, may partially explain these users’ low willingness to interact with others and

authentically self-disclose on SNS. Conceptually, these personality traits make autis-

tic users relatively safe from most social privacy and safety threats on SNS, except

for cyberbullying. On the other hand, autistic users with comorbid mental illnesses
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— particularly, social anxiety and depression — may heavily rely on SNS to satisfy

their social and emotional needs. As will be discussed in the next section, frequent

SNS use can increase users’ vulnerability to privacy and safety threats online.

2.6.4 Frequency of Active Social Networking Site Use

Several studies demonstrate the strong association between frequency of active SNS

use and susceptibility to privacy violations [4, 60, 61, 76]. Ang et al. [4] found that

teenagers who frequently use SNS to communicate with others are more vulnerable

to cyberbullying than less active users. Similarly, Leung [60] found that teenagers

with symptoms of Internet addiction are more likely to self-disclose and be solicited

for personal information by strangers on SNS than those who regulate their use.

Researchers attest autistic teenagers who use SNS to compensate for their offline

social impairments are highly at risk of problematic Internet use. For instance, Ben-

ford and Standen [12] investigated the experiences, perceptions, and motivations of

autistic people regarding Internet-based communication. They found that some of

their participants used the Internet excessively for social communication because they

were more comfortable communicating with others online than face-to-face. These

findings suggest that some autistic users — particularly those who are lonely and

socially anxious — may be at increased risk of encountering privacy violations on

SNS.

2.6.5 Previous Experience with Privacy Violations

Research shows that previous experience with privacy violations has a positive in-

fluence on teenagers’ thoughts and actions related to protecting their online pri-

vacy [18, 23, 27]. Christofides et al. [27] found that teenagers who had a negative

experience on Facebook were motivated to learn about and use privacy settings to

protect their personal information. Similarly, Bryce and Fraser [18] concluded that

exposure to online risks plays an important role in teenagers’ development of resilience

to negative online experiences and effective coping strategies.

Autistic youth, especially those with intellectual disabilities, are often heavily

guarded from online privacy and safety risks by their caregivers [21, 48]. Meanwhile,
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researchers investigating Internet use by people with intellectual disabilities advo-

cate for providing these users more opportunities to engage in positive risk-taking

online [22, 127]. For instance, Wasserman [127] argues that people with intellectual

disabilities can learn valuable lessons from encountering and overcoming privacy risks

on the Internet. Therefore, efforts must be made to shift current privacy-protective

measures for this population from caregiver oversight to accessible, individualized

security and privacy settings.

2.6.6 Parental Mediation

Parents play a crucial role in educating teenagers about privacy risks on SNS, and in

protecting them from online threats. In general, parents use two strategies to support

their child’s online privacy protection and Internet literacy [4]:

1. Active mediation: Parents discuss the risks and benefits of Internet use with

their children, and teach them how to protect themselves from online privacy

and safety threats.

2. Restrictive mediation: Parents use restrictive measures (e.g., blocking web-

sites) to limit their child’s Internet use.

Parents’ mediation strategies widely vary, based on their own privacy attitudes and

behaviours (among several other factors) [117, 119]. Nevertheless, research shows

that active mediation is more effective at preventing teenagers from jeopardizing their

online privacy and safety than restrictive mediation [63,129]. In fact, highly restrictive

mediation may trigger teenagers to rebelliously engage in risky behaviours on SNS [94]

and prevent them from learning how to cope with online risks independently [129].

Although some parents of autistic teenagers may use active mediation strategies,

research suggests that they usually employ restrictive mediation strategies to defend

their child from online privacy risks. Just and Berg [48] investigated caregivers’ con-

cerns and mediation strategies for keeping autistic children safe online. The caregivers

were extremely anxious about their autistic children interacting with online preda-

tors; posting personal photos of their family, friends, and themselves on SNS; being

exposed to explicit adult content; and engaging in inappropriate behaviours (e.g., cre-

ating accounts and using caregivers’ credit card without permission) on the Internet.
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They were also concerned about their ability to effectively protect their child’s safety

online. The caregivers described autistic children as more “naive” than their typically

developing peers, and that they therefore require greater protection than non-autistic

users. In turn, the caregivers took strict measures to control their dependent’s access

to Wifi, devices, and accounts, such as confiscating the child’s devices and disabling

their accounts. They also closely monitored their child’s online activities.

Research shows that parental mediation is a main protective factor against cyber-

bullying of autistic users [50,130]. Indeed, Wright [130] found that increased parental

mediation and support were associated with fewer incidences of cyberbullying expe-

rienced by autistic teenagers during computer-mediated communications. However,

research shows that these parents vary in their level of awareness of their child’s on-

line activities and experiences. Kowalkski and Fedina [50] investigated parents’ un-

derstanding of their autistic child’s experiences with cyberbullying. The researchers

found that parents were fairly uninformed about their child’s cyberbullying experi-

ences, with 12 percent of the sample admitting that they did not know if their child

had been bullied online. Moreover, only 9 percent of parents reported that they had

ever discussed cyberbullying with their child.

2.6.7 Online Privacy Educators

Studies show mixed findings regarding teachers’ influence on teenagers’ privacy at-

titudes and behaviours on SNS. Shin and Lwin [95] found that teachers are more

proactive in instructing teenagers how to use the Internet safely than parents. In con-

trast, Van Gool et al.’s [117] findings suggest that teachers do not influence teenagers’

self-disclosure behaviours onine.

Little is known about the role of teachers in shaping autistic teenagers’ privacy at-

titudes and behaviours. However, Löfgren-Mårtenson et al. [66] investigated teachers’

views on Internet use by youth with intellectual disability for romantic and sexual

purposes. The researchers found that teachers were more aware of their students’

online social and sexual activities than the students’ parents. In many cases, the

teachers were responsible for helping students to distinguish between safe and risky

personal information disclosure during computer-mediated communications.
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2.6.8 Peer Influence

Teenagers’ friends and classmates have a substantial influence on their online social

activities and, in turn, their privacy on SNS [9,40,68,95,106,117]. In many cases, this

influence is indirect. For instance, although their peers may not demand that they

remain available online, teenagers often feel pressured to be constantly active on SNS

out of fear of becoming disconnected from their friends or missing out on rewarding

experiences [9, 13, 106]. As previous discussed, excessive use of SNS often coincides

with higher chances of experiencing privacy violations [4, 76]. Moreover, research

shows that teenagers are more likely to engage in risky online behaviours when they

seek advice or support from their peers about Internet-related privacy issues instead of

consulting their parents or teachers [94,95]. However, peers may also have a positive

influence on teenagers’ privacy and safety on SNS, as evidenced by the success of peer

support programs embedded within online privacy education [117].

It is possible that autistic teenagers’ use of SNS and online privacy is influenced by

their peers. However, considering that these users tend not to have many close friends

[82], they are likely less susceptible to peer influence than the general population.

2.6.9 Usability of Social Networking Sites

Usability and privacy are intimately connected. In the following sections, we discuss

some of the main usability issues of privacy settings on SNS and SNS in general,

respectively, on autistic and non-autistic teenagers’ privacy attitudes and behaviours.

Usability of Privacy Settings

Researchers have identified usability issues with the privacy settings on SNS for

teenage users. Silva et al. [99] conducted a heuristic evaluation of the usability of

privacy settings on Facebook for young people. They found severe violations of 4 of

the 10 usability heuristics proposed by Nielsen [74], namely the match between the

system and the real world (H2); consistency and standards (H4); recognition rather

than recall (H7); and help and documentation (H10). Other studies shed light on

teenagers’ subjective perceptions of privacy settings on SNS that contribute to de-

cision to use or avoid these tools. For instance, Snakenborg et al. [100] found that
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although teenagers are aware of the “blocking” tool on SNS, they are hesitant to

use it to defend themselves against cyberbullying out of fear that this may cause the

bullying to escalate. Similarly, Chen et al. [26] argue that teenagers rarely delete or

block any of their contacts on SNS because doing so would be considered rude and

may result in a loss of social capital.

Some research suggests autistic teenagers, especially those with intellectual dis-

abilities, may have more difficulty using the privacy and security options on SNS

than their typically developing peers [89]. Studies show that people with intellectual

disabilities are often unaware of the privacy settings on SNS. For instance, one of the

adults with intellectual disabilities in Holmes and O’Loughlin’s [43] study was entirely

unaware of the “block” feature on Facebook. Other studies highlight the challenges

that these users encounter with using security tools on SNS, such as creating, mem-

orizing and inputting text-based passwords [20]. In some cases, these usability issues

undermined users’ autonomy. For example, the young adults with intellectual dis-

ability in Kydland et al.’s [56] study had difficulty logging into their Flickr account

because there are multiple ways of doing so on the site. In turn, participants required

support to determine the most efficient way to gain access to their account.

Furthermore, cognitive accessibility issues with SNS may prevent autistic users

from using the privacy settings on the platforms. Bahiss et al. [7] found that autistic

users can be easily overwhelmed by the amount of information displayed on SNS.

Considering that privacy settings are hidden on most SNS, autistic users may have

difficulty finding these features on their account amid all of the other features and

information on the platforms. Similarly, other researchers have remarked on the

negative impact of interface updates on the usability of Facebook for adults with

intellectual disabilities, who struggle to “re-learn” how to use the site following design

changes [96, 98]. These types of updates may make it difficult for autistic teenagers

to keep track of the location of privacy tools on SNS.

General Usability

The overwhelming majority of studies examining teenage users’ experiences with SNS,

in general, mention little to no usability issues with the platforms. In contrast, several



21

studies suggest that mainstream SNS are not usable for autistic users, particularly

those with intellectual disabilities. In some cases, usability issues may have a positive

impact on autistic teenagers’ privacy, albeit at the expense of their social inclusion

in digital communities. For instance, the text-based nature of computer-mediated

communication often discourages autistic people from actively engaging in online

social activities [7, 21,97,98].

On the other hand, accessibility issues with SNS may cause autistic users to in-

advertently jeopardize their privacy. One of the main obstacles that people with

intellectual disabilities face with using SNS is learning the terminology and social

conventions of the platforms. Indeed, Shpigelman [96] found that the terms “time-

line”, “tag”, “share”, and “personal settings” were not intuitive for adults with intel-

lectual disabilities. It is possible autistic users may have a different understanding of

privacy-related terms (e.g., “privacy”, “block”, “report”) on SNS than their typically

developing peers. Similarly, Holmes and O’Loughlin [43] found that Facebook’s use

of the term “friend” was problematic for one of users with intellectual disabilities in

their study because they interpreted the word in a very literal way. Motivated by a

strong desire to increase their social capital, the participants accepted every “friend”

request that they received. They ultimately added 600 Facebook “friends” whom they

had never met before offline. Over time, the participant started to receive unwanted

messages and negative comments about their appearance and activities from their

Facebook “friends”. However, they refused to block the users who were harassing

them because they considered these people to be their actual friends and they did

not want to lose them.

2.7 Current Study

Tables 2.1 and 2.2 offers a summary of the information provided in this Chapter.

To date, little is known about autistic teenagers’ privacy attitudes and behaviours

on SNS. Despite a proliferation of studies investigating non-autistic teenagers’ pri-

vacy concerns and protective strategies in online social contexts, researchers have yet

to examine the experiences and perspectives of autistic teenagers with regards to

privacy protection on SNS. Moreover, there is a paucity of research comparing the
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Table 2.1: Summary of SNS use, privacy attitudes, and privacy behaviours

Topic Autistic Non-Autistic

SNS Use

• Are“almost constantly” online
• Highly value SNS for facilitating commu-

nication, self-expression, and relationship
building

• SNS are beneficial for identity develop-
ment, social support, and well-being

• High risk of developing a controversial
digital footprint; organizational privacy
threats; unwanted attention; exposure to
inappropriate content; and cyberbullying

• Use SNS less frequently than the general
population

• Most rarely use SNS for social communi-
cation; however, some rely on these plat-
forms to make friends

• SNS are especially beneficial for decreas-
ing loneliness and social isolation

• Potentially more vulnerable to online pri-
vacy threats than the general population

• Very high risk of cyberbullying

Privacy Attitudes

• Mostly aware of social privacy threats
• Wide variability in willingness to trade

privacy for social benefits

• Unknown
• Potentially high privacy concerns

Privacy Behaviours

• Engage in risk-taking to fulfill social and
emotional needs

• Privacy protection strategies include: se-
lecting audiences; selecting platforms; se-
lecting accounts; limiting screenshots; ne-
gotiating consent; deleting photos;

• Unknown
• Probably have more difficulty protecting

their privacy on SNS than the general
population

factors affecting autistic teenagers’ privacy attitudes and behaviours on SNS with

those influencing their typically developing peers. We contribute to the literature

by providing preliminary insight into the challenges that autistic teenagers encounter

with protecting their privacy on SNS. The findings from this study will inform the

development of balanced interventions supporting these users’ privacy protection and

participation on these platforms.
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Table 2.2: Summary of factors affecting privacy attitudes and behaviours

Topic Autistic Non-Autistic

Age
• Greater risk-taking among older teenagers than younger ones, due to

higher self-efficacy and autonomy
• Unknown
• Increase in psychiatric disorders in older adolescence can lead to

problematic Internet use and elevated exposure to privacy threats
• Improvements in social skills in older adolescence may decrease

cyberbullying

Gender
• Females have greater privacy concerns and use privacy settings

more than males, but they also post more sensitive content
• Higher rates of online aggression among males compared to females

• Unknown
• Gender differences may not be substantial

Disposition
• SNS use and online privacy vary depending on personality (i.e., Big

Five traits) and mental health status (e.g., social anxiety, depres-
sion)

• Combination of personality traits (i.e., low agreeableness, low
extroversion, high neuroticism) makes them resilient to privacy
threats, except cyberbullying

• High social anxiety and depression may lead to problematic In-
ternet use and, in turn, high vulnerability to privacy violations

Frequency of
active SNS use • Higher active SNS use coincides with greater risk of privacy viola-

tions
• Some autistic people use SNS excessively, thereby increasing their

vulnerability to privacy violations

Previous expe-
rience with pri-
vacy violations

• Exposure to online risks can lead to resilience and promote the
development of effective coping strategies

• Heavily guarded from privacy threats

Parental
mediation • Two types of mediation: active (privacy advice) or restrictive (lim-

iting SNS use)
• Active mediation is best

• Parents typically use restrictive mediation
• Parental mediation is crucial for preventing cyberbullying

Online privacy
educators • Teachers may or may not substantially impact teen’s privacy atti-

tudes and behaviours
• Unknown
• Teachers may be more aware of autistic teens’ online activities

than parents

Peer influence
• Substantial influence on online activities
• May have positive or negative impact on online privacy

• Unknown
• Probably low impact on online privacy

Usability
of SNS • Design of privacy settings violates usability heuristics, and

teenagers have negative attitudes towards these features
• No substantial usability issues with SNS in general

• Notable cognitive accessibility issues with privacy settings and
SNS in general



Chapter 3

Methodology

We conducted semi-structured interviews with autistic and non-autistic teenagers to

answer the following research questions:

RQ1: What are autistic teenagers’ thoughts and feelings about their privacy on

SNS, and how do they protect their online privacy?;

RQ2: What are the main factors affecting autistic teenagers’ privacy attitudes and

behaviors on SNS?; and

RQ3: How do these privacy-related attitudes, behaviours, and factors compare with

those reported by non-autistic teenagers?

To provide context for our study’s findings, we provide an overview of participants’

demographic characteristics. We also describe our materials and our recruitment,

data collection and analysis processes.

3.1 Participants

3.1.1 Recruitment

Following ethics clearance from Carleton University’s Research Ethics Board, we re-

cruited autistic and non-autistic people across Canada who were between 13 to 17

years in age; used Twitter, Instagram, or Facebook (three of the most popular SNS

among teenagers in North America [3]); and were able to speak English and partic-

ipate in an interview with or without support. Due to the hard-to-reach nature of

our target demographics, we recruited participants through several avenues: (1) we

emailed 46 local autism-related organizations, asking them to share our study’s re-

cruitment information with their members; (2) we posted our recruitment information

in Facebook groups that are relevant to our target demographics (e.g., homeschool-

ing in Ottawa, autism support groups across Canada); (3) we placed posters in all

24
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Table 3.1: Summary of participant demographics

Autistic Non-Autistic
(n=12) (n=16)

Gender (%)
Female 33 50
Male 58 50
Non-binary 8 0

Age in years (M(SD)) 14.9 (1.6) 14.7 (1.3)

Preferred SNS (%)
Instagram 67 88
Facebook 25 0
Twitter 8 12

Frequency of SNS use (%)
Every day 50 94
A few times per week 25 6
Once per week 8 0
Less than once per week 8 0

SNS Profile Privacy Setting (%)
Public 50 31
Private 42 56
Private & Public 8 12

Device used to go online (%)
Smartphone 75 100
Tablet 25 6
Laptop 75 25
Desktop computer 42 19
Gaming system 8 6

Access to Internet at home (%)
Yes 100 100
No 0 0

public libraries in Ottawa and around Carleton University’s campus; (4) we sent

our recruitment information to staff members in the School of Computer Science at

Carleton University who were subscribed to an internal emailing list; and (5) we en-

couraged participants to share our study’s recruitment information with their family

and friends. Our recruitment materials are included in Appendix A.

3.1.2 Demographics

Tables 3.2 and 3.1 present participants’ demographic characteristics.
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Table 3.2: Detailed participant demographics and preferred SNS

Group Participant ID Age Gender Preferred SNS

Non-Autistic NA1 14 Female Instagram
NA2 14 Male Instagram
NA3 16 Female Instagram
NA4 15 Female Twitter
NA5 15 Male Instagram
NA6 16 Female Twitter
NA7 17 Female Instagram
NA8 16 Male Instagram
NA9 13 Male Instagram
NA10 14 Female Instagram
NA11 14 Male Instagram
NA12 14 Male Instagram
NA13 13 Female Instagram
NA14 17 Male Instagram
NA15 13 Male Instagram
NA16 15 Female Instagram

Autistic A1 15 Female Instagram
A2 16 Male Facebook
A3 15 Male Instagram
A4 16 Non-binary Instagram
A5 15 Female Instagram
A6 17 Male Facebook
A7 15 Male Facebook
A8 13 Female Instagram
A9 14 Male Instagram
A10 15 Male Instagram
A11 15 Female Instagram
A12 13 Male Twitter
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Autistic

Twelve autistic teenagers participated in our research. Most participants were male

and above 14 years of age. Of the three SNS involved in this study, most autistic

participants preferred Instagram. Half used their preferred site every day, whereas

the others used it less frequently. Half had a public account. The other half had their

account set to private or had separate private and public accounts. Most autistic

participants reported using a smartphone and/or laptop to go online. All autistic

participants had Internet access at home.

Non-Autistic

Sixteen non-autistic teenagers completed our study. There were even gender (i.e.,

males and females) and age (i.e., younger and older) distributions in our non-autistic

sample. The vast majority of non-autistic participants preferred Instagram over the

two other SNS involved in our research. Nearly all used their preferred site every day,

and most had a private account. All non-autistic participants used a smartphone to

go online and had Internet access at home.

3.2 Materials

3.2.1 Interview Guide

The interview guide for the study is included in Appendix C. The first part of the

interview consisted of scenarios with follow-up questions about participants’ reactions

and experiences with different privacy-related situations on SNS (see section 3.2.2 for

details). The second part of the interview included questions about participants’ use

of SNS and their thoughts about online privacy. The interview concluded with basic

demographic questions (e.g., age, gender, devices). The interview guide was reviewed

and approved by an expert in conducting research with people with intellectual and

developmental disabilities prior to data collection.
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3.2.2 Scenario Video Clips

To examine participants’ privacy attitudes and behaviours on SNS, we developed

five scenarios reflecting authentic situations related to privacy protection in online

social contexts (see Appendix C for transcripts of the scenarios). Autistic people

greatly benefit from visual stimuli to enhance their attention, comprehension, and

learning [83]. To make our study as accessible as possible, we presented the scenarios

as 13- to 20-second videos on the interviewer’s laptop. The videos feature the voice

and profile of a fictional teenage girl who is looking for advice about how to protect

her privacy on SNS. Considering that the scenarios were only intended to serve as

initial prompts for discussion about participants’ own attitudes and behaviours, we

expected the character’s gender to have a negligible effect on our data. We created

comparable videos for three SNS involved in our study. The following subsections

describe the content and theme of each scenario. Figures 3.1 and 3.2 offer screenshots

of the Instagram version of each scenario.

Scenario 1: General Self-Disclosure

In this scenario, the character announces that she got a new puppy and shows a

picture of the dog. She asks with whom she should share the picture. This scenario

served as a prompt for further questions assessing participants’ attitudes towards

disclosing personal content (particularly photos) on SNS. Specifically, we prompted

for who participants wanted to see their content and any privacy concerns they may

have with posting personal content on their profile.

Scenario 2: Self-Disclosing to Strangers

In this video clip, the character explains that someone she does not know started

following her account. She displays the person’s profile on screen. She asks for advice

about what she should do in this situation. The aim of this scenario was to understand

participants’ views on allowing strangers to see their content on SNS. We also wanted

to assess participants’ interest in interacting with strangers and making friends online.
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(a) Scenario 1 – general self-disclosure

(b) Scenario 2 – self-disclosing to strangers

(c) Scenario 3 – non-consensual disclosure by others

Figure 3.1: Screenshots representing Scenarios 1–3 from Instagram.
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(a) Scenario 4 – using privacy settings

(b) Scenario 5 – other privacy protection strategies

Figure 3.2: Screenshots representing Scenarios 4–5 from Instagram.
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Scenario 3: Non-Consensual Disclosure by Others

In this scenario, the character says that her friend posted an embarrassing photo of

her online. The photo is of the character dancing in her pajamas. She wants to know

what she should do in this situation. The objective of this scenario was to examine

participants’ strategies for dealing with non-consensual disclosure of personal infor-

mation by others on SNS. This scenario also prompted discussion about participants’

experiences with cyberbullying.

Scenario 4: Using Privacy Settings

In this video, the character explains that she does not know how to set her account

to private; she asks participants if they know how to do it. The main objective of

this scenario was to assess the usability of the private account settings on SNS. To

do this, we provided participants who completed the study in-person access to the

character’s account and asked them to make it private. We took observational notes

of any difficulties that participants encountered.

Scenario 5: Other Privacy Protection Strategies

The aim of this scenario was to provide participants the opportunity to discuss other

strategies that they use to protect their privacy on SNS. In the video, the character

asks if there is anything else that participants do to keep their personal information

safe.

3.3 Procedure

Interested participants contacted the lead researcher to select a time and location

to complete the semi-structured interview, and to indicate their preferred SNS (i.e.,

Instagram, Facebook or Twitter). The interviews took place in an Ottawa public

library (n = 16), in a private office space on Carleton University’s campus (n = 7),

or through Skype (n = 5). At the beginning of each session, participants’ parents

consented to their son or daughter’s involvement in the study by signing an informed

consent form (see Appendix B), and participants provided verbal assent to complete
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the interview and to be audio-recorded (see Appendix C). None of the participants

required assistance to participate. However, three of the participants’ parents were

seated within hearing distance of the interview, which may have influenced these

participants’ responses. During the sessions, participants watched the scenario video

clips for their preferred SNS (22 saw Instagram; 3 saw Twitter; 3 saw Facebook) and

answered the questions in the interview guide in conversation with the researcher.

Finally, they were debriefed and compensated with 30 dollars for their time. The

sessions varied from 20 to 60 minutes in length.

3.4 Qualitative Data Analysis

Following data collection, all of the audio recordings were transcribed verbatim and

imported into Atlas.ti 1 software for analysis. The lead researcher conducted a the-

matic analysis [17] on autistic and non-autistic participants’ interview transcripts

separately. Thematic analysis is a “theoretically flexible” [17] approach that is ap-

propriate for exploratory research. First, the lead researcher reviewed the transcripts

several times to become familiar with the data and to identify preliminary trends in

participants’ responses. Then, descriptive labels or “codes” were applied to sections

of the data. Afterwards, similar codes were grouped into broader themes (e.g., so-

cial factors) and sub-themes (e.g., support, influence). Finally, the lead researcher

conducted side-by-side descriptive comparisons of the codes/themes in each group’s

transcripts, identifying key similarities and differences in the independent samples’

trends. A second coder analyzed 20 percent of the transcripts so that the lead re-

searcher could assess the reliability of the coding structure and make adjustments

as required. Overall, we found good reliability between the two raters in that they

both applied many of the same codes to corresponding sections of the transcripts.

However, the lead researcher frequently applied more codes to the qualitative data

than the secondary coder. The lead researcher reconciled differences in the coding

as necessary. Ultimately, approximately 12 hours of audio-recordings were manually

transcribed, and 1334 individual quotations were coded.

1https://atlasti.com/



Chapter 4

Results

In this chapter, we present the findings from our semi-structured interviews with

autistic and non-autistic teenagers. We first describe and compare the privacy atti-

tudes and privacy behaviours of participants in each group. We then discuss factors

affecting participants’ privacy-related thoughts and actions on SNS.

4.1 Privacy Attitudes

We found many similarities and differences between autistic and non-autistic partici-

pants’ thoughts and emotions regarding their privacy on SNS. We provide an overview

of the privacy attitudes of participants in each group, specifically their knowledge and

awareness of privacy threats; privacy concerns; and considerations towards balancing

privacy and self-disclosure online.

4.1.1 Knowledge and Awareness of Privacy Threats

Non-Autistic

As expected, most non-autistic participants appeared to be conscious of social privacy

threats (e.g., cyberbullying, cyberstalking, catfishing) on SNS; however, they were

relatively oblivious to other types of privacy and security risks inherent to online social

networking. In general, non-autistic participants did not seem to be aware of the fact

that SNS companies can easily access and sell their data to third-party advertisers

without their knowledge or voluntary consent. When asked who can see their content

on SNS, none of the non-autistic participants acknowledged the companies hosting

the sites or advertisers; they exclusively mentioned other users (i.e., friends, family,

strangers). Participants’ incomplete mental model of who can view their personal

information on SNS not only related to their profile posts, but also their account

33
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credentials (i.e., passwords, emails, phone numbers). For instance, one participant

believed that no one can see the phone number and email address associated with

their account due to privacy settings:

NA12: Having a private account makes sure that no one can access your

phone number, if you have one on there. No one can access your email,

if you have one on there. No one can see who follows you. Just making a

private account works.

Interviewer: Okay. So, you have a phone number or email address asso-

ciated with your account.

NA12: I do. But no one can access it without asking me for it.

In reality, social media companies have the power to not only access all users’ account

credentials and posted content, but also to use it at their discretion, within the limits

of their Terms of Service and Privacy Policy.

Similarly, non-autistic participants did not know about data mining programs,

which can covertly collect data on their account. For instance, when discussing rep-

utation threats on SNS, one participant noted: “Even if you do take the post down,

there’s the chance that somebody somewhere has saved that. So, now it’s in their

hands.” (NA11). The participant assumed that this type of privacy risk is always

caused by a vengeful user or online predator saving a specific piece of personal in-

formation to blackmail or humiliate their victim. They did not seem to be aware of

technology-mediated data collection, such as data profiling or web crawling.

Moreover, non-autistic participants believed that they were more anonymous on

SNS than in reality. For instance, one participant explained that they did not have

any personal photos on their Instagram profile and therefore felt like they did not

have a traceable identity on the site: I really don’t post anything on Instagram [...]

I’m just there to talk to my friends, see their posts — I’m just a ghost (NA15). Due

to their perceived anonymity, the participant was comfortable allowing strangers to

follow their public account, explaining: If I don’t know them, it wouldn’t be a problem

because, well, they probably don’t know me either (NA15). They did not seem to
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realize that their identity may be uncovered through their affiliations or other covert

identifiers (e.g., IP address).

Autistic

In previous research [48], autistic users have been described as more naive to online

privacy threats than the general population. Interestingly, the autistic participants in

our sample did not seem to be less aware of the risks inherent to personal information

disclosure on SNS than non-autistic participants. In fact, one autistic participant

(who had a special interest in computer programming) demonstrated greater aware-

ness of organizational privacy threats than their typically developing counterparts:

A12: I don’t like that companies track me. I really don’t [...] I feel often

that they know more about me than I know about myself often. And, like,

should a big company really know this much about you? Like, they’re

basically using you for money, and then they don’t really care who you

are. They just care about your personal information.

Nevertheless, the vast majority of autistic participants had equally limited knowl-

edge of how their personal information may be inappropriately accessed and used as

non-autistic participants. Similar to their typically developing counterparts, autis-

tic participants were almost exclusively conscious of easy-to-understand and well-

publicized social privacy threats related to online social networking, such as cyber-

stalking, cyberbullying, catfishing, and hacking.

4.1.2 Privacy Concerns

Non-Autistic

Most non-autistic participants expressed low or moderate concern about privacy and

safety threats online. A pervasive pattern in the data is that non-autistic partici-

pants tended to downplay perceived risks associated with online social networking.

Although all non-autistic participants were at least somewhat wary of potential preda-

tors on SNS, the majority believed that they probably would never be targeted by
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these individuals. For instance, one non-autistic participant explained that they do

not disclose their full name on Instagram to protect themself from being stalked:

Interviewer: Why don’t you want people to know your name?

NA13: Just because then they can Google me and then they can figure out

where I live and then they’d stalk me.

However, the participant believed that it was unlikely that anyone would stalk them,

stating: That’s probably not going to happen (NA13). Another non-autistic partici-

pant described that they were careful not to post offensive content on their profile to

ensure that no one could use their posts against them:

NA11: In theory, if somebody were to take a look at what you post and

later on give examples, you could be out of a job, you could be out of a

college, you could be out of a university. Your life could take a drastic turn

backwards, just because you posted a funny image that offended somebody.

Nevertheless, they went on to describe this concern as “more paranoid than realis-

tic”(NA11). Similarly, when asked why they do not disclose their contact information

on SNS, one participant replied: You could get scammed or have your identity stolen.

Like, it’s extreme cases, of course, but you still have to be cognizant of that (NA3).

Moreover, some non-autistic participants (particularly the older teenagers) were

comfortable allowing strangers to follow their account, as long as the follower did not

exhibit any behaviours that they deemed inappropriate or creepy: I have people who I

definitely don’t know who follow me. And as long as they don’t like get in my business

or try to interact with me in a way that I don’t like, then I don’t really care (NA7).

Similarly, some non-autistic participants had online-only friends who they talked to

about their personal life without concern about these unknown users’ intentions:

Interviewer: Do you have any followers on Instagram who you don’t know

in real life?

NA8: Yes, a couple. Most of them I don’t know in real life, but I’ve spoken

to them often through like voice calls and stuff. Or they’re like friends of

like my cousins, who live elsewhere.
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Interviewer: Do you consider those people to be your friends?

NA8: Yeah, they’re great.

These findings are in line with the previous research demonstrating that teenagers

without autism are mindful of predators on SNS but tend to feel safe online [1].

Furthermore, non-autistic participants were unconcerned about their online pri-

vacy and safety being threatened by their peers. None of the non-autistic participants

were worried about their friends posting photos of them without their consent. They

trusted their friends to protect their privacy and to abide by their implicit or explicit

disclosure preferences on SNS. For instance, one non-autistic participant said: My

friends know that I don’t like to show my face on Instagram, so they don’t usually

put it on (NA10). Moreover, none of the non-autistic participants appeared to be

concerned about being bullied on SNS. This may be partially due to their idealistic

perceptions that their profile cannot or will not be accessed by people they do not

trust. As one non-autistic participant explained: I’m friends with the people I follow.

And I guess the people who dislike me, they don’t really follow me. (NA11).

Autistic

In general, the majority of autistic participants were highly concerned about their

privacy and safety on SNS. Unlike most participants in the non-autistic group, sev-

eral autistic participants discussed extreme privacy and safety risks on SNS caused

by online predators with genuine fear of being targeted. For instance, one autistic

participant did not post their location or photos of themself online because they were

afraid of being recognized and kidnapped: So, strangers see the similar faces. They

see them on the streets, “oh look! You’re from Facebook” and you could get kidnapped

or something. That’s what I’m afraid of (A2). Similarly, another autistic participant

was worried about being robbed if they disclosed their location on SNS: There are

some bad people on the Internet. They can go over to your house and rob you by

finding out your location (A11). Additionally, a few autistic participants were afraid

of their account being hacked:

A2: If you share [photos] with everybody, something wrong can happen
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with it.

Interviewer: Like what?

A2: Like, you know, there’s a hacker online.

Moreover, many autistic participants were wary of catfishing. When asked if the

character in the scenario video clips should allow a stranger to follow her account

(see Appendix C: Scenario 2), several autistic participants were highly skeptical of

the unknown follower’s identity and intentions:

A8: Don’t let him follow her. He doesn’t know her at all, and it could be

someone that’s just set up to act like someone else.

A10: If it’s just random people she doesn’t know, they can say they’re like

14 and go to the same school or something, but they could be like 50 and

just want to like murder her or something maybe. They could just be not

who they say they are. You never know!

Partially due to these concerns, most autistic participants did not feel comfortable

self-disclosing personal information to people they do not know on SNS.

Furthermore, autistic participants were slightly more concerned about their on-

line privacy and safety being threatened by people they know in real life than their

typically developing counterparts. Unlike the participants in the non-autistic group,

some autistic participants were concerned about being bullied on SNS, particularly

by their offline peers. For instance, when asked if the character in the scenario videos

should post a picture of her dog online (see Appendix C: Scenario 1), one autistic

participant— who reported being bullied in real life— was worried that some users

may leave negative comments on the post:

Interviewer: Do you think that she should share this picture on Insta-

gram?

A11: Maybe. Different things can happen depending on like who people

are.

Interviewer: Like what kinds of things?
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A11: People could say rude things about the picture, even though it’s like

a nice happy one.

Nevertheless, autistic participants were not concerned about their privacy being

threatened by their close friends. Much like typically developing teenagers, autis-

tic participants trusted their friends to respect their privacy preferences.

4.1.3 Balancing Privacy and Self-Disclosure

Non-Autistic

Consistent with previous studies [1, 101], the non-autistic participants in our sample

highly valued their privacy online. Although most were not necessarily concerned

about privacy and safety threats on SNS, nearly all non-autistic participants expressed

a desire to maintain some boundaries with different real or imagined audiences (refer

to section 4.3.3 for more details). At the same time, all non-autistic participants

(except for one) placed a moderate or high degree of importance on developing an

authentic profile and interacting with others on SNS. In other words, basically all

non-autistic participants belonged in group 2, 3 or 4 of Soffer and Cohen’s [101]

classification of teenagers’ privacy perceptions, with most of them in group 3.

Some non-autistic participants actively used SNS to post photos related to their

hobbies, interests and experiences; however, they were uncomfortable publicly posting

personally identifying content (e.g., photos of themselves, full name) online. For

instance, a male participant explained that he did not post photos of himself on SNS

simply because he “always found it a little weird” (NA14). He also did not disclose any

other personally identifying information (e.g., contact information, name) and had a

private account. Nevertheless, he enjoyed sharing funny memes and showcasing his

hobbies (e.g., guitar playing) on his profile. This participant — along with other

group 2 members — prioritized privacy over authentic self-disclosure on SNS.

Other (group 3) non-autistic participants were comfortable posting personal in-

formation on SNS, but only because their profile was private. For example, a female

participant was not concerned about sharing photos of herself due to privacy settings:

Interviewer: Do you post pictures of yourself on Instagram?
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NA13: I do, yes.

Interviewer: And who do you want to see those pictures?

NA13: Well, the people that are following me, because I have a private

account. So, people that are just kind of like “oh, who’s this?”, they can’t

see what I post.

Interviewer: Is there anyone who you would not like to see your pictures?

NA13: Well, random people. But out of the people that are following me,

no.

Participants like this one placed equal importance on privacy and developing an

authentic profile.

In contrast, a few non-autistic participants were very liberal in their self-disclosure

on SNS. These participants openly disclosed personally identifying information on

their public profile. For instance, one female participant was comfortable with anyone

seeing her profile; she did not feel the need to take any measures to restrict access to

her content unless triggered to do so:

Interviewer: Who do you want to see your pictures?

NA1: I really don’t mind. Personally, my account is public, so I don’t

really mind who sees it. But if I see something sketchy, I would block the

account or erase the comment or whatever.

This participant and others belonging in group 4 prioritized authentic self-disclosure

over privacy protection.

Autistic

Overall, autistic participants were much more risk averse than their non-autistic coun-

terparts. In stark contrast to the non-autistic sample, a large proportion of autistic

participants belonged in group 1 or 2 of Soffer and Cohen’s [101] classification of

teenager’s privacy perceptions, with most of them in group 2. A couple of autistic

participants met the criteria for group 3, and only one belonged in group 4. In gen-

eral, the vast majority of autistic participants did not seem to place a high value
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on developing an authentic online profile. In the trade-off between privacy and self-

disclosure, privacy was usually prioritized over active engagement on SNS. Many

autistic participants very infrequently posted personal content on SNS, mainly using

the platforms to view and provide feedback other users’ posts (group 1). For instance,

when asked what they do on Instagram, an autistic participant replied: I browse, I

give a like, I comment. Done (A9). Most autistic participants occasionally posted on

SNS, but exclusively about their interests, hobbies or experiences and with a private

profile (group 2). Very few were comfortable sharing personal information, privately

or publicly (group 3 and 4), preferring to feel relatively anonymous on SNS.

4.2 Privacy Behaviours

Autistic and non-autistic participants used a variety of strategies to protect their

privacy on SNS. The most common privacy behaviours reported by both groups

were: (1) deciding who to trust, (2) managing access, (3) negotiating consent, and

(4) filtering out personal information.

4.2.1 Deciding Who to Trust

One of the greatest challenges that both autistic and non-autistic participants faced

with protecting their privacy on SNS was deciding who outside of their offline friend

group they can trust online. Autistic and non-autistic participants described strate-

gies that they use to detect possible online predators. Some participants said that

they checked their followers’ profiles for suspicious or inappropriate content. In these

cases, both autistic and non-autistic participants relied on complex heuristics, such

as gut instincts and first impressions, to determine if the stranger can be trusted. For

instance, one non-autistic participant allowed two unknown accounts to follow them

because they approved of the content that the accounts posted:

NA6: One of [the unknown accounts] was like a platform for feminism,

so I was okay with that. And there’s another one that just shows pictures

around the world, so I didn’t think of anything much of it.
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Similarly, one autistic participant described that they examined their followers’ ac-

count for sexual content:

A4: I looked at [my followers’] Instagrams to see if they’re okay or if I

should block them or something. And I’m like, “okay, they’re fine. They

just post memes like a normal teenager”. If I see something that’s too

sexual, like bathing suit pics, but like too many of them — I don’t mind

one like showing off you got a new bathing suit. Yeah, it’s cute and all

that. But having like 40 of them, I’m like “no, no. That’s a lot”.

Some autistic and non-autistic participants were comfortable with allowing anyone to

follow their account, as long as they did not give them a “bad vibe” or do anything

overtly creepy, such as liking or commenting on too much of their content or sending

them unsolicited direct messages:

NA7: If the communication is kind of out of nowhere and it’s very forward

and abrupt, I don’t want that. Obviously, everyone has ghost followers

that don’t really interact with your page. So, if I had someone who was

following me like that, and then all of a sudden they decided to try to talk

to me, I would be kind of weirded out. Like, you never “liked” any of my

pictures or anything like that. So, I would be weirded out.

A4: I just have gut feeling sometimes — when you like see someone and

you’re just like “that person gives me a bad vibe and I don’t like them”.

Meanwhile, other autistic and non-autistic participants decided that the safest course

of action is not to trust anyone who they do not know online:

NA3: I think Instagram is a platform where you should share your every-

day things — somewhere you can document it. Sharing that with someone

who you don’t know at all, it’s not really important and it’s not really safe.

A12: I just don’t really like talking with people I don’t really know person-

ally. And it’s just easier if I have friends who I actually know, instead of

online friends where they can be anybody.
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Overall, we only found one notable difference in how autistic and non-autistic par-

ticipants decided who to trust on SNS. Many non-autistic participants said that they

would seek out more information by trying to get to know their unknown followers

and asking them about their intentions for following their account:

NA1: A lot of people that would follow me, I kind of heard of everyone.

Like, I kind of have an idea who it is. But if I’m really unsure, then I

would ask “who are you?”.

NA12: Get to know this person. Like eventually DM them like “who are

you?”, that kind of stuff. Or “how did you find me?” — questions like

that. I’ve done that before.

None of the autistic participants used this strategy.

4.2.2 Managing Access

Privacy Settings

Both groups used privacy settings (e.g., private account, reporting, blocking) as a

main line of defense against privacy violations on SNS. More than half of autistic and

non-autistic participants reported that they restrict access to their profile to prevent

people they do not know from accessing their personal content:

NA9: I post but my account is on private, so only the people that I know

see it.

A10: I decided I just want people that I know to follow me, so I made it

private.

A few participants in each group also previously blocked or removed followers and

reported inappropriate content on SNS. For instance, some participants said that they

blocked accounts that sent them unsolicited messages:

NA10: I made sure to block them as soon as I got it.

A3: I just block them.
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Multiple Accounts

A few participants in each group reported having both a public and private account

on their preferred SNS. These participants posted different content on each of their

accounts in order to carefully curate their private and public persons. Generally,

the participants used their public account to showcase their talents or to promote

their business endeavours, whereas their private account was for personal photos.

For instance, one non-autistic participant had a public account to advertise their

photography services, and a private account for their own entertainment:

NA16: My non-private account [is] just for like if I want to post really

nice pictures. And my private account is just for stupid posts that I find

funny, or my friends would find funny.

Similarly, an autistic participant had a public account to showcase their photography,

and a private account that they used to interact with friends.

Multiple Platforms

Several participants in each group mentioned using different SNS to connect with

different audiences as well as to maintain strict boundaries between their public and

private lives. For example, one non-autistic participant mentioned that they used

Facebook to stay in touch with their family, and other SNS to interact with their

friends: It’s kind of like Instagram and Snapchat for my friends, [and] Facebook is for

my relatives (NA1). An autistic participant reported using the same strategy:

A4: I just usually use Messenger — like, the other app for Facebook — to

talk to my family.

Interviewer: Just your family?

A4: Honestly, just my family. Then my friends like friend me and I’m

like, “we already have Instagram. What’s the point? This is my private

life here on Facebook”. Like, Facebook is just keeping in touch with family.

That’s all Facebook is to me.
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Disappearing Content

Autistic and non-autistic participants mentioned that they sometimes used the dis-

appearing photos/videos feature on SNS to post content that they did not want to

keep on their profile indefinitely. For instance, one autistic participant used Insta-

gram Stories to share photos of themself that they did not feel comfortable posting

on their profile due to privacy and self-presentation concerns: If I am going to post

my own photo, I normally do it on my Story, because it would just be quick (A1). As

described in previous research [47], participants’ use of this strategy relied on their

trust in their peers to not save or distribute their photos to unintended audiences. As

one non-autistic participant explained: [On Snapchat], you can give people pictures

about anything. You don’t have to worry about it staying for a long time, if you trust

that they won’t screenshot (NA4).

Passwords and Two-factor Authentication

Very few participants discussed their use of security tools on SNS. Nevertheless, when

asked what strategies they use to keep their personal information safe (see Appendix

C: Scenario 5), two non-autistic participants mentioned that they kept their account

passwords confidential:

NA5: I wouldn’t just send somebody my password.

NA15: I don’t show my password to anybody. If I login to someone else’s

phone, I just log off of the account again. So, yeah.

Additionally, one non-autistic participant used the two-factor authentication feature

on Instagram:

NA7: Well, they have the verification thing, where you put in your email

and then it notifies you if anyone else has logged into your account from

another device. That’s one of the things I have.

None of the autistic participants discussed their password protection strategies or

use of other security tools on SNS.
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4.2.3 Negotiating Consent

Both groups discussed negotiating consent with their friends in relation to posting

photos on SNS. In line with previous research [47], participants appeared to have

a mutual understanding with their friends about what personal content should and

should not be posted of each other online. A few participants per group mentioned

that they established (often unspoken) ground rules with their friends with regards

to sharing photos of each other on SNS:

NA7: All my friends, we know we’re not gonna post embarrassing pictures

of each other online, ’cause that’s not cool.

A5: Most of [my friends] are like me and they don’t like having their

picture taken. We’re all kind of introverts.

All participants trusted that that their friends would not post a photo of them

against their consent. Indeed, many autistic and non-autistic participants said that

their friends usually asked for permission before posting photos of them on SNS:

NA6: Usually, my friends, if we take a picture together, they would usually

ask if they could use it.

A3: People ask me before they post [photos of me.]

Many non-autistic (but no autistic) participants said that they returned the favour:

NA11: Pictures of my friends, I ask them before posting something if

they’re okay with it. Most of them are.

NA13: I check with the people that are in the picture [...] Just kind of

to make sure that they’re comfortable being on my account. Even though

it’s private, you know, someone could still kind of see it, ’cause I do have

people that are following me.

On the rare occasion when their friends posted a photo of them that they did

not want online, participants in both groups were comfortable asking their friends to

remove it. When asked what they would do if their friend posted an embarrassing
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photo of them online, all autistic participants and many non-autistic participants said

that they would ask their friend to remove the photo, and expected their friend to

grant their request:

NA2: If my friends [post an embarrassing picture of me], I’d just ask them

not to do it ’cause they’ll understand that I don’t want it on there. And

they’ll just take it down.

A2: [I would] just comment, “can you put it down, please? Because it’s

kind of embarrassing me. So, it’s kinda rude to... May you please put it

down?”

4.2.4 Filtering Out Personal Information

Finally, both groups protected their privacy on SNS by limiting the type and amount

of personal information on their profile. Overall, both samples appeared to have a

similar concept of what type of personal information is risky to post on their profile.

Most autistic and some non-autistic participants were particularly cautious about

posting photos of themselves or their friends online:

NA10: There’s no pictures of my face or my friends.

A10: I don’t know who I can trust [...] So, I just don’t post pictures of

myself.

Most participants were also wary about disclosing their current location and address

on their profile:

NA3: As humans, we are very repetitive creatures, so we go to the same

spots. So, it can be kind of dangerous [to post your location] in that sense.

A11: I don’t post anything with a location ever on it.

Other information that many participants in both samples concealed included their

full name, age, and contact information.

Non-autistic participants were confident in their ability to determine what type

of information is safe and appropriate to post online. Indeed, many non-autistic
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participants were completely certain that they would never post anything on SNS

that could harm their safety or reputation: I don’t really post anything online that I

would think I would regret later (NA4). Realistically, however, it is more than likely

that these participants may regret some of their posts later in life. Indeed, Stern [110]

found that 40 percent of the adults in their sample regretted content that they posted

when they were younger. None of the autistic participants commented on their ability

(or lack thereof) to discern what is safe or unsafe to post on SNS.

4.3 Factors Affecting Privacy Attitudes and Behaviours

According to our thematic analysis, both groups’ privacy attitudes and behaviours

were affected by several personal, social, contextual and SNS design factors. Our

definition of each factor is presented in Table 4.1.
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Table 4.1: Definition of factors affecting privacy attitudes and behaviours

Theme Definition

Personal Factors Impact of users’ personal characteristics on privacy attitudes and behaviours
Sociability Interest in interacting with others; agreeableness
Social anxiety Fear of negative evaluation; shyness
Previous experience with privacy violations Privacy violations experienced in the past
Gender Gender differences in privacy attitudes and behaviours
Age Age differences in privacy attitudes and behaviours

Social Factors Impact of other people on privacy attitudes and behaviours
Support Advice or assistance from other people related to privacy protection on SNS
Influence Indirect or unintentional impact of others on privacy attitudes and behaviours

Contextual Factors Impact of the disclosure context on privacy attitudes and behaviours
Content Type of content being disclosed
Audience Who can see users’ personal information

SNS Design Factors Impact of the SNS design on privacy attitudes and behaviours
Usability of privacy settings Usability of the privacy settings on SNS
General Usability Usability of the SNS in general, not including privacy settings
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4.3.1 Personal Factors

We identified five main personal factors that influenced participants’ privacy attitudes

and behaviours: (1) sociability, (2) social anxiety, (3) previous experience with privacy

violations, (4) gender, and (5) age.

Sociability

Autistic participants were generally less sociable on SNS than non-autistic partici-

pants. Non-autistic participants viewed SNS as a useful tool to talk to people they

know offline: it’s a good source to communicate with your friends (NA10). Nearly all

non-autistic participants frequently used SNS to send direct messages to their friends.

In contrast, most autistic participants rarely or never used SNS to directly commu-

nicate with peers. Indeed, several autistic participants described their disinterest in

engaging in conversations with their friends online:

A4: I don’t talk to them. I don’t use the talking features. I just post [to let

them know] “this is what I’m doing with my life. Don’t talk to me, ’cause

I don’t really care”.

A1: Sometimes I opt out of the conversation because everyone’s like “LOL”,

“OMG”, “LMAO”.

Most autistic participants primarily used the direct messaging features for practical

purposes, such as making plans with friends and working on group school projects.

A quarter of non-autistic participants reported having an online-only friend who

they met through one of the SNS included in this study. Most of these partici-

pants talked to their online friends about personal topics, such as school and hobbies,

through direct messages.

Interestingly, a greater proportion of autistic participants reported having online-

only friends than non-autistic participants. However, none of these online friendships

were formed on Twitter, Instagram, or Facebook. In fact, all of the autistic partici-

pants in our sample met their online friends through gaming-related platforms, such

as Discord or Twitch. Although these participants revealed some personal details
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(e.g., first name, nationality) to their online friends, most they were hesitant to dis-

cuss their personal life with people they do not know online: There’s a wall. You

can’t pass the wall. Like, people are like “yo, when’s your birthday?”. And I’m like

“you hit the wall” (A4). In many cases, autistic participants exclusively talked to

their online friends about common interests (e.g., video games).

None of the autistic participants were motivated to make friends through the SNS

examined in this study. Indeed, several participants explicitly indicated that they

were not interested in getting to know their followers:

A10: I just don’t feel the need to talk to them.

A11: These [random followers] are people that I’ll probably never meet

and actually have a real conversation with.

In general, autistic participants rigidly classified different users on SNS as either offline

friends, acquaintances, or strangers. The very few who occasionally interacted with

strangers online were hesitant to call these users their “friends” (even after weeks of

frequent communication), instead referring to them as “acquaintances”:

A1: I wouldn’t call someone that I just met online or seen for the first time

online as a friend. I would more just call them an online acquaintance.

A4: If I talk to them enough — like, more than a month’s worth of talking

— maybe I’ll call them acquaintances. But if they’re just followers, I don’t

really care. They’re just people.

Non-autistic participants also did not automatically label their unknown followers as

friends: I don’t know [some of my followers] personally, so I can’t say that they’re

my friends (NA10). However, none of the non-autistic participants mentioned an

intermediary (“acquaintance”) relationship phase between “strangers” and “friends”,

labelling all users who they met on SNS and frequently communicated with as their

“online friends”. These findings suggest that autistic users are much more guarded

in online social situations than non-autistic users, thereby decreasing their chances of

forming strong and authentic relationships on SNS.
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Additionally, autistic participants adhered to different values and social protocols

on SNS than non-autistic participants. Most non-autistic participants were at least

somewhat motivated to increase their social capital and status on SNS, using a variety

of complex social psychology strategies to attain their goals. For example, one non-

autistic participant “randomly” (NA5) followed back most accounts in hopes that this

reciprocation will increase their chances of maintaining their follower count. Autistic

participants, on the other hand, did not actively try to acquire more followers on

SNS. In fact, many of them were fully content with being relatively invisible online:

A8: Nothing really comes up about me, so that’s good.

A11: I don’t need followers. I have my friends that I talk to at school.

In turn, autistic participants did not take any measures to persuade others to follow

their account, such as following accounts back. They carefully curated their followers

list, only adding users who posted content they were genuinely interested in viewing.

As one autistic participant explained:

A12: I don’t really like the whole “follow-for-follow” thing. I just kind of

feel like people just want followers and they don’t really care who you are.

For me, followers are for people you actually look up to or are friends

with. I follow a bunch of people because I like them. I think they’re cool.

Then I also follow friends.

Nevertheless, one autistic participant described that they felt pressured to conform

to the non-autistic social values and protocols encouraged by SNS:

A4: I don’t want more followers [...] But at the same time, I want more

followers. It’s like Instagram is trying to trick you into staying on Insta-

gram. Its like the more followers you have, the more people you want to

like live up to. It’s like “oh, they’re following me. That means I have to

like post more” and stuff like that. It’s just weird.

Autistic participants’ unbridled honesty and atypical social conduct occasionally

triggered conflicts on SNS. Some autistic participants mentioned posting content that
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may be perceived negatively by others. For example, one participant admitted that

they sometimes complained about their parents on Facebook: I’m like, “mom’s being

annoying”(A4). Conversely, non-autistic participants consciously avoided upsetting

others on SNS: Well, obviously you’d take in the consideration of who it might offend.

Because nowadays, you can’t really go around [posting controversial content] without

receiving severe backlash (NA11). It is worth emphasizing, however, that autistic

participants usually did not post controversial content with malicious intent. In

many cases, it was clear that they did not realize how others may react to their posts

or comments. For example, one autistic participant described an incident when they

were asked to remove an offensive post that they genuinely thought was harmless:

A1: When I posted a picture of my brother’s room, I was like, “why doesn’t

he clean up”? I wanted to hear everyone else’s opinion. And then my mom

was like, “that’s inappropriate. Do not post that”. So, I simply deleted

the post. No one has ever seen it since.

Social Anxiety

Autistic participants were more socially anxious on SNS than their non-autistic coun-

terparts. Generally, non-autistic participants were not worried about being teased by

other users on SNS. When asked about their reaction to the scenario where the charac-

ter’s friend posted an embarrassing photo of her online (see Appendix C: Scenario 3),

many non-autistic participants were unconcerned about the potential negative social

consequences of this situation: You might not want the picture up, but it’s not that

big of an issue if it was public (NA8). In fact, a quarter of non-autistic participants

said that their friends sometimes posted embarrassing photos of them on SNS (and

vice versa): What me and my friends do, we post embarrassing pictures of each other

on birthdays (NA1). These participants did not mind it when their friends shared

these types of photos, recognizing that they were doing it as a harmless joke: If it’s

a funny picture, I know my friends are just doing it to be a good laugh. And I have

a good sense of humor about it (NA3). Although the participants were self-conscious

about their physical appearance in these photos, they usually allowed their friends to

keep this content online.
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All autistic participants, on the other hand, were against the idea of allowing

others to post embarrassing photos of them on SNS. In fact, more than three-quarters

autistic participants (versus less than half of non-autistic) did not want any photos of

themselves on their profile. When asked why they did not want photos of themselves

online, several autistic participants admitted that they were self-conscious about their

physical appearance and were afraid of being judged by other users:

A1: I am self-aware of my own appearance and basically how judgmental

the rest of the world could be.

A11: I don’t really let people take pictures of me [...] ’cause people can be

rude.

One autistic participant described an incident where they deleted all of the photos

of themself on their profile posted due to self-esteem issues: I once just deleted every

picture that had my face in it or body, ’cause I was just having a bad self-esteem

moment and so I’m like “delete, delete, delete, delete” (A4). Moving forward, they

only posted photos with filters that hid their physical imperfections: The only ones

that are there are the ones that have Snapchat filters, so they look a bit better.

Additionally, some autistic participants were concerned about their classmates

viewing their online profile because they were afraid of being teased. For instance,

one autistic participant explained that they were being bullied at school: Some of the

people at school do make fun of me [...] I’ve heard from my friend saying that people

have been saying stuff about me (A11). Although they never experienced any bullying

on SNS, they worried that their offline enemies may be laughing at the content on

their public profile behind their back: It’s kind of uncomfortable, because they can be

making fun of me maybe (A11).

Furthermore, autistic participants were much more anxious about initiating con-

tact with people they do not know online than non-autistic participants. Some par-

ticipants mentioned that they were shy to talk strangers on SNS: I’m pretty shy when

talking to people online. But, like, my friends I’m fine. But other than that, I don’t

usually (A5). None of the non-autistic participants described themselves as too shy

to approach or interact with people they do not know online.
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Previous Experience with Privacy Violations

The most common privacy violations that participants experienced on SNS were

unsolicited contact, cyberbullying, and non-consensual disclosure. Although both

autistic and non-autistic participants encountered these problems, some violations

were more prevalent in one group than the other.

Unsolicited contact appeared to be slightly more common for non-autistic par-

ticipants. A quarter of non-autistic participants (versus less than a fifth of autistic)

reported receiving unsolicited romantic/sexual direct messages or spam from people

they do not know on SNS. For example, one female non-autistic participant was sent

unwanted romantic messages from older men on Instagram: I’ve had older guys who

are like in their 20s or 30s try and almost make marriage proposals to me. And so,

I’m like, “yeah, no. This is not happening” (NA7). Similarly, a male autistic par-

ticipant frequently received inappropriate comments and messages from strangers on

Facebook, despite the fact that he had a private account:

A2: See, if [another user] finds your picture a nice picture, maybe some-

thing wrong could happen with it. Maybe bad comments, or I don’t know.

Interviewer: Has this happened to you before?

A2: Bad comments? A lot. Weird comments, often.

Interviewer: What kind of comments do you mean?

A2: Inappropriate, [from] random people.

Cyberbullying, on the other hand, was substantially more prevalent among autistic

than non-autistic participants. A quarter of autistic participants (versus less than a

tenth of non-autistic) described being bullied by people they do not know online.

One autistic participant explained that they had to block some users on Instagram

who were bullying them on another social media platform: There’s a lot of people

who harass [me] from other social media who have found [my Instagram profile]. I’m

like “stay away! I’m blocking you. Go away!” (A4). Another autistic participant

mentioned that they did not talk to people they do not know on Instagram and had

set their profile to private due to a negative experience interacting with strangers on
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another SNS platform several years ago. Only one non-autistic participant mentioned

previously being involved in conflict on SNS:

NA7: There have been people — like, I comment on someone else’s post

and then got into a fight with them online because they don’t know the full

story or they’re making up things. And I just don’t want to deal with that,

so I just kind of block them.

Additionally, a few autistic participants reported having photos of them posted

on SNS without their consent. Two autistic participants said that they had to report

or ask their friend to remove a photo of them “once or twice” in the past. Although

most non-autistic participants were unconcerned about the photos that their friends

posted of them on SNS, a few female participants described a situation in which their

friends shared an unflattering “selfie” that they did not want online: There was this

one picture that I didn’t really like that I looked very ugly, but [my friend] took it down

when I told her to (NA16). This finding is consistent with teenagers’ typical reliance

on “retroactive consent”, discussed in previous research [47].

Furthermore, one autistic participant mentioned encountering a potential identity-

related privacy risk on SNS: they were mislead into believing that one of their online-

only friends on Discord was older than they actually were:

A4: My [online] friend, he used to use a voice changer and [...] he’d start

talking to me in that voice at the beginning [...] I was [on Discord] for like

a month, so I didn’t like catch on properly. But all my other friends were

like, “yo, you know this kid’s like 13, right?”. I’m like “oh, he sounds like

he’s 16. This is so weird”.

Gender

In previous research, gender has been identified as a main factor influencing teenagers’

privacy attitudes and behaviours on SNS [32,100,118]. However, our analyses revealed

few notable differences between male and female participants in either of our samples.

The only noticeable gender difference that we found related to social anxiety. In

general, female participants tended to express more concerns about their physical
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appearance and self-presentation on SNS than male participants. In turn, female

participants were more likely to edit or remove photos of themselves on SNS than

their male counterparts.

Furthermore, we found some evidence that non-binary users may be more open

about disclosing certain aspects of their offline identity on SNS than males or females.

One of the autistic participants in our sample identified as non-binary and queer. For

this participant, the anonymity of the online environment provided them the comfort

to discuss and explore their identity:

A4: My sexuality and gender, I keep it online. I have too many self-

esteem problems [offline]. I only put it online because I trust people online

for some reason. The people online are more caring sometimes.

Age

We analyzed our data for differences between the privacy attitudes and behaviours

of younger (13 to 14 years) and older (15 to 17 years) participants, respectively.

Consistent with previous research [18, 27], age appeared to be a main factor im-

pacting non-autistic participants’ risk-taking behaviours and, consequently, their pri-

vacy and safety on SNS. Older non-autistic participants were more likely to have a

public profile than younger non-autistic participants. They also were more open to

posting pictures of themselves and talking to people they do not know on SNS than

their younger counterparts. These trends may be partly due to the higher parental

support and influence that younger non-autistic participants had compared to older

users. More specifically, younger non-autistic participants used SNS less actively than

older non-autistic participants because their parents regulated their screen time and

monitored their account.

Only three of the autistic participants in our sample were below 15 years old;

therefore, we were unable to examine age-related differences in the autistic group.

However, we noticed that our autistic participants (who were mostly older teenagers)

tended to have similar privacy attitudes and behaviours on SNS as younger non-

autistic participants. Few autistic participants posted photos of themselves on their

profile or talked to strangers online. Furthermore, as will be discussed in the next
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section, autistic participants’ SNS use and privacy-protective behaviors were highly

influenced by their parents’ involvement in their online life.

4.3.2 Social Factors

Our thematic analysis revealed two main social factors affecting participants’ privacy

attitudes and behaviours on SNS: (1) support and (2) influence.

Support

Both autistic and non-autistic participants received support from teachers, family

members and friends to protect their privacy on SNS. Teachers and parents played a

crucial role in directly educating both groups of participants about the privacy risks

of SNS use and how to mitigate them. When asked what their parents and teachers

(respectively) taught them about online privacy, most autistic and non-autistic said

that they were told to be careful about what they post on SNS:

NA11: [My father] told me to in general think about would you be com-

fortable if this was online. Would you be comfortable with this being there

forever? Because if you post something that you’re happy about it at the

moment, you might not be so proud or happy given 2 to 3 years. And even

if you do take the post down, there’s the chance that somebody somewhere

has saved that. So, now it’s in their hands.

A11: My mom said when I was younger that you’re not supposed to show

your face on like the Internet, ’cause some people can use your picture to

catfish other people and stuff.

Similarly, participants in both groups were instructed not to talk to strangers on SNS

to protect their safety:

NA7: My mom told me, “don’t talk to anybody that you don’t know, and

don’t talk to anyone that’s, you know, like... I guess weird.”

A1: Everyone that I know have constantly told me don’t talk to people you

don’t know online because of safety reasons. They may try to bribe you to
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show a picture of yourself or saying something that they can use against

you — anything really.

Some said that they primarily learned about cyberbullying in school:

Interviewer: What did school teach you about online privacy?

NA2: Just how to prevent bullying.

A10: Mainly just cyberbullying. Yeah, that’s pretty much the only thing.

In terms of learning about the privacy settings on SNS, autistic and non-autistic

participants typically relied on informal instruction provided by their family members

and friends:

NA13: Well, I got Instagram not that long ago when I went to school

for 7th grade. So, there was already people that kind of knew Instagram,

’cause they had it for a while. I think they told me about [the private

account option].

A1: At the time [I started using Instagram], I didn’t know how Insta-

gram necessarily worked. I didn’t know where to find [the private account

option]. All of my friends were like “it’s right here”.

Although both autistic and non-autistic participants received similar advice about

protecting their privacy on SNS, there were some notable differences between the two

groups in terms of the amount and type of support they received. For instance,

autistic participants received more active assistance to use privacy settings than non-

autistic participants. Non-autistic participants described that their parents or friends

verbally instructed them how to set their privacy settings in their preferred way: I

knew that you can make your account private, but I really didn’t know at the beginning

[how to do it]. [My friend] taught me that you just go here, click on that, and then

you can make your account private (NA9). Only one non-autistic participant said

that someone else had set their account to private for them. In contrast, a third of

autistic participants indicated that their friends or parents tried to show them how

to adjust their privacy settings by taking hold of their device/account and doing the

steps for them:
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A4: My friends, they just snagged the phone and they’re like “this is what

you do”.

A10: [My mom] set it to private and then after that she said it was in the

settings.

In some cases, this low autonomy lead to distress. Indeed, two autistic participants

said that they were upset that their device (i.e., smartphone) was taken away from

them when their friends were showing them how to adjust their privacy settings.

One participant explained that their phone served as an important tool to help them

manage their autism symptoms:

A4: It helps with my autism, my phone [...] It’s like being able to call my

mom if I’m having an attack or something. And also music helps calm

me down, so it’s like quick access to music and distractions. It just helps

me distract myself.

Therefore, they felt anxious when they did not have direct access or control over their

device while their friends were changing their privacy settings for them.

Additionally, only autistic participants reported receiving support to use the gen-

eral features on SNS. One participant mentioned that their mom helped them to post

pictures on Facebook. Their friends also taught them how to adjust the volume set-

tings on Discord. Another participant reported that their sister helped them to use

the search feature on Instagram.

Influence

Both groups’ privacy attitudes and behaviours were influenced by those around them.

As expected, non-autistic participants’ friends had the greatest influence on their

privacy concerns and protective strategies on SNS. Several non-autistic participants

said that they learned about the privacy risks of SNS use and how to respond to them

from their friends’ experiences:

NA3 (female): I have a lot of friends who get pictures from random guys.

So, you hear what they do, and you take that in, and consider if it happens

to me, what do I have to do? Then you kind of just learn from there.
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NA11: I’ve learned from my friends’ experiences — the ones who’ve made

mistakes on social media sharing private information. And in no case has

it ended well for them. [They shared] private information as in something

more intense than what you would usually post [...] It was pictures of

them with minimal clothing. You don’t want to be sending those out at 13

or 12 years old, because it’s illegal!

Additionally, a few non-autistic participants said that they followed their friends’

lead in setting their profile to private: I asked [my friends], “why is [your Instagram

profile] privated”? And they were like, “just to protect it, I guess”. I was like, “might

as well do that to myself, right?” (NA2). Moreover, some non-autistic participants

said that their decision to sign up for SNS and their choice of platform was inspired

by their friends’ preferences: I’d say [I signed up for Instagram] a month and a half

ago, because all of my friends had Instagram (NA12).

Although many autistic participants were similarly influenced by their peers, their

parents appeared to have the greatest impact on their privacy attitudes and behav-

iors on SNS. Several autistic participants made their account private to minimize

their parents’ concerns about their safety online. For instance, when asked why they

have a private account, one autistic participant explained: My mom just feels more

comfortable with me having a private account (A8). Also, a few autistic participants

said that their parents influenced their use of SNS. In some cases, parents seemed to

promote autistic participants’ engagement in online social networking. For instance,

one autistic participant reported that they personally do not enjoy using Facebook;

however, their mom (who they described as a frequent Facebook user) encouraged

them to use the site. Other participants said that their parents attempted to limit

the amount of time that they spend on SNS:

Interviewer: When do you use Instagram?

A9: When my mom says I could.

Furthermore, some autistic participants mentioned that their parents monitored their

account; in turn, they refrained from sharing content that their parents told them
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not to post. In the non-autistic group, such examples of parental influence were only

reported by a few younger non-autistic participants.

4.3.3 Contextual Factors

Two main contextual factors impacted autistic and non-autistic participants’ privacy

attitudes and behaviours on SNS: (1) content and (2) audience.

Content

Both groups’ privacy behaviors depended on the sensitivity of the personal informa-

tion intended to be posted on SNS. All participants were unconcerned about posting

content that reflected their hobbies, interests, and experiences because they did not

consider this type of information to be personal or classified. In contrast, most were

at least somewhat wary about sharing pictures of themselves or their family, their

location, their contact details, and other personal identifying information. Many par-

ticipants decided to make their profile public because they did not post anything that

they considered to be personal. For instance, one non-autistic participant described

that they mostly their Twitter account to connect with the feminist community: What

I retweet is usually about feminist stuff (NA6). They did not think it was necessary to

have a private account, because they did not post about their personal life. Similarly,

many autistic participants solely dedicated their account to showcasing their talents

and interests (e.g., photography, visual arts, music). Most of these participants al-

lowed strangers to view their content and follow them because they felt relatively

anonymous. For example, one autistic Twitter user primarily shared content related

to their main interest (i.e., computer programming), and avoided posting personally

identifying information:

A12: I mostly either post just responses to people posting other stuff and

just programming jokes. I don’t really often post pictures at all. I’ve never

posted a picture at all, actually [...] I don’t really like sharing my identity

on Twitter. I’m okay with sharing personal things, but not like who I am.

I’m okay with what I do, but not who I am.
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When asked who they wanted to see their posts, the participant replied: It doesn’t

really matter to me, to be honest (A12). This lack of concern about their content

contributed to their decision to have a public account.

Audience

Both autistic and non-autistic participants were mindful of who can see their content

on their social media profile, and took measures to regulate their online audience based

on their personal privacy preferences (discussed in section 4.1). Most participants said

that they wanted people they know (e.g., friends, family) to see their posts:

Interviewer: Who do you want to see your pictures?

NA16: Just my very close friends.

A8: Just people I know.

Some participants in both groups were concerned about strangers or people with

whom they had negative experiences (e.g., bullies, exes) viewing their profile. Many

of these participants had a private account to restrict access to their content.

Other participants were unconcerned about who can see their content:

Interviewer: Who do you want to see your pictures?

NA8: I’m fine with pretty much most people.

A12: I don’t really mind if someone sees my posts.

These participants had public accounts.

4.3.4 Social Networking Site Design Factors

Both group’s privacy attitudes and behaviours were also affected by the usability of

the privacy settings and SNS in general.
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Usability of Privacy Settings

As expected, autistic participants had more difficulty using privacy settings on social

media than non-autistic participants. Most non-autistic participants did not require

support or training to learn about the privacy options on SNS and how to use them;

they acquired this knowledge and skills by simply exploring the interface:

Interviewer: Who taught you how to set your account to private?

A2: Myself. I just learned it while playing more often on the computer.

No one taught me that.

NA6: Myself. I was just like browsing, I’d say. Just looking around.

Several participants alluded to the consistency of privacy options across SNS platforms

as facilitating their use of these tools. For example, one participant described that

they transferred their knowledge of privacy settings on Facebook (i.e., the first SNS

they ever used) to later protect their Instagram account:

NA14: When I first got Facebook, my dad told me that my account wasn’t

private. I didn’t know what private or not was. And so then, when I ended

up getting Instagram a couple years later, I wanted to make it on private,

so that I can control who’s looking at my photos.

Many non-autistic participants explained that they expected certain privacy settings

(e.g., private account, blocking users) to be available on all SNS: Well, it seems

like [the block user option is] a very standard feature to have in something like this

because there will always be a case where someone is following you who you don’t want

to follow (NA11). Most participants also expected that the private account option

would always be located in the settings tab on SNS. When asked if their friends

helped them to set their account to private, a participant replied: I actually just went

into settings and then you can probably figure out from there, right? (NA2). Most

non-autistic participants described the privacy settings on SNS as easy to use: It is

just kind of an obvious interface (NA5).

In contrast, most autistic participants described the privacy settings on SNS as

“complicated”. When asked to demonstrate how to set an SNS account to private,
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many autistic participants struggled to accomplish this task, and two participants

were unable to do it at all. Many participants had difficulty finding the private

account button because it was hidden among many other options in the settings tab:

There were tons of settings [...] What is this maze?! (A1). Some participants coped

with this challenge by searching for keywords (e.g., “privacy”) on the screen: You

just go through your settings and then you’ll find it. Use keywords. Like [when I see]

“privacy”, I’m like “yeah, that’s gotta be private your account” (A4). This approach

did not work for one autistic Twitter user, due to the unconventional labelling of the

private account option on their preferred SNS. The participant admitted that they

did not know how to set a Twitter account to private, but they volunteered to try to

accomplish the task. They quickly deduced that the setting was under the “Privacy

and Safety” tab; however, it took them a few minutes to realize that the option

they were looking for was labelled “Protect Your Tweets”. The participant explained

that they had overlooked the option because its wording was not intuitive for them:

I glossed over [the “Protect Your Tweets” option] because I really didn’t understand

what it meant until I read the subtext on it (A12). In response to their experience, the

participant said that Twitter should change the labelling of the privacy setting to be

more intuitive and consistent with typical conventions: I think they should probably

rename [the option] to something like “make your tweets private” [...] I think that

they should make it more obvious.

Additionally, autistic participants were less aware of certain privacy options on

SNS than non-autistic users, possibly because the settings were not sufficiently fea-

tured on the interface. A third of autistic participants (versus less than a tenth of

non-autistic) did not know about at least one of the main privacy settings available

on all SNS — namely, private account, block user, report user and report content.

For instance, when asked what someone can do if their friend refused to remove an

embarrassing picture of them on Instagram, the “report inappropriate” option did

not come to two autistic participants’ minds:

A11: Don’t really know if [they] could do much.

A9: If [the] friend refuses [to take down the photo], [they] can’t do anything

about it.
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In some cases, autistic participants’ lack of awareness of the privacy settings discour-

aged them from posting personal content on their profile. One participant, who did

not want people they do not know online to see photos of them, explained:

A10: Before I made my account private, some people followed me who I

don’t know. [If I block them,] some people might be like “oh, hey, I was

just following you to see pictures of your cats”. Then, they might be like

“well, that’s rude. He just blocked me for no reason” [...] It’s like, if they

want to unfollow me, they can. If not, I’ll just let them stay. I just won’t

post pictures of myself.

In this situation, the participant’s behaviours were constrained by social norms re-

lated to the “block user” tool on Instagram — a feature that most users perceive as

aggressive (as will be discussed later in this section). In turn, the participant adopted

an alternative approach to protect their privacy: they asked some of the users who

were following them before their account was private to unfollow them:

A10: If I had personal information on my account, I would probably mes-

sage him saying “hey, I forgot to make my account private. Would you

mind unfollowing me, ’cause I don’t want to be rude and block you”. If

they don’t, then I already asked them to unfollow me, so then I’ll block

them if they don’t unfollow.

Interviewer: Did you do that before?

A10: Yeah. I did that with one person.

They did not seem to know about Instagram’s “remove follower” option, which would

do the same thing without having to engage in an awkward social encounter.

Furthermore, more autistic participants misunderstood the privacy settings on

SNS than non-autistic participants, providing further evidence of cognitive accessi-

bility issues in the settings’ design. A third of autistic participants (versus less than

a quarter of non-autistic) had a clearly inaccurate understanding of at least one pri-

vacy setting on SNS. One autistic participant believed that the “hide from timeline”

option on Facebook would remove any post from the site: If you press this [“hide
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from timeline”] button, you can hide [the post] from you or like anybody else (A2).

In reality, this feature only removes posts from appearing on the user’s own feed and

profile. Another autistic participant thought that SNS profiles were private by default

(whereas the opposite is the case); after viewing the video clip where the character

asks if the participant knows how to set their account to private (see Appendix C:

Scenario 4), the participant replied: That doesn’t make any sense because her account

should already be private to begin with, so she must have changed it to be public (A9).

One autistic participant’s misconception of the private account option on Instagram

prevented them from using this setting. The participant, who often used Instagram

to contact group members for school projects, thought that having a private account

would prevent them from sending and receiving messages from people who are not

following them and who they are not following back: If I have a private [account],

then [people] can’t [direct message me] without me following them back (A11). In

reality, Instagram allows users to send direct messages to anyone on the platform,

including those with private accounts. The participant did not want some of their

classmates to be able view their profile because they were afraid of being teased; yet

they chose to make their account public to contact people through the site.

Although the usability of the privacy settings differed substantially between the

autistic and non-autistic participants, there were some design issues that were equally

problematic for both groups. Firstly, both groups thought that some of the privacy

settings on SNS — namely, reporting and blocking users or content — are aggressive

and would cause unnecessary arguments with friends when used. For instance, most

participants said that if their friend posted an embarrassing photo of them online,

they would just ask their friend to remove it. Those who were aware of the “report”

privacy tool on SNS said that they would only use it if their friend refused to take

the photo down. When asked why they would not use the privacy setting right away,

participants explained:

NA11: You’re not gonna report [the photo] unless you’ve already told your

friend that you don’t want it there. I would assume that no one would

really kill a friendship over an Instagram post [...] But if you go right

ahead and you can ask the person to take it down and in the scenario
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where the person does not choose to take it down, then you can report and

you can write a formal letter of complaint and it will be taken down. [But]

only as a last resort.

A10: If you just report it right away, they might get mad at you. Like,

“why’d you report my photo?”. I don’t know if it tells the person that you

reported their photo, ’cause I haven’t done it. But they might get mad at

you and say “why’d you report it? You could have just talked to me. You

could have just asked me to take it down”. Like, you could have avoided

them getting mad at you by just asking them.

Additionally, both autistic and non-autistic Instagram users had difficulty knowing

whether their friends’ accounts were private or public because this information is not

currently displayed on users’ profiles. Participants realized that they needed to rely

on their memory to know their friends’ privacy settings. As one participant explained:

A10: Before you followed them, you’d either have to request to follow

them or you could just follow them without requesting. So, if you have to

request, then it means that their account is private. If you can just see

their pictures without following them, and you can follow them without

requesting, then it’s not private.

Many autistic and non-autistic participants struggled to recall whether they initially

requested to follow their friend. One autistic participant explained: Once you start

following them, you don’t remember that it’s locked (A1). Similarly, a non-autistic

participant tried to show the interviewer how a private account appears to users

who are not following it by pulling up a friend’s profile that they believed was pri-

vate (based on their memory of sending a request to follow the account); they were

surprised to realize that their friend’s account was not private after all:

NA8: If we go to, let’s just say (searches friend’s account) ... I think it’s

private... No, it’s public. What the f*ck? That’s weird [...] I’m trying to

find one that was private...(searches another friend’s account) Damn it!

You keep it public too? Why is it...? (sigh) ... Who do I know who has a
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private account? I don’t really know. I don’t really remember off the top

of my head.

The participant later pointed out another issue with not clearly displaying other users’

privacy settings on profiles — that is, not knowing when others change their settings:

They might have originally been private and then made it public. Autistic and non-

autistic participants proposed a few ways of knowing if a friend’s account is private

or public. When asked how the character in the scenario videos can figure out her

friend’s privacy settings on Instagram, one non-autistic participant said that she could

ask her friend for this information: I guess you could just ask if the account is private

or not (NA3). However, they specifically recommended doing so if the other user is

a “close enough friend” (NA3), suggesting that privacy settings may be a sensitive

topic for teenagers to discuss with their peers. An autistic participant proposed a

more creative solution to deducing other users’ privacy settings on Instagram:

A10: Well, you could check [the privacy settings] by unfollowing [the

friend] and re-sending the follow request. Then, if they ask like “why

did you unfollow me”, you could just tell them “well, I was just checking

if your account is private”.

Another participant believed that the technology itself should provide information

about other users’ privacy settings: [The site] should tell you. Like, there should be

something beside somewhere that says “this person is [public or private]” (NA14).

Furthermore, both autistic and non-autistic participants thought that the “report”

privacy setting was ineffective. One non-autistic participant said that they tried

reporting hate speech on Twitter, but the post was not removed. Based on their

experience, they concluded that “the report button doesn’t really do much” (NA4).

Similarly, an autistic participant who reported a photo on Instagram found the privacy

setting unresponsive: I check once in a while, ”is [the photo] gone yet?”. And if it’s

not, I report it again until it disappears (A4).
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General Usability

SNS were less usable in general for autistic participants than non-autistic participants.

None of the non-autistic participants reported any substantial difficulties using SNS.

Indeed, several non-autistic participants described SNS as “easy” to use, and none

required support to navigate through the platforms.

Several autistic participants, on the other hand, had trouble using certain fea-

tures on SNS. One autistic participant had difficulty learning how to use Facebook

Messenger on their own: I’m still trying to learn how to use Messenger. It’s hard.

It’s new (A2). Another autistic participant forgot how to play games on Facebook: I

used to play games on there. And then I forgot how to play games so I stopped doing

that (A7). They also thought that it required too much effort to post pictures on the

site: I try to just take a picture of myself and then have to put it onto my computer

or phone and then try to post it (A7). Another autistic participant criticized Twitter

for being too text-based and therefore mentally exhausting to use: Twitter is a mess!

It’s just a mess of words, and you’re just like “no thank you”. Especially when you’re

tired, Twitter’s the worst! (A4). They described Instagram as more enjoyable to

use in their downtime because it requires less reading and concentration than Twit-

ter: Instagram is more simple. It has a better layout than Twitter [...] Instagram,

when you’re tired, it’s just pictures. You can just swipe really quickly and you’ll just

see stuff (A4). The participant also mentioned that frequent user interface updates

made it challenging for them to continue using SNS (especially Twitter) after taking

an extended social media break:

A4: [Twitter is] one of the most complicated sites [...] It just updates and

it changes a lot. I was off it for like a month and then I just see it again

and I’m like “oh god! Everything changed! Even the screen layout and all

that”. And I was like “ugh!!”. It was just really weird.

A few autistic participants also misunderstood some of the features on SNS. For in-

stance, one autistic participant thought that their location was automatically detected

and shared with others every time they posted a picture on Instagram: Anytime some-

one posts, it says where they are — where the post is [...] It’s an automatic thing that
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I don’t like (A9). In reality, Instagram users must manually enter their location for

this information to appear on posts. Due to this misunderstanding, the participant

was hesitant to post pictures at home out of concern for their safety.

Overall, non-autistic participants attributed a high value to SNS. A few non-

autistic participants said that SNS have content and features that are relevant to

their interests: It’s got a lot of stuff for like stuff that I like on it (NA13). More

notably, non-autistic participants emphasized the usefulness of SNS to contact their

friends: If I want to hang out with someone, Instagram is just that platform you could

easily talk to them (NA3).

Autistic participants had more mixed opinions about SNS. A few autistic partici-

pants genuinely enjoyed using social media. They thought that certain features (e.g.,

voice/face chat, face filters) were fun to use:

A2: Face chat is actually interesting. They see your face on the thing.

A4: The face filters are pretty cute! I think it’s just funny to see cute

videos, like people voice changing. I just like it. It just makes me laugh.

Some autistic participants also said that SNS are useful for staying up-to-date with

their interests: I just kind of look at other people’s stuff. It’s really fun (A8). A few

participants said that SNS are helpful for staying in touch with friends who moved

away: [My friend] had moved away and I was never going to see them again. And

so, I make sure to follow them (A1). Nevertheless, autistic participants placed less

value on SNS than their non-autistic counterparts. One autistic participant said that

they rarely used Facebook because they did not find it entertaining: I just don’t like

using Facebook [...] I just don’t find it fun (A7). They only used it to view what their

mom posts. Another participant said that they got bored of the Explore feature on

Instagram shortly after discovering it: I looked at it and I’m like “I’m bored”. Then

I put it down (A4). Overall, it was clear that autistic participants prioritized other

interests over using SNS. One participant explained that they stopped posting photos

on Instagram, believing that they had better things to do with their time:

A8: I don’t really use Instagram to post pictures of myself. I just kind

of browse around and look at other people’s stuff. But that’s been lately.
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When I first got it, I used to do pictures all of the time. I just have a lot

on my hands right now. [Posting pictures takes] up time, and it’s just not

something you need.

Similarly, another autistic participant forgot that they had a Twitter account because

the site was not engaging enough to be incorporated into their daily routine:

A12: I used to use [Twitter] a lot more actually. But I’ve kind of stopped

using it recently.

Interviewer: Why?

A12: Just habit, I guess. I just kind of forgot that I had the account.

4.4 Summary

Tables 4.2 and 4.3 summarize our findings. Overall, we found several key differences

and similarities in autistic and non-autistic participants’ privacy attitudes and be-

haviours on SNS. We also identified privacy-related factors that affected one group

more than the other.

4.4.1 Privacy Attitudes

Contrary to expectations, the autistic participants in our study were not more “naive”

to privacy risks on SNS than their non-autistic counterparts. In fact, they were highly

conscious of extreme privacy and safety threats online, and were very concerned about

falling victim to them. Unlike non-autistic participants — most of whom attempted

to balance privacy and self-disclosure on SNS — almost all autistic participants pri-

oritized their online privacy and safety over active engagement on SNS.

4.4.2 Privacy Behaviours

Autistic and non-autistic participants used similar strategies to protect their privacy

on SNS. These strategies included (1) deciding who to trust, (2) managing access,

(3) negotiating consent, and (4) filtering out personal information. Although both

groups engaged in the same privacy-protective behaviours, autistic participants used
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more strategies to prevent unauthorized access to their personal information than

non-autistic participants.

4.4.3 Privacy-Related Factors

Both groups’ privacy attitudes and behaviours were affected by several personal,

social, contextual, and SNS design factors.

Personal

As anticipated, autistic participants’ unique disposition partially accounted for the

differences between the groups’ privacy-related thoughts and actions. In general,

autistic participants were very guarded and socially anxious on SNS, expressing high

discomfort with initiating contact and having intimate conversations with people they

do not know online. In contrast, non-autistic participants — particularly the older

ones — were motivated to increase their social capital and were open to discussing

their personal life with people they met on SNS. Autistic participants’ low sociability

sometimes caused conflict. Indeed, autistic participants were more likely to commit

social blunders on SNS than their typically developing counterparts. However, it was

clear that autistic participants did not intend to offend people; they did not know

how others would react to their posts. This may be due to autistic participants’

limitations in social cognition, such as theory of mind [11].

Social

Parents, teachers and peers supported and influenced participants’ privacy attitudes

and behaviours. As expected, autistic participants required more social support to use

privacy settings and other features on SNS than non-autistic participants. In some

cases, this reduced autonomy led to distress, highlighting the importance of developing

accessible privacy tools for this user population. Unlike non-autistic participants —

whose online activities and privacy were mainly influenced by their peers — autistic

participants’ use of SNS and online safety were mostly directly and indirectly affected

by their parents, who appeared to vary in their mediation strategies.
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Contextual

Unsurprisingly, participants’ privacy attitudes and behaviours varied depending on

sensitivity of the content they intend to disclose and the anticipated audience. Over-

all, both groups were relatively comfortable disclosing content related to their in-

terests, hobbies and experiences, and cautious about sharing personally identifying

information. Autistic participants, in particular, preferred to be anonymous online,

as discussed in previous research [12,20,89]. Although we found individual differences

in participants’ privacy preferences, both groups primarily wanted their friends and

family to view their posts.

Social Networking Site Design Factors

As predicted, autistic participants had much more difficulty using privacy settings

and SNS in general than non-autistic participants. Whereas non-autistic participants

described privacy settings and SNS as “easy” to use, autistic participants found the

interface “complicated” and unintuitive. In many cases, accessibility issues with

the design of SNS prevented autistic participants from using privacy settings and

discouraged them from actively and continuously posting on the platforms.
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Table 4.2: Summary of findings: privacy attitudes, privacy behaviours, per-
sonal factors

Theme Non-Autistic Autistic

Privacy Attitudes

• Only aware of social privacy threats
• Low or moderate privacy concern
• Somewhat wary of strangers
• High trust in peers
• Balance privacy and self-disclosure

• Most only aware of social privacy threats
• High privacy concern
• Extremely wary of strangers
• Moderate trust in peers
• Prioritize privacy over self-disclosure

Privacy Behaviours

• Use four main strategies:(1) deciding who to trust, (2) managing
access, (3) negotiating content, (4) filtering out personal informa-
tion

• Same strategies as non-autistic, but use them more

Personal Factors
Sociability

• Frequently communicate with friends
• Have online friends who they met on SNS; discuss personal life and

common interests
• Use complex social protocols to build social capital
• Careful not to offend others

• Rarely use direct messaging feature
• Have online friends (or ’acquaintances’) who they met on gaming

platforms; only discuss common interest
• Do not actively try to build social capital
• Accidentally cause conflict

Social Anxiety
• Low fear of negative evaluation • High fear of negative evaluation

• Shy

Previous Experience
with Privacy Violations • Unsolicited contact was most common • Cyberbullying was most common

Gender
• Higher social anxiety among females than males • Higher social anxiety amongh females than males and non-binary

• Greater self-disclosure by non-binary than males and females

Age
• Greater risk-taking among older teens than younger
• Lower parental support and influence among older teens than

younger

• Similar privacy attitudes and behaviours as younger non-autistic
teenagers
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Table 4.3: Summary of findings: social factors, contextual factors, SNS
design factors

Theme Non-Autistic Autistic

Social Factors
Support

• Formal and informal privacy education
• Little support required to use privacy settings and other features

• Formal and informal privacy education
• Require active assistance to use privacy settings; reduced auton-

omy causes distress

Influence
• Peers have greatest influence over privacy attitudes and behaviours • Parents have greatest influence over privacy attitudes and be-

haviours

Contextual Factors
Content

• Comfortable disclosing interests, hobbies, and experiences
• Wary of posting personally identifying information

• Same as non-autistic

Audience
• Primarily want friends and family to see posts • Same as non-autistic

SNS Design Factors
Usability of
Privacy Settings • Privacy settings are “easy” to use

• Reporting and blocking tools viewed as aggressive and ineffective
• Difficulty knowing other users’ privacy settings

• Privacy settings are “complicated”
• Less aware of privacy settings than non-autistic
• Greater misunderstanding of privacy settings than non-autistic
• Reporting and blocking tools viewed as aggressive and ineffective
• Difficulty knowing ohter users’ privacy settings

General Usability
• No substantial usability issues
• Highly value SNS

• Substantial difficulties using SNS
• Prioritize other hobbies over using SNS



Chapter 5

Discussion and Conclusion

The objectives of this study were to compare the privacy attitudes and behaviours of

autistic and non-autistic teenagers on SNS, and identify factors affecting these users’

privacy and safety in online social contexts. Specifically, we investigated the following

research questions:

RQ1: What are autistic teenagers’ thoughts and feelings about their privacy on

SNS, and how do they protect their online privacy?;

RQ2: What are the main factors affecting autistic teenagers’ privacy attitudes and

behaviors on SNS?; and

RQ3: How do these privacy-related attitudes, behaviours, and factors compare with

those reported by non-autistic teenagers?

To answer our research questions, we conducted scenario-based, semi-structured in-

terviews with teenage social media users with and without autism about their SNS

use, privacy concerns, and strategies for mitigating online risks. In this chapter,

we discuss the lessons learned from our research, and provide recommendations for

maximizing the benefits of online social networking for all teenagers. We conclude by

acknowledging the limitations of our study and proposing avenues for future research.

5.1 Lessons Learned

To our knowledge, this is the first study to examine autistic teenagers’ privacy atti-

tudes and behaviours on SNS, and to compare these users’ perceptions of and expe-

riences with online risks to the general population. Therefore, our research provides

novel insight into the role of neurodiversity on SNS users’ online privacy and safety.

In the following sections, we detail the relevance and contributions of our findings to

the broader literature on teenagers’ online privacy and social networking, as well as

on cognitive accessibility and on inclusive research.

77
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5.1.1 Autistic Users’ Vulnerability to Online Risks: Exposing Miscon-

ceptions through Inclusive Research

Autism is often linked to high social vulnerability [35, 45]. Indeed, several studies

show that autistic people are more at risk of abuse, exploitation, and victimization

than the general population in real life [35, 45, 102]. With the increasing ubiquity of

online social networking, there has been growing concerns regarding autistic people’s

vulnerability to privacy and safety threats — especially cyberbullying and sexual

solicitation — on SNS [39, 48, 50, 130]. Previous studies describe autistic people as

exceptionally “naive” to Internet risks, as well as “obsessive” and “impulsive” when

engaging in online activities [39, 48]. However, there are notable limitations with

existing research in this area. Firstly, most studies exclusively shed light on experts’

and caregivers’ perspectives on the matter or employ cognitively inaccessible data

collection methods (e.g., surveys) that exclude the perspectives of autistic people with

intellectual disabilities. Secondly, the majority of studies do not actually compare

autistic and non-autistic users’ experiences on SNS, despite making claims about

differences between the two groups. Finally, some studies assume that autistic users’

purportedly reckless behaviour on SNS is due to their social-cognitive impairments

and/or intellectual disabilities; they do not acknowledge other factors that may be

constraining these users’ knowledge and use of effective strategies to prevent and

cope with negative online experiences. These limitations contribute to misconceptions

about autistic users’ privacy-related thoughts and protective behaviours on SNS that

we expose through our inclusive research.

Contrary to caregivers’ and experts’ perceptions [39,48], we found that the autistic

teenagers in our study were not more oblivious to social privacy risks online than

the general population. In fact, autistic teenagers appeared to be equally aware

of predators and the potential for harassment on SNS as their typically developing

counterparts. This finding suggests that autistic users are in fact capable of developing

online privacy literacy, if offered the necessary support and resources. Therefore,

efforts should be made to enhance online privacy education for this population.

We also observed notable differences in the two groups’ privacy perceptions and

behaviours on SNS that contradict popular beliefs about autistic users’ vulnerability
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to online risks. For instance, researchers postulate that autistic users are more in-

clined to engage in risky behaviours on SNS, such as making friends with people they

meet online, than non-autistic users to reduce their loneliness and receive social sup-

port [39]. In other words, experts believe that autistic users are more likely to trade

their privacy and safety on SNS for social benefits than the general population. In

our study, however, we found that this is not the case. Unlike non-autistic teenagers,

who normally strive to balance privacy and sociability on SNS, autistic teenagers

tend to be exceptionally preoccupied with protecting their privacy and safety online

due to extreme concerns. They are also usually too shy or not interested in self-

disclosing to people they encounter on the Internet. Although a greater proportion of

autistic teenagers in our study had online friends or “acquaintances” than the non-

autistic group (in line with previous research [38]), their conversations with strangers

on social media almost exclusively focused on common interests and very rarely lead

to risky self-disclosures. Overall, autistic teenagers used more strategies to protect

their personal information and identity on SNS than their typically developing peers,

making them safer to many (although not all) online risks than the general popula-

tion. These findings call to question previous assumptions about autistic teenagers’

propensity towards risk-taking in online social contexts.

We believe that our success in exposing misconceptions about autistic teenagers’

online privacy and safety is largely attributable to our inclusive research design. Un-

like previous research that collected information about autistic users’ online activities

through third-parties (e.g., caregivers), we directly consulted these users — along

with non-autistic teenagers, for comparison — to gain a realistic understanding of

their perceptions of and experiences with online risks, and identify any unique bar-

riers they may face with protecting their personal information on SNS. Our decision

to conduct semi-structured interviews with this population, instead of administering

surveys, provided us the flexibility to rephrase our questions when they were unclear

and encourage participants to elaborate on their responses while also ensuring their

comfort to disclose. Our use of SNS scenario videos as prompts for engaging partici-

pants in conversation appeared to be useful in mitigating ambiguity in our questions,

thereby enhancing the quality of our data. Our findings may inform the development



80

of user-centered approaches to making SNS safer and more inclusive for autistic users.

5.1.2 Disparities in the Benefits and Risks of Online Social Networking

Previous research suggests that the benefits and risks of SNS use are inequitably dis-

tributed between autistic and non-autistic teenagers. Conceptually, autistic teenagers

can benefit equally — if not more — from anonymous computer-mediated communi-

cation than the general population to increase their social capital and psychological

well-being [12,20,89]. However, research shows that most autistic people use SNS less

frequently and actively than their typically developing peers [68,70], suggesting that

the majority of these users are not taking advantage of these platforms as much as the

general population. At the same time, studies demonstrate that autistic teenagers

are more at risk of cyberbullying than those without special needs [20, 50, 88, 130].

This risk is especially prevalent among the minority of autistic teenagers who use

SNS excessively to cope with their loneliness and co-morbid mental illnesses [4, 12].

Unfortunately, we observed similar disparities in the positive and negative outcomes

of online social networking in our research.

Disparities in Benefits

As anticipated, most of the autistic teenagers in our study did not benefit as much

from SNS as their typically developing counterparts. In line with previous research

[68,70], we found that non-autistic teenagers prioritized social media use much more

than autistic users. Whereas nearly all the non-autistic teenagers used SNS multiple

times per day, half of autistic teenagers only logged in occasionally (i.e., a few times a

week or less frequently). Autistic teenagers also used SNS more passively than their

typically developing counterparts. Most non-autistic teenagers made an effort to in-

crease their social capital by building an authentic profile and engaging with others

on SNS. Conversely, the majority of autistic teenagers rarely posted personal con-

tent or had deep conversations with people they do not know online. In turn, fewer

autistic teenagers had strong online friendships than their typically developing coun-

terparts. These findings are consistent with the “rich-gets-richer, poor-gets-poorer”

phenomenon on social media [25, 92], whereby users who have a solid social network
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offline (“rich”) tend to benefit more from SNS than those who have low social well-

being in real life (“poor”). Unfortunately, autistic teenagers are more likely to fall

into the latter group than the general population.

Disparities in Risks

Considering that autistic teenagers use SNS less frequently and actively than their

non-autistic peers, it logically follows that autistic users are safer from social privacy

threats on these platforms than the general population. For the majority of autistic

teenagers who do not interact with people they do not know or trust on SNS, this is in

fact the case. However, those who are open and active on social media — most likely

to reduce their loneliness — are at exceptional risk of online harassment. Indeed,

consistent with previous research [20, 50, 88], we found that a greater proportion of

autistic teenagers reported being cyberbullied — particularly by strangers — than

non-autistic teenagers. Moreover, autistic teenagers were much more concerned about

being cyberbullied by people they know in real life than their typically developing

counterparts. In many cases, these experiences and fears deterred autistic teenagers

from pursuing online connections and expressing themselves on SNS, further hindering

these users from fully benefiting from these platforms.

Explaining the Disparities

Based on our research, there are several factors contributing the aforementioned dis-

parities in the outcomes of SNS use for autistic and non-autistic teenagers. First

and foremost is autistic teenagers’ unique personal characteristics, particularly as

they relate to their social skills. Considering that autism is primarily characterized

by challenges with navigating social situations [5], it is unsurprising that autistic

teenagers struggle to seamlessly integrate themselves into interpersonal interactions

both online and offline. Although some autistic teenagers may actually want to con-

nect and build strong relationships on SNS, many do not feel comfortable doing so

due to fear of negative evaluation or rejection. Those who have the motivation and

confidence to openly express their opinions and feelings online often end up inadver-

tently causing controversy due to their limited social skills (e.g., predicting others’
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reactions to posts, extreme honesty) and their difficulties with emotion regulation. In

turn, most autistic teenagers are at an extreme disadvantage in terms of developing

a satisfying social life online compared to non-autistic users.

Autistic teenagers’ social engagement online is further impaired by design elements

of SNS. This barrier not only relates to complex language conventions of mainstream

communication platforms — as discussed in previous research [43, 96, 103] — but

also the social values and norms encouraged by the sites. SNS cater to non-autistic

users’ social values, such as increasing social capital, enhancing social status, as well

as receiving attention and approval. Users’ success in living up to these standards

is visibly represented through metrics (e.g., number of “likes”, followers) embedded

within the sites’ design that make it easy to compare users’ likeability, credibility

and influence. Naturally, most non-autistic teenagers readily adhere to these values

and develop complex social protocols/norms (e.g., follow-for-follow) to avoid being

perceived as a social outcast. Autistic teenagers, on the other hand, do not want

to participate in this popularity contest: they just want to stay in touch with their

friends, showcase their talents and experiences, and maybe connect with others who

have similar interests. However, as shown in our research, autistic teenagers are

not entirely unaffected by the social pressures of the virtual world. This pressure

may partially explain why autistic teenagers enjoy using SNS less than the general

population, as demonstrated in our study and in previous research [7, 38].

Furthermore, autistic teenagers’ engagement in online social activities — and, in

turn, the positive and negative outcomes of their SNS use — are heavily affected

by their parents’ support and influence. Although our study did not examine par-

ents’ perspectives and experiences, previous research shows that most caregivers are

exceptionally concerned about their autistic child’s safety online and usually rely

on restrictive mediation practices to shield their son or daughter from harm [48].

These parents’ privacy concerns and protective strategies likely impact their autistic

teenagers’ online social participation in two main ways. Firstly, these parents may ex-

press their extreme privacy and safety concerns to their autistic child, who may then

interpret their warnings very literally [71,113] and establish inflexible risk-mitigation
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rules guiding their online social behaviours [62]. Secondly, parents’ restrictive me-

diation practices may stunt autistic teenagers’ development of strategies to prevent

and deal with threats on SNS independently. This point echoes Wasserman’s [127]

argument that people with intellectual disabilities — including those with autism —

can learn valuable lessons from overcoming online privacy risks; therefore, these users

should be provided opportunities to engage in positive risk-taking on SNS.

It is important to keep in mind that the autistic participants in our study only

represent the members of this population who are actually permitted to use SNS.

Indeed, during recruitment, we were approached by a couple of parents who admitted

that they did not allow their autistic teenager to use the SNS involved in our study due

to safety concerns. It is also not a coincidence that most of our autistic participants

were older teenagers; this observation is consistent with previous research indicating

that autistic people tend to start using the Internet for social activities at an older

age than the general population [68], probably due to restrictive parental mediation.

Taken together, efforts must be made to decrease the disparities in online social

participation within the autistic population, as well as address the aforementioned

differences in online social networking outcomes between autistic and non-autistic

youth.

5.1.3 Balancing Online Privacy and Sociability

Thus far in our discussion, we have painted a rather bleak picture of the outcomes

of autistic teenagers’ SNS use. Ultimately, our findings highlight an urgent need for

solutions to enhance autistic users’ social participation and inclusion online. Some

readers may argue that such efforts are futile, given that autistic users are minorities

with apparently low interest in engaging in online social activities. We respectfully

disagree with this point-of-view. Although most of the autistic teenagers were rela-

tively asocial on SNS, they clearly desired to be included in online society; otherwise,

they would not have been motivated to sign up and learn how to use the sites. There

is also an ethical imperative to make SNS more inclusive for this population. Indeed,

O’Brolcháin and Gordijn [77] argue that technologies should be made available and

accessible to people with intellectual disabilities on the basis of distributive justice.
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Even though autistic people only account for less than 2 percent of the world’s popula-

tion, these individuals’ needs and desires should still be addressed in the development

of technologies, including SNS. Furthermore, efforts to reduce cyberbullying and so-

cial anxiety online — issues that are particularly relevant for the autistic population

— are invaluable from a mental health perspective.

Inevitably, any initiative to increase autistic teenagers’ social participation and

inclusion on the Internet must also account for the most fundamental challenge with

SNS — that is, balancing privacy and sociability. As demonstrated by our research,

both the risks and potential benefits of SNS use are at higher stakes for autistic

teenagers than the general population.

5.1.4 Inter-relatedness of Accessibility, Privacy and Autonomy

Another key finding in our research relates to the inter-relatedness of cognitive ac-

cessibility, online privacy, and autonomy. Cognitive accessibility has been defined

as “the extent to which products, systems, services, environments and facilities can

be used by people from a population with the widest range of cognitive character-

istics and capabilities to achieve a specified goal in a specified context of use” [46].

Based on our findings, it is clear that mainstream SNS have severe cognitive acces-

sibility issues with their designs. Indeed, the autistic participants in our sample had

greater difficulty locating and understanding features on SNS than the non-autistic

teenagers, suggesting that these platforms are not designed to accommodate neuro-

diversity. These cognitive accessibility issues not only limit autistic users’ ability to

use and therefore benefit from the sites, but also prevent them from adjusting their

privacy settings independently and in their preferred way. As demonstrated by our

research, autistic teenagers require more support to use the privacy settings on SNS

than their typically developing counterparts, most likely because these tools are not

designed with autistic users’ unique cognitive profile in mind.

Moreover, autistic teenagers’ autonomy in adjusting their privacy settings is some-

times further subverted by their family members and peers. In line with previous

research [48], some of the autistic teenagers in our study reported feeling pressured

to make their account private to appease their (over-)protective parents. Moreover,
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several autistic participants described that their family members or peers adjusted

their privacy settings for them instead of teaching them how to do it themselves. In

some cases, this unintentional affront to autistic teenagers’ autonomy caused these

users to experience undue distress.

Increased need for autonomy is a core element of adolescent development [134].

Autistic teenagers — much like their typically developing peers — require autonomy

to increase their self-efficacy [28]. Unfortunately, the inaccessibility of mainstream

SNS is preventing autistic teenagers from having full control over their privacy nego-

tiations with the sites, as mentioned in previous research [89]. These findings highlight

the importance of improving the cognitive accessibility of SNS.

5.1.5 Accessibility is for Everyone

Cognitive accessibility has yet to become a priority in mainstream SNS companies’

design processes. Despite the development of numerous cognitive accessibility design

guidelines [37, 85, 90, 105] and related legislation (e.g., Accessible Canada Act), there

is still a lack of initiative in the Web development community to invite people with

cognitive disabilities — including autistic teenagers — to participate in usability

testing. This is unfortunate, not only for people with cognitive disabilities, but for

all end-users of SNS. As demonstrated by our research, even non-autistic teenagers

experience some difficulties with using the privacy settings on SNS (e.g., remembering

their friends’ settings) due to cognitive accessibility issues with the sites. Therefore, it

would be in SNS companies’ best interest to make their platforms more user-friendly

for autistic people because doing so would likely improve everyone’s user experience.

5.2 Recommendations

Based on our research, it is clear that a substantial amount of work must be done

to improve the privacy, safety and inclusion autistic teenagers on SNS. In the fol-

lowing sections, we offer recommendations for addressing the factors affecting these

users’ privacy attitudes and behaviours on SNS identified in our study. All of these

recommendations can improve non-autistic teenagers’ experiences on SNS as well.
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5.2.1 Addressing Personal Factors

Incorporate sentiment nudges

The high risks associated with autistic teenagers SNS use is largely due to a mismatch

between these users’ personal disposition and the online social world. As previously

discussed, autistic teenagers struggle to interpret other users’ the mental states (e.g.,

beliefs, intentions, emotions) on these platforms. In turn, these users are prone to

inadvertently stir up controversy on SNS and become the targets of cyberbullying.

One solution to this issue is Wang et al.’s [125] sentiment nudge. A sentiment nudge

is a privacy tool that predicts the valence of other people’s emotional reactions to

users’ posts, and provides feedback (e.g., “other people may perceive your post as

negative”) to dissuade users from sharing controversial content. Conceptually, this

technology may help to compensate for the social cognitive limitations (e.g., theory

of mind) that cause autistic teenagers to become involved in conflict on SNS. The

effectiveness and acceptability of sentiment nudges for protecting autistic social media

users from cyberbullying and other social privacy threats has yet to be investigated;

however, this could be a promising area for future research.

Provide social skills training

Another potential method of reducing autistic teenagers’ risk of cyberbullying is to

offer these users social skills training that is specifically targeted towards encourag-

ing prosocial behaviours in online social situations. As demonstrated by previous

research [53], SNS provide autistic teenagers a comfortable environment to practice

interacting with others. Future studies should examine the potential to augment this

experiential social skills learning through software providing non-intrusive, real-time

feedback and advice to autistic social media users. This technology should be devel-

oped in collaboration with autistic teenagers to ensure the relevance and accessibility

of the tool’s content, as well as prevent any unintentional negative outcomes (e.g.,

loss of autonomy, stress, annoyance) of its use.
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Include trustworthiness metrics

Much like the general population, autistic teenagers rely on their intuition to deter-

mine who they can trust on SNS. Partially due to their high privacy concerns and

general aversion to risks, most autistic teenagers choose to avoid interacting with

strangers online altogether, thereby preventing them from building relationships on-

line. A potential solution to this problem is the addition of user trustworthiness

metrics on social media profiles, similar to those on ebay and Wikipedia [20]. Burke

et al. [20] envision this feature to display attributes of potential online friends (e.g.,

if they have a legitimate email address, socialize with same people for long periods

of times) that could aid in autistic users’ decision-making regarding who to avoid or

approach. This solution may be useful in relieving autistic teenagers’ privacy con-

cerns, thereby increasing their willingness to engage in social interactions. At the

same time, trustworthiness metrics may backfire by providing inaccurate assessments

if online predators manage to trick the indicators. Furthermore, these tools may unin-

tentionally damage autistic teenagers’ online reputation and, in turn, their likelihood

of building positive relationships on SNS if they are carelessly designed. Autistic

teenagers are more likely to unintentionally perpetrate cyberbullying on social media

than the general population [50]. Therefore, if trustworthiness metrics account for

engagement in cyberbullying and other social indicators (e.g., active use of SNS),

many autistic teenagers would have a low trustworthiness score and may therefore be

discriminated against in online social situations. Again, if researchers were to pursue

this solution, they must do so with autistic teenagers’ personal disposition in mind.

Decrease the visibility of social evaluation elements on the interface

Our research highlights the need to redesign SNS to be more accommodating towards

autistic users’ social protocols and values. Specifically, SNS designers should consider

reducing the amount of publicly visible social evaluation elements (e.g., number of

“likes” and followers) on the interface. This would be a welcomed change for both

autistic and non-autistic teenagers who are high in social anxiety.
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5.2.2 Addressing Social Factors

Develop collaborative tools to facilitate parent-teenager communication

about privacy protection on social networking sites

Family members, peers, and teachers all play an important role in supporting autistic

teenagers’ privacy protection on SNS. As shown in our research, autistic teenagers

require more support to protect their privacy on SNS than the general population;

yet, they should have the same right to autonomy as their typically developing peers.

Researchers have proposed solutions that balance autistic users’ need for support and

autonomy. For instance, Just and Berg [48] advocate for the development of collab-

orative tools that can facilitate communication between autistic teenagers and their

parents regarding privacy protection on SNS. Similarly, some of the adults with intel-

lectual disabilities in Shpigelman and Gill’s [98] study suggested “adding a function

of online help guided by a trusted advisor or mentor” to SNS.

Facilitate online privacy and safety support groups

Several researchers endorse the development and implementation of support groups

devoted to teaching people with intellectual disabilities how to deal with online risks

[22, 43]. For example, Holmes and O’Loughlin [43] describe an offline group that

offers support and advice to Internet users with intellectual disabilities related to

protecting their privacy and safety online. Using a psycho-educational approach, the

support group provides these users a safe and non-judgmental space to talk about their

negative online experiences. These open discussions are followed-up with informal

courses teaching people with intellectual disabilities practical privacy protection skills

(e.g., how to report abuse and manage privacy settings). To improve the availability

of these support groups, online versions (e.g., on Faceboook, forums) may be formed;

however, these groups would need to be strictly moderated to protect participants

from malicious actors who may see these groups as easy targets.
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Develop online privacy-related interactive e-books

Researchers have examined the potential for picture-rich educational tools, such as in-

teractive e-books, in teaching non-autistic children about online privacy with promis-

ing results [132]. Parallel age-appropriate educational resources may reduce the pres-

sure on parents and teachers to educate their autistic teenagers about online privacy,

especially if these resources include text-to-speech functions.

Promote active parental mediation

Currently, there is a need for research-informed resources to help parents to protect

their autistic teenagers’ privacy, while also promoting positive risk-taking. A future

output of this study will be an information sheet providing this advice, based on the

insights from our study that we previously discussed.

Encourage the Web community to prioritize cognitive accessibility

Most importantly, efforts must be made to reduce autistic teenagers’ need for support

to use SNS by increasing the cognitive accessibility of these platforms. SNS designers

have tremendous control over empowering or disabling autistic users of their sites.

Improving the cognitive accessibility of SNS would require considerable reforms and

cooperation in the Web community at large. To increase the Web community’s com-

mitment to making SNS accessible to autistic people, there is a need to demonstrate

the benefits of this initiative for all stakeholders through further scientific research,

and provide actionable advice for shifting their practices.

5.2.3 Addressing Contextual Factors

Provide flexible privacy settings

As shown in our research, most users’ privacy concerns and protective behaviours

vary depending on the disclosure context — specifically, the audience and type of

content intended to be disclosed. On most SNS, users only have the option to either

make their content entirely public or private. This limited granularity often causes

users to engage in coping strategies, such as creating separate accounts to manage
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their public and private personas. These findings demonstrate a need to offer more

flexible privacy settings on SNS; this may not only enhance users’ privacy, but may

also increase their self-disclosure, as discussed in previous research [111,131].

5.2.4 Addressing Social Networking Site Design Factors

Improve the cognitive accessibility of mainstream social networking sites

Clearly, mainstream SNS are not usable for autistic teenagers. Some researchers be-

lieve that the solution to this problem is to develop specialized SNS for people with

cognitive disabilities. An example is Tuset et al.’s [115] instant messaging service

called Messenger Visual , which uses pictograms (i.e., pictures conveying a meaning)

as the main language instead of traditional letter-based words to enable communica-

tion for people with low literacy. Although specialized SNS, like Messenger Visual,

can be very useful for some, their development should not replace efforts to make

mainstream social media more accommodating to neurodiversity. Specialized assis-

tive technologies may be stigmatizing for users with cognitive disabilities [86], who

have the desire and right to benefit from equivalent services to those used by the

general population. Indeed, a psychological benefit of social media use by users with

intellectual disabilities — including those with autism — is the sense of pride and

inclusion that comes along with being able to use SNS like Facebook just like ev-

erybody else [96]. Therefore, the focus of future research and initiatives should be

to make SNS as accessible and inclusive as possible for users with a wide range of

cognitive capabilities.

5.3 Limitations and Future Work

Inevitably, this study has limitations. Firstly, our participants consisted of a very

small sample of autistic and non-autistic teenagers, due to challenges with recruit-

ment. Therefore, the generalizability of our findings is uncertain. That said, we

believe that we reached saturation with both groups’ responses. Future research

could replicate our work with more participants. Secondly, our semi-structured inter-

views were guided by only a few scenarios representing a limited set of social privacy
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risks on SNS. Future studies could extend the scope of our research by examining

autistic and non-teenagers’ privacy attitudes and behaviours in response to a wider

range of online privacy threats. Furthermore, to improve the ecological validity of

our findings, researchers could collect objective and observational data of autistic and

non-autistic teenagers’ online activities. Finally, it is important to acknowledge that

SNS use should not replace face-to-face interactions, but rather serve as a supplement

to offline relationships. Future research in this area should consider the influence of

improving the design of SNS for autistic users on their offline social functioning.

5.4 Conclusion

Previous studies highlight excessive privacy and safety risks associated with autistic

teenagers’ SNS use [39, 48]; however, researchers had yet to examine why this may

be the case. The goal of our study was to address this research gap and provide

recommendations for making autistic teenagers safer on SNS.

Through our semi-structured interviews with autistic and non-autistic teenagers,

we gained insight into our autistic participants’ thoughts and feelings about their

privacy on SNS, and their strategies for protecting their personal information and

safety online (RQ1 ). We also identified key factors affecting these users’ privacy

attitudes and behaviors on SNS (RQ2 ). Finally, we successfully compared our autistic

teenagers’ privacy attitudes and behaviours, as well as the factors affecting their

privacy, on SNS with those reported by non-autistic teenagers (RQ3).

In response to our research questions, we found that the autistic teenagers in

our sample were highly concerned about their privacy on SNS and employed many

strategies to mitigate risks (RQ1 ). Their privacy attitudes and behaviours were af-

fected by several personal, social, contextual, and SNS design factors (RQ2 ). Autistic

teenagers’ experiences with SNS and their perceptions of online privacy were notice-

ably distinct from those reported by their typically developing counterparts. Whereas

most autistic teenagers prioritized their privacy over self-disclosure on SNS, the ma-

jority of non-autistic teenagers attempted to balance the risks and benefits of online

social networking. Although both groups were affected by similar privacy-related fac-

tors, autistic teenagers’ personal disposition and increased need for support to use
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SNS — due to cognitive accessibility issues with the platforms — prevented them

from benefiting from these sites as much as the general population (RQ3 ).

At the beginning of this study, we fully expected our findings to highlight a need

to address severe privacy and safety concerns related to autistic teenagers’ SNS use.

However, we eventually came to realize that we may have been focusing on the wrong

issue all along. Contrary to popular belief, the autistic teenagers in our study did not

appear to be more vulnerable to most social privacy threats on SNS (except cyber-

bullying) than their typically developing peers. However, they were more susceptible

to a different threat to their social and emotional well-being than typically developing

youth — that is, social exclusion. The real world is not the most inviting place for

autistic teenagers, but the virtual world does not have to be that way too. Through

inclusive research and collaborations with user experience designers in industry, we

can make SNS both safe and enjoyable for these users with special needs.
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Email Recruitment: Autism Organizations 

 
 
Part 1: Email to the Administrative Staff  
 
Hello,  
 
I am a Masters student at Carleton University, working under the supervision 
of Dr. Sonia Chiasson. 
 
We are looking for volunteers for a research study that will explore the 
privacy attitudes and behaviours of adolescents with autism spectrum 
disorder on social media. The results of this study will be used to develop 
accessible privacy tools and educational programs that will people with 
autism spectrum disorder to protect their privacy online.  
 
Attached are the study’s consent form and recruitment text, which contain 
more specific details about the research. We would greatly appreciate it if 
you could share our study information with your members. Please let me 
know if you would be able to do that.  
 
We would also be delighted to share our findings with you and your 
organization. We will share a summary with you when the study is 
completed. The summary will provide tips for adolescents with autism, their 
parents and anybody who support them to protect their personal information 
online.  
 
If you would like more information about the study, please feel free to email 
me at: jessica.rocheleau@carleton.ca.  
 
Please note that the research has been cleared by the Carleton University 
Research Ethics Board (CUREB-B), REB clearance #108895. 
 
Thank you!  
 
Jessica Rocheleau  
Master’s Student  
Carleton University  
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Part 2: Recruitment Email to Members  
 
Hello,  
 
Researchers at Carleton University are looking for volunteers for a research 
study. Each participant will receive $30 in cash for their time. 
 
The study will explore how adolescents with autism spectrum disorder 
protect their privacy on social media. Participants will complete a 1-hour 
interview about their social media use and their reactions to different online 
social situations.  
 
The researchers are looking for participants who meet the following criteria:  

ü Adolescents aged 13 – 17 years old with autism spectrum disorder 
ü A regular user of Twitter, Facebook or Instagram 
ü Able to understand English  
ü Comfortable participating in an interview with or without support 

 
If you are interested in participating, please email the lead researcher, 
Jessica Rocheleau: jessica.rocheleau@carleton.ca.  
 
Note that this research has been cleared by the Carleton University Research 
Ethics Board (CUREB-B), REB clearance #108895. 
 
Thank you! 
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Social Media Recruitment in Autism Groups 
 
 
Part 1: Message to the Moderator  

 
Hello,  
 
I am a Masters student at Carleton University, working under the supervision 
of Dr. Sonia Chiasson. 
 
We are looking for volunteers for a research study that will explore the 
privacy attitudes and behaviours of adolescents with autism spectrum 
disorder on social media. The results of this study will be used to develop 
accessible privacy tools and educational programs that will help people with 
autism spectrum disorder to protect their privacy online.  
 
Would you be willing to share our study information (attached: social media 
recruitment text) on your social media page? We would really appreciate it!  
 
We would also be delighted to share our findings with you and your 
organization. We will share a summary with you when the study is 
completed. The summary will provide tips for adolescents with autism, their 
parents and anybody who support them to protect their personal information 
online.  
 
If you would like more information about the study, please feel free to send 
me a message or email at: jessica.rocheleau@carleton.ca.  
 
Please note that the research has been cleared by the Carleton University 
Research Ethics Board (CUREB-B), REB clearance #108895. 
 
Thank you!  
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Part 2: Social Media Recruitment Text in Autism Groups 
 

 
 
Looking for Volunteers!  
 
Researchers at Carleton University are looking for volunteers for a research 
study. Each participant will receive $30 in cash for their time. 
 
The study will explore how adolescents with autism spectrum disorder 
protect their privacy on social media. Participants will complete a 1-hour 
interview about their social media use and their reactions to different online 
social situations.  
 
The researchers are looking for participants who meet the following criteria:  

ü Adolescents aged 13 – 17 years old with autism spectrum disorder 
ü A regular user of Twitter, Facebook or Instagram 
ü Able to understand English  
ü Comfortable participating in an interview with or without support 

 
If you are interested in participating, please contact the lead researcher, 
Jessica Rocheleau, via email: jessica.rocheleau@carleton.ca. Please feel free 
to share this post with others. 
 
Please note that this research has been cleared by the Carleton University 
Research Ethics Board (CUREB-B), REB clearance #108895. 
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Looking for Research Study Volunteers! 
We are looking for volunteers for a research study exploring how adolescents with or 
without autism spectrum disorder protect their privacy on social media.   

Participants will complete a 1-hour interview about their social media use and their 
reactions to different online social situations.  

Eligibility:  
ü Adolescents aged 13 – 17 years old with or without autism spectrum disorder 
ü A regular user of Twitter, Facebook or Instagram 
ü Able to understand English 
ü Comfortable participating in an interview with or without support 

Compensation: $30 in cash  

If you are interested in participating, please contact Jessica Rocheleau at: 
jessica.rocheleau@carleton.ca.   

This research has been cleared by the Carleton University Research Ethics Board 
(CUREB-B), REB clearance # 108895. 
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Parental Consent Form for Participation in Research	

	
Title: Investigating the Privacy Attitudes and Behaviours of Adolescents with 
or without Autism Spectrum Disorder on Social Networking Sites	
	
CUREB-B clearance #: 108895	

Date of ethics clearance: 2018/06/04 

Ethics Clearance for the Collection of Data Expires: 2019/06/30  

		
	
Introduction 	
	
The purpose of this form is to provide you (as the parent/legal guardian of a 
prospective research study participant) with the information that may affect 
your decision to give consent for your daughter/son to participate in this 
research study. The researcher for this study, Jessica Rocheleau, is a 
Masters student in Human-Computer Interaction. She is working under the 
supervision of Dr. Sonia Chiasson in the School of Computer Science. 
Please read the information below and ask any questions you might have 
before making a decision. If you decide to let your daughter/son be involved 
in this study, this form will be used to record your permission.	
	
Purpose of the Study 	
	
If you agree, your daughter/son will participate in a research study 
investigating the privacy attitudes and behaviours of adolescents with or 
without autism on social networking sites (e.g., Facebook, Twitter, 
Instagram). The results of this study will be used to develop cognitively 
accessible privacy tools and educational programs that will help users to 
protect their privacy during online social activities. 	
	
What is my daughter/son going to be asked to do?	
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Your daughter/son will be asked to complete a 1-hour interview in-person or 
via Skype. During the interview, your daughter/son will watch short video 
clips describing different online social situations, and answer some follow-up 
questions about their privacy-related reactions to the scenarios. None of the 
videos or social situations will contain any explicit/ adult content. They will 
also be asked about their own social media use. Please note that your 
daughter/son is not being tested; we are only interested in their privacy 
attitudes and behaviours on social networking sites. This research study will 
be audio-recorded for the purposes of transcription and analysis. 	
	
There are no foreseeable risks in participating in this study. Your 
daughter/son will not be asked to disclose any personally identifiable 
information. If such information is voluntarily disclosed, it will be discarded 
when transcribing the interview to text. 	
	
Eligibility	
	
In order to participate in this study, your daughter/son must:	

• either have a diagnosis of autism spectrum disorder or not, 	
• be between the ages of 13 to 17 years, 	
• be able to understand English, and	
• be able to participate in an interview with or without support.	

	
Compensation 	
	
As a token of appreciation, your daughter/son will receive $30 in cash for 
participating in-person, or $30 via e-transfer for participating via Skype. We 
will also reimburse parking costs (if applicable) at the end of the session.	
	
Does my daughter/son have to participate?	
	
No, your daughter/son’s participation in this study is voluntary. In addition 
to your consent, your daughter/son must also agree to participate in the 
study. Your daughter/son may decline to participate or to withdraw from 
participation at any time during the session. 	
	
If your daughter/son does not want to participate, they will not be included 
in the study and there will be no penalty. If your child begins the study and 
then chooses to withdraw, your child will still receive the $30 cash 
compensation. If your child withdraws, their data will be deleted.	
	
How will my daughter/son’s privacy and confidentiality be 
protected?	
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Your daughter/son’s privacy and the confidentiality will be protected. We 
encourage you to be nearby but not directly sitting with your daughter/son 
during the session, unless they need help with communication. All responses 
will be kept anonymous. All research data will be stored and retained on 
password protected computers or storage devices of the researchers for use 
in future research. The consent form and notes will be kept in a locked 
cabinet. Access will be restricted only to the research team. Once the 
research is completed, audio recordings will be securely destroyed. 
 
If your son/daughter participates through Skype, their data will be stored 
and protected by Skype servers located in the Unites States, but may be 
disclosed via a court order or data breach. 
	
What if I do not want my daughter/son to be audio-recorded?	
	
The session will be audio-recorded to help us accurately note your 
son/daughter’s answers to the interview questions and more easily talk to 
your son/daughter.  The recordings will be deleted after we have transcribed 
their responses. If you choose to not have your daughter/son audio-
recorded, they may still participate in the study. The researcher will take 
notes of what they said during the study.	
	
The ethics protocol for this project was reviewed by the Carleton University 
Research Ethics Board, which provided clearance to carry out the research. 
If you have any ethical concerns with the study, please contact Dr. Andy 
Adler, Chair, Carleton University Research Ethics Board-B (by phone at 613-
520-2600 ext. 4085 or via email at ethics@carleton.ca).	
	

Researcher contact information: Supervisor contact information:	
Jessica Rocheleau, Master’s Student  Dr. Sonia Chiasson  	
School of Computer Science   School of Computer Science	
Carleton University     Carleton University   	
Email: jessica.rocheleau@cmail.carleton.ca   Tel: (613) 520-2600 ext, 1656	
       Email: chiasson@scs.carleton.ca 	
	

I, ______________________________, give permission for my 
daughter/son, 	
_________________________, to participate in this study exploring privacy 
attitudes and behaviours on social networking sites.	
	

Do you consent to your son/daughter to be audio-recorded for the purpose 
of transcription? ___Yes ___No	
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____________________________     ______________ 	
Signature of parent/legal guardian     Date	
	

____________________________     ______________ 	
Signature of researcher       Date	
	

We would also be delighted to share our findings with you. The findings of 
our study will be published on our lab’s website: 
http://chorus.scs.carleton.ca. If you would like to receive an executive 
summary of the research, please provide your email address	
	

________________________	
	

Email Address (optional) 
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Interview Guide 
 

Introduction and Assent 
 
Hi, my name is Jessica. I am a student at Carleton University. Today, we are 
going to talk about privacy on [name of social networking site]. During the 
session, we will look at an [name of social networking site] user’s profile and 
watch some video messages describing different online social situations. I 
will ask you to give some advice about what the person should do in each 
situation. I will also ask you about your own experiences using [name of 
social networking site].  
 
Today’s session will take about 30 minutes to complete. I will record your 
voice so that I remember your comments. If you don’t want me to record 
your voice, please let me know.  
 
The information you will share with me will be safely locked up. No one will 
hear what you said except for me and my supervisor. Just remember, I am 
not testing you—I just want to hear your thoughts and opinions. 
 
You have the choice to do this study or not; it is entirely up to you. You can 
say okay now and change your mind later. All you have to do is tell me that 
you want to stop. It really is okay to say stop.  
 
To thank you for your help, I will give you $30 cash. You can keep the 
money even if you decide to stop the study. 
 
Do you have any questions? Remember that you can ask questions at any 
time. 
 
Do you agree to participate in this study? 
 
Do you agree to be audio-recorded?  
 
 

Scenarios 
 
Okay, great! So, here is the scenario for this part of the session: An [name 
of social networking site] user named Allie is looking for advice about how to 
protect her privacy on the site. This is her account. Allie has left a few video 
messages with her questions for us to watch and discuss.  
 



119 2 

This part of the session will go as follows: I will play the video messages one 
at a time, asking you a few questions after each one. Feel free to go through 
Allie’s profile if that would help you to answer the question.  
 
Understand? 
 
Great! Here is the first scenario:  
 
Scenario 1 (Dog Photo) 
 
Video dialogue: Hey! Oh my gosh, guess what? My parents just got me a 
new puppy. See? (shows picture of dog) I’m so excited. I really want to 
share this news. Who should I share this with?  
 
1) Who should she share the picture with? 

2) Should she share the picture on [name of social networking site]? (Would 

you?) 

3) Who can see Allie’s pictures? How do you know?  

4) Do you post pictures of yourself on [name of social networking site]?  

a. If yes:  

• Who do you want to see your pictures?  

• Is there anyone you would not like to see your pictures?  

o If yes: Do you do anything to make sure that they can’t 

see your pictures?  

a. If yes: What do you do? 

b. If no: Why not?  

 
Scenario 2 (Stranger) 
 
Video dialogue: Hi again! So, I just got this notification on my [name of 
social networking site] feed. It says that someone named Josh Forrester is 
now following my updates. I’ve never met this guy before in real life. I took 
a look at his profile page. It looks like we have a lot in common. But I don’t 
know if I should let him follow me. What should I do?  
 
1) What should Allie do? Is that what you would do in this situation? (If no: 

What would you do?) 
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2) Does it matter that she doesn’t know the person in real life? Why or why 

not?  

3) Do you have any followers on [name of social networking site] who you 

do not know in real life?  

a. If yes:  

• Do you consider them to be your friends? 

• Do you talk to them, through comments or direct 

messages?  

o If yes: What kinds of things do you talk about?  

b. If no: Why not?  

 

Scenario 3 (Embarrassing Photo) 
 
Video dialogue: Hey! So, I was scrolling through my feed and noticed that 
my friend posted a really embarrassing picture of me. I don’t want this 
picture of me online, but I don’t know what to do. What do you think I 
should do?  
 
1) What should Allie do? Is that what you would do? (If no: What would you 

do?) 

2) What difference does it make if others see the picture? 

3) Who can see the picture? How do you know?  

4) Are there any pictures of you on [name of social networking site] that 

you wish were not online?  

a. If yes:  

• Who posted them? 

• Why are they still online?  

• Is there anything that you can do to take the pictures off of 

the site?  

 

Scenario 4 (Private Account) 
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Video dialogue: Hi again! So, my friend told me that there’s a way to make 
my account private so that only my friends can see my posts. I don’t know 
how to set my account to private. Do you?  
 
1) Do you know how to make her account private? 

a. If yes:  
• Can you show me how to do it?  

• Who taught you how to do that?  

2) Is your [name of social networking site] profile set to private? (If no: 

Why not?) 

 
 
Scenario 5 (Anything Else?) 
 
Video dialogue: Hey! Thanks for all your help. This is my last question. So, 
I’m trying to set up my profile to make sure that only the right people can 
see my information. Is there anything else that you do to keep your 
information safe?  
 

1) Is there anything else that you do to keep your information safe? 
 
 
 
 

Post-Scenario Interview 
 
Social Media Use 

1) When do you use [name of social networking site]? (How often do you 

use it?) 

2) What do you do on [name of social networking site]?  

3) What personal information do you post on [name of social networking 

site]? (e.g., full name, location, birthday/age, email address, address, 

phone number) 

4) Does anyone help you to use [name of social networking site]? 

a.  If yes:  

• Who?  
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• What do they help you to do?  

5) Do you talk to people on [name of social networking site]? (If yes: 

Who do you talk to?)  

6) Apart from [name of social networking site], what social networking 

sites do you use?  

 
Privacy  

1) What does “privacy” mean to you?  

2) What does “online privacy” mean to you? 

3) Who taught you about online privacy? What kinds of things did they 

teach you?  

4) Do you wish that you knew more about online privacy, or are you 

happy with how much you know? 

 
Demographic Questions 

1) What is your age?  

2) Are you a boy or a girl?   

3) What devices do you use to go online? 

4) Do you have Internet at home? (If no: Where do you access the 

Internet?) 

 

Debriefing Script 
 
Thank you very much for participating! The goal of this research was to 
better understand how teenagers, like you, protect their privacy on social 
networking sites. Your thoughts, comments and opinions are very valuable 
to my research.  
 
Before we wrap up, do you have any questions for me? 
 


