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Abstract

The need to educate children on protecting their online privacy and security is press-
ing, as more children are going online unsupervised. This thesis examines how to
make privacy and security education relevant to children’s everyday life. We have
partnered with MediaSmarts to create a new interactive educational game. As a
starting point, we conducted a user study of an existing game, then we designed,
prototyped, and evaluated a new game with children. In our new “A Day in the Life
of the Jos” (ADITL) game, players follow Jo and Josie, a brother and sister, through
their day and help them make positive privacy and security-related choices. Players
then witness the outcomes of their decisions on the Jos’ lives as they unfold within the
game. Evaluation results show that participants found ADITL appealing and that
adding gamification elements encouraged engagement with the educational material

and promoted interaction with the lessons.
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Chapter 1

Introduction

1.1 Motivation

As of 2015 there were 3,366 million Internet users [31] and this number continues to
increase. According to a 2013 Pew research study, 74% of the teens 12 to 17 access the
Internet on cell phones, tablets, and other mobile devices at least occasionally [39].
Additionally, in 2010, 98% of Canadian children in grades 4-11 had access to the
Internet outside of school [80]. A 2007 study of 40,000 New York students [42] found
that 48% of children as young as 5-6 years are online regularly and only half of those
students reported that their parents watch them as they use the computer.

The need to educate children on ways to protect their online privacy and secu-
rity is pressing, as more and more children are going online unsupervised. Steeves’
report [79] to the Office of the Privacy Commissioner of Canada emphasizes the need
for educational initiatives. Sharples et al. [76] similarly advocates for empowering
children by teaching secure and responsible web behaviour while promoting a safe
environment.

Children need to understand in a relevant manner the negative effects of not pro-
tecting their online security and privacy. However, convincing them of its importance
is a challenge, as users in general do not think of protecting their online privacy and
security as their primary task [85].

In Canada, the main source of educational games on this subject is MediaS-
marts [49]. MediaSmarts is a not-for profit organization based in Ottawa but with
national reach. Their main goal is to promote digital literacy in children and teach
them to be good digital citizens. They have developed online educational games and
tutorials that can be used within the classroom by teachers to educate children of
different ages. However, given how quickly technology evolves, many of their ed-

ucational tool are now outdated. We have partnered with MediaSmarts through
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MITACS to create new interactive educational material and to empirically evaluate

the effectiveness of these approaches.

1.2 Research Challenge

The challenge addressed in this thesis is to design an educational online game to teach
children aged 11 and 12 different methods to protect their online privacy and security.

Specifically, our research questions are as follows:

1. How do we make education of privacy and security relevant to children’s every-
day life?

2. Do integrated interactive educational games form an effective, and enjoyable
method for learning complex concepts like online privacy and security to chil-

dren?

1.3 Contributions

The main contributions of this thesis are:

1. The design and prototyping of an online educational game that teaches children

(11 - 12 year olds) ways to protect their online privacy and security.

2. Empirical evaluation showing improved effectiveness of the new game over an
existing game, including eye-tracking data showing improved interaction with

the new game elements.

1. The design and prototyping of an online educational game that
teaches children (11 - 12 year olds) ways to protect their online privacy
and security: Using a user-centred and educational design approach, we itera-
tively designed a new game entitled “A Day in the Life of The Jos” (ADITL). In
collaboration with MediaSmarts, we iteratively designed an online game to be de-
ployed in a classroom setting and to be included as part of the online privacy and
security pedagogical curriculum. I designed the conceptual framework for the game,

the game mechanics, the user interface, and the visual elements of the game. This
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included writing the initial scenario scripts, designing the overall look-and-feel of all
the game interactions, illustrating the multiple screens for each of the 25 scenarios,
and defining the game elements. Work on the game elements included designing the
visual interface and interaction of the newsfeed and the scoring mechanism to report
the consequences of users’ choices.

2. Empirical evaluation showing improved effectiveness of the game
over an existing game, including eye-tracking data showing improved in-
teraction with the new game elements: We incorporated children’s feedback
and opinion through the multiple steps of our design and development process. We
first started by performing user study of the existing game, Jo Cool or Jo Fool (JCJF).
Based on the children’s feedback and eye-tracking results, we decided on elements of
the existing game to incorporate in the new game’s design and which features to
improve. As part of the design process, we conducted a pilot user study, where we
tested 3 different visual design prototypes and the proposed storyline with children.
Finally we conducted a third user study evaluating a medium fidelity prototype of
ADITL, showing improved engagement with the learning material. Additionally, we

compared the learning outcomes and the children’s preferences of ADITL over JCJF.

1.4 Thesis Outline

The following are the different sections of this thesis: Chapter 2 reviews the back-
ground research in online privacy education, prior games developed to teach both
adults and children about different security and privacy issues, and different educa-
tional methods intended for children. In Chapter 3, we summarize our user study of
the old game (JCJF), highlighting main findings. Chapter 4 details our instructional
design process, the design of the new game: “A Day in the Life of the Jos” (ADITL),
and the ADITL second prototype. Chapter 5 describes the user study evaluating the
new ADITL game, and compares results of the two games. We conclude with Chapter

6, where we discuss our findings, limitations, and future work.



Chapter 2

Background

In this chapter, we give background on areas relevant to the thesis. We specifically
focus on literature in children’s online privacy and security education with regards
to games developed for that purpose. We shed light on children’s developmental
characteristics. We highlight children’s use of mobile devices and social media. We
discuss technology use within the classroom, particularly the use of games in formal

education. Lastly, we give general game design strategies applicable to our work.

2.1 Children’s Developmental Characteristics

After examining HCI, educational, and psychological literature on child development,
we discovered that they mainly fell within these two areas: cognitive and physical

development, and social and emotional development [8] [40] [64].

2.1.1 Cognitive and physical development

Cognitive Development: Cognitive development is the child’s ability to process
information, think perceptually and master a particular language [40]. It is the mental
and intellectual growth of a child [8]. Children aged 11 to 12 years old have developed
the ability of logical thinking, deductive reasoning, and complex problem solving on
a smaller scale [23].

Mental Development: FEleven and twelve year olds have mentally developed
to consider an idea-based thought pattern [65]. Their brains have rapidly developed,
enabling them to consider various solutions without having to act them out. They
can also deal with hypothetical situations [65]. They can think in an abstract manner
and imagine different potential outcomes for a situation [23].

Literacy: Children aged 11 and 12 years have developed strong reading skills,

as well as communication skills. Their focus is to express themselves so they aim

4
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to harness their vocabulary and mastery of the language, with proper spelling and
writing [19].
Specialization: 11 to 12 year olds have the ability to become an expert in one
particular area, and they perceive themselves as specialists, not generalists [23].
Physical Development: Children of this age group tend to have gained much
control over their fine and gross motor skills. They are comfortable using digital

devices and manipulating a mouse as an input device [8].

2.1.2 Social and emotional development

Socialization:  During this stage, children develop strong ties with their peers;
adult influence decreases in comparison with their peers’ influence [19]. Same-gender
best friends start to develop as well. This age is also the start of puberty, where
emotions quickly changes from one extreme to another [19]. Children at this stage
like to socialize; however, they find themselves increasingly relying on electronic so-
cializing with the ubiquitous use of mobile devices. A study performed by Kaplan
et al. [34] showed how children (11-14 years) preferred communicating via digital de-
vices even within the same room while performing other tasks like reading on a digital
library. They switched between the reading app and the instant messenger app to
communicate with their peers digitally.

Emotional development: Children of this age start to develop a sense of
individuality [23]. Decision making becomes harder for them as they are able to see
other sides of the equation [19]. Their creative thinking enables them to develop their
own scenarios and think of possible consequences [21] [20]. According to Fisher in her
book “Designing Games for Children” [19], children aged 11 - 12 years stop watching
children’s programs and start watching adult shows. This lack of interest in younger
programs reflects their aspiration to be considered as adults [23].

Motivation and Engagement: Children’s motivation to use technology is
inherently high, however, if the app, or medium they interact with is not exciting
they lose interest quickly [8]. Research done on children’s engagement in multimedia
found that children (9-14yrs) want to maintain control over the environment and affect

the outcomes of different situations [74]. This also allows children to make choices and



learn from their own mistakes by understanding the consequences of their actions.

2.2 Children and Media

2.2.1 Use of social media

Interest in Social Media apps: As 11 and 12 year olds are figuring out their special
interests, they want to share those interests with other like-minded children of their
age. They regularly use apps such as Instagram [30] and sites like Tumblr to publish
their thoughts and hobbies [82]. According to Rainie [68], approximately a quarter
of teens use Instagram, 1 in 7 use Pinterest, and 1 in 10 uses Tumblr. They are aware
of popular social media sites like Facebook and Twitter; they probably watch their
parents’ use of them regularly, however, most do not have their own accounts yet.
This might be due to the age restrictions that some parents might have placed due to
fear of malicious strangers, since according to Pew research, one in three parents are
concerned about technology use in the last year (2015) [16]. Another reason where
children have limited access to social media accounts is because of the age restrictions
on the sites themselves. Facebook, for example, has a minimum age restriction of 13

years old [18] in order to create an account.

2.2.2 Use of mobile devices

According to Pew research, 74% of the teens in the U.S. 12 to 17 access the Internet on
cell phones, tablets, and other mobile devices at least occasionally as of 2013 [39], 78%
of teens now have a cell phone, and almost half (47%) of those own smartphones [39].
That translates into 37% of all teens having smartphones, up from just 23% in 2011.
Children of this age group rely on mobile devices more than their computers. They
have stopped using it solely for entertainment and started to use it more as a tool to

obtain information [23].

2.3 Technology in the Classroom

Since the early 90’s, use of technology in the classroom has been increasing [67]. By

2009, 97% of classrooms in the US had one or more computers [67], 93% of those
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computers had access to the Internet, and every five students shared a computer [67].
In recent years, many schools allow children to bring their own devices [75], and or
provide them with mobile devices owned by the school [33]. The following is a review
of some of the technology used within the classroom.

The use of Smart Boards within the classroom for interactive teaching and learn-
ing is a popular use of technology [33]. Google Classroom [24] is another recent
example of use of technology within the classroom. Teachers can use Google tools
to share material with students and allow collaboration between students on school
projects. By working on a common Google shared drive, the students are able to
work coherently on a shared project in a one document at the same time [25]. The
above are two examples of the use of commercial technology within the classroom.

In the research domain, Vihavainen et al. [84] proposed the use of a hybrid ap-
proach in children’s primary education. Through the use of both mobile smart phones
and printed books; primary school age students can access extra curricular activities
on their mobile phones. Using the IMediaLink application on smartphones that were
given to the students for the course of the user study. The students would capture
a screenshot of the printed textbook page they are studying. The system identifies
the textbook page, and draws the accompanying exercise. If the students accom-
plished the tasks correctly, the system alerts the teacher automatically. The teacher
used SMS to communicate with the students outside the classroom. Although the
results of the one-week study were positive, with 21 of the 22 students in favour of the
new approach, more research is needed to evaluate this hybrid approach for a longer

duration of time.

2.4 Educational Games

The use of games in education is an effective method for learning [35]. Playing the
game becomes the primary focus of the user and the learning happens on an almost
subconscious level [9]. Children of this age group are unlikely to pick up an educational
game for the sake of learning about a new topic. Unless the game was assigned by
the school teacher, the possibility of them choosing to play an educational game is

low [19]. That is why it is important that apps targeted towards children’s education
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include inherent motivators to allow children to spend time and absorb the intended
learning [8].

Games with an educational intention can have different goals than games created
for children to play just for fun. Games that teach math or other school subjects have
a clear goal that is to educate children in a specific field. However, some games have
an inherent educational nature, even though its main purpose was for fun. A good
example of this type of games is Minecraft [56],which is very popular among 11 and
12 year olds [57]. Through game play, the children learn about social interactions as
they interact with other players online. Additionally, they learn about engineering
as they construct the different buildings of their fortresses. A second example is
Kingdom Rush [32], which relies on the use of storyline and characters. The game
involves strategy, design, fantasy, and financial management, where the players have
to decide on the type of tower to build to secure their kingdom based on the budget
they have and the type of attacking enemy.

2.4.1 Games in the classroom

There are many games that has been introduced in the classroom, we discuss three
examples for this age group.

Through two workshops, Brigas et al. [7] involved elementary students in the de-
velopment of their Simulkids tool. Simulkids is an online modelling and simulation
tool developed to help elementary students understand complex cause and effect geo-
referenced information, through visual and auditory feedback. The researchers tested
the Simulkids prototype and asked for the students’ feedback in developing other
georeferenced scientific concepts.

The work of Danesh et al. [12] builds upon children’s ability (11 - 13 years) to
learn through metaphors, by creating Geney, a collaborative game that allows the
children to learn about genetics with the use of mobile devices. The children each
have their own fish on their device and must collaborate with other children to mate
fish and produce offsprings with specific characteristics. Children were able to grasp
the metaphor of a pond successfully, could explore how characteristics combine, and

understand the genetics concepts.
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Stories can become a great tool for learning and can impact change [72]. Rubegni
and Landoni designed “Fiabot!”, a Digital StoryTelling (DST) iPad application that
helps grades 4 and 5 students (aged 9 - 11) in their story creations. This aspect of
allowing children to create their own stories is important because it feeds into their
creativity. It also allows them to experiment with the idea of how certain actions
lead to certain consequences. “Fiabot!” has been successfully implemented within a

classroom setting.

2.5 Security Education

We now focus on security education since this is the topic of the thesis. We will address
the following issues: general security education, the use of educational comics, and
games that teach about security.

Users are normally interested in accomplishing a task online, and security is not
their primary goal [85] even though it is important. Large Internet companies and
financial institutions have published extensive online help to guide users on how to
protect their online privacy and security. Companies like Ebay [17], Microsoft [55],
Google [26], Paypal [63] offer tips and tools to educate users about security. The
advice they offer focuses on a list of what users should, and should not do. However,
the use of text based recommendations-only advice is ineffective [88]. Low motivation
and poor understanding of online security threats drive users to noncompliance with
security guidelines [1]. Both adults and young users need explanations as to why these
guides and regulations are important and how their actions can diminish vulnerability
to threats. They need to understand in an applied manner the potential negative
consequences that result from ignoring these security guidelines.

In a corporate environment, some companies have deployed embedded training
tools. One example is “PhishGuru” [37], an email-based training system where users
are sent fake phishing emails by the system administrator or from a training company
and must recognize those among their regular email. Although it is not a game, users
are learning while undertaking everyday email activity. So, the learning is happening
in an indirect manner, and the user is exposed to phishing without the real threat

of an actual attack. This allows the user to practice the required level of vigilance.
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When tested in real life setting, PhishGuru proved to be a successful way to teach

users about ways to identify phishing [36].

2.5.1 Comics to teach security

Adults: The use of cartoons and comics has also proven to be an effective method
for learning [59]. Comics help present serious topics like cybersecurity in a light
non-intimidating manner. Security Cartoons [78] are a set of short comic strips that
specializes in educating a general audience about different security topics. Popular
comics such as Dilbert [2], and XKCD [58] also sometimes discuss security issues.
Google Chrome’s use of comics to describe its security features is also a commendable
effort [41]. The 39-page instruction manual is intended to interest the reader in
cybersecurity and illustrate how can they protect themselves while using Chrome.
Zhang-Kennedy, Chiasson, and Biddle [89] designed online comics using metaphors to
teach users about viruses and malware, password guessing attacks, and how to protect
their privacy online, which proved to be an effective in teaching users how to protect
themselves. The results of their user study showed improvement in participants’
retention of the learned knowledge as well as their behaviour in the following days.
Children:  Social Smarts [60] is a graphic novel created by the Office of the
Privacy Commissioner of Canada to help young Canadians better understand and
navigate privacy issues in the online world. The 12-page graphic novel targets tweens
and younger teens. Another example targeted for a younger audience (children aged 7
to 9) is Cyberheroes [87], an interactive e-book that helps children understand about
online privacy risks. Results of their initial user study shows that both parents and

children thought it was a fun and engaging educational tool.

2.5.2 Security games

Adults: An early game in security education is Anti- Phishing Phil [77]. The game’s
interactive approach aims at teaching players ways to recognize suspicious URLs. The
game was effective in teaching players to identify fraudulent web sites compared to a
control group.

The Auction Hero [9] computer game is another example of enabling the user to
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learn security concepts while playing a game. The player is in training to become an
“auction hero” by assembling robots and selling them on a fictitious online market,
while minding the antivirus protection and warding off phishing emails. While man-
aging robot production and sales, the player must be vigilant for malware protection
updates and spoofed emails. The player is monitoring security as a secondary goal,

just as in real life, and this knowledge can be transferred to real life situations.

Control-Alt-Hack [13] is a tabletop recreational card game that teaches security
concepts to computer science students and developers. The game goal is to use
everyday events and turn them into a cybersecurity challenge, where the players have
to learn new information in order to solve the mission. According to Denning et al.,
the creators of Control-Alt-Hack, the use of games allow for exploration and asking
questions [13]. The players are in a fun and relaxed state of mind, which allows them

to engage better with the game’s situations.

Children: Co-Co’s AdverSmarts [45] is an interactive online game designed for
children 5 to 8 years old to recognize the marketing techniques of commercial websites
that target children, in order to build their brand loyalty and improve popularity.
Within the game, children create a website through selecting special features. Co-
Co, the main character, explains how marketers use these features to improve the

popularity of the site.

Privacy Pirates [50] is another interactive online game-based tutorial that intro-
duces children, ages 7 to 9, to the concept of online privacy. The game teaches ways
to distinguish between appropriate personal information to give out and others to
keep private. The children assemble a map that leads to a pirate’s treasure. While
trying to answer privacy and personal information questions on the Internet, children

collect pieces of the map when they make correct choices.

Privacy Playground [51] and Cybersense and Nonsense [46] teach children ages
8 to 10 year olds on ways to decipher marketing ploys online, how to verify online

information and how to observe proper behaviour when dealing with others online.

Gaming Privacy [69] is a hybrid game targeting children aged 10 to 12, where the
players interact with an online video-game along with a physical board-game. The

game was designed in collaboration with 7 children to establish the game’s privacy
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goals and the game mechanics. Within the fictitious setting of “Atlantic” city, players
must determine with which game individuals or companies they should share their
private information. The game also teaches consequential thinking of the different

choices made, as well as autonomous privacy decision-making skills.

Click if You Agree [44] is another game to teach children between the ages of 12
to 14 to develop skills and confidence in how to read privacy policies and terms of
use instead of blindly accepting them by clicking the “I agree” button. The player
selects three privacy related keywords for their scanner. The player navigates among
different paragraphs of the privacy policy text. Once the scanner detects a keyword,
it beeps and flashes. The player must then click on the paragraph that they think

discusses this topic.

2.6 Design Strategies for Games

2.6.1 General strategies

Feedback: Children of this age-group anticipate immediate and frequent feedback
for their actions. They need the assurance that they are performing the right task,

especially when learning new skills [4].

Control: One way to keep children’s attention is to develop unconventional
designs that better suit their taste and imagination. Allow for the children to be in
control of the in-game actions. They should have the ability to affect the game and

guide the sequence of events [15] [29].

Communication: At this age, a game can include simple visual menus and
help functions and expect the young users to use them [8]. Children of this age often
feel comfortable using apps geared towards adults [23]. However, designers have to
still be cognizant of their limited vocabulary. The language used in the interface
still needs to be simpler than for adults [19]. Additionally, children of this age-group
prefer visual designs more than ones that heavily rely on textual presentations [19],

with the use of metaphors for complex concepts [23].
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2.6.2 Learning strategies

On-screen characters: The presence of onscreen characters also acts as a moti-
vator for children to achieve the intended learning within a system. Lester et al. [38]
investigated five different versions of Herman the Bug, from extremely animated with
voice overs to muted type. They found that just the presence of a character onscreen
made the educational game more fun and that students liked to come back to the
game because of its presence. However, caution is needed in regards to the timeliness
and the type of feedback or comments such onscreen characters give, as this can have
an aversive effect [29].

Extrinsic rewards: The use of extrinsic rewards is another motivator, especially
in developing educational games for children [29]. The presence of a scoring system,
feedback, or bonus activities allows the children to engage more fully with the learning
portion of the educational game. Deci and Ryan [73] point out the importance of
having intrinsic and extrinsic rewards working together to strengthen the players’
autonomy. They state that the players’” autonomy is the main driving factor that
will have the greater benefit on the longer run. Peters, in his book Interface Design
for Learning [64], also explains that extrinsic motivation is important when intrinsic

motivation is lacking.

2.7 Summary

With the rise of children’s use of mobile devices and Internet access, there is a clear
need to educate the children on ways to protect their online privacy and security. We
surveyed the literature for alternative ways of educating children. We found that the
use of games in education can successfully teach children in an indirect way and focus
our efforts in this direction.

In the next chapter, we describe the user testing of an online security and privacy
game, then identify areas of improvement to better relate to children’s every day life

and ensure a better learning experience.



Chapter 3

Initial User Study of Existing Game “Jo Cool or Jo Fool”

“Jo Cool or Jo Fool” [47] is an interactive online educational game presented as a
Cyber Tour of twelve mock websites. The game’s goal is to educate children ages 11
to 13 years (grades 6 to 8) about different cyber security and online privacy topics,
including online marketing, e-commerce and data collection, online safety, authen-
ticating online information, and responsible Internet use. It was first released by
MediaSmarts in 2000, and is still used in classrooms across Canada. Players explore
a given webpage and must decide whether it is trustworthy. Players must decide
whether the main characters, siblings Jo and Josie, have made wise decisions with
respect to the websites. By examining each website’s behaviour, the player learns
about some online cyber security risks and how to deal with them. The game can
be accessed via the MediaSmarts® website, with an accompanying section specifically
for teachers, and another for kids.

We conducted an eye-tracking user study to discover areas of weaknesses and
strengths in “Jo Cool or Jo Fool” (JCJF) [47]. This is the first step towards a redesign
of the overall look-and-feel and a content update. The JCJF user study included
semi-structured interviews to better understand children’s usage of the Internet and
their basic understanding of online privacy and security. The interview questions
additionally explored the children’s opinions of the game. In this chapter, we present

the study and the results of qualitative and quantitative data analysis.

3.1 Details of JCJF

The game features two main characters, a brother and a sister, Jo and Josie, who
encounter different “tricky” situation while surfing the web. The players decide if the

Jos made the “cool” or “fool” decision. The game suggests that the players use a

Thttp://www.mediasmarts.com
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checklist of questions to help determine the validity and the safety of each website

before evaluating the Jos’ choice. The checklist includes the following questions:
e What kind of website is this?

e What decision does Jo/Josie have to make?

What should Jo/Josie be looking out for?

Does Jo/Josie make the right decision?

Why or why not?

The JCJF game is a web-based Flash game operating in a fixed 640 x 480 pixel
window. The main colours of the game are red and orange, with white and black
text, along with splashes of red and orange text. The game has animated elements
such as flashing text or flashing buttons indicating where to click on the page. JCJF
is composed of 12 scenarios (Sc 1 through Sc 12), where each scenario take the Jos
through a tricky situation and asks the player to help the Jos make the right decision.
The scenarios are text heavy, where the player has to read through each slide before
clicking on a link that gets them to the next page of text. The game choices are in
multiple choice format. Figure 3.1 shows the JCJF’s landing page, and one full game
scenario. Figure 3.2 shows thumbnails of the remaining 12 scenarios.

According to the teacher’s guide [48], the 12 scenarios can be classified into four

main topics. For a detailed description for each of the scenarios, see Appendix A.1.
1. Online Marketing, E-Commerce and Data Collection

e Sc 1: Splurge Cola.
e Sc 2: CDRama.

e Sc 6: Lotsa Music.
2. Online Safety

e Sc 3: Fast Talk.

e Sc 10: My Home Page.
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vl fchecklist

/i Yo! It's the Jo's. S50 you're
- surfin' the Web now, eh?

Pretty cool stuff. Or not,
depending on your
perspective... What can we
tell ya - we've been
around. So follow us
through a few of our
favourite sites and find out ©
how to make the best of
your online adventures.

()]

Got a thirst?
Let us quench your desire

1 hit Planet Splurge on my
second day on the Net.

‘Why not? You see it on tv -
you see it in the mags -
everybody's drinking it, right?

So | decided to sign up....

Cool Fool?

It

= What kind of Web site is this?
* What decision does Jo have to make?
* What should Jo be looking out for?
~ * Does Jo make the right decision?
= Why or Why not?

TAKE THE TOUR OF ALL 12 5iTES ()

OR GO STRAIGHT TO THE SITE YOU WANT < b

Name:
Age:
Sex:
Address:

Phone Number:
Favorite Band:
Favorite Food:

What you want to do when your parents don't rule you anymore:

Name of your firstborn child will be:
I

Seven lucky friends to receive your Spr

Watcha doin?

First of all, info on the
Web, don't ya wmmmmmmwumu

do with it? Commercial Web sites usually post a “Privacy Policy"~
but don't be a fool! Read it or weep! Splurge Cola wants your
info so they can sell you stuff. And once you give it to them,
they plan on selling your info to other companies so

«can sell you stuff. So read the small print before you blab!

‘Second, think about it. Chances are Splurge hasn't
posted audio clips and set up online chats with stars
lbecause they're cool. They're doing it because they
get paid to do it! Cool means you know what you
like. Get the stuff you want. Only a fool follows the
crowd.

Third, what about those Spread the Splurge

Figure 3.1: (a) JCJF landing page. (b) Main navigation page. (c) through (f) show
the sequence of screens of Scl: Splurge Cola where Josie chooses to provide her
personal information to a commercial website and learns about the consequences.
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Figure 3.2: Screenshots from the remaining 11 scenarios.
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3. Authenticating Online Information

e Sc 4: Homework Nook.
e Sc 5: Teen World.

e Sc 9: Cheap Mail.
4. Responsible Internet Use

e Sc 8: ICU-UCME.
e Sc 11: Voting Booth.

e Sc 12: Essay World.

3.2 Research Topics

We investigated three main aspects of JCJF: its content length, the relevance of its
topics, and the overall appeal of its look-and-feel. For the content length, we explored
whether players were comfortable with the description of the scenarios, choices, and
solutions and whether they were entertained enough to read through all of the text.
Since the game was designed and published in the early 2000s, we explored which
scenarios were still relevant to players’ day-to-day life, and which no longer applied.
Finally, we explored the game’s visuals and overall design. We identified what the

players liked of the game’s design and what could be improved.

3.3 Methodology

3.3.1 Ethics

We submitted a Minimal Risk Ethics Protocol Application in the Spring of 2015. The
Carleton University Research Ethics Board determined that the project met appro-
priate ethical standards as outlined in their Tri-Council Policy Statement: Ethical
Conduct for Research Involving Human, 2nd edition, and the Carleton University
Policies and Procedures for the Ethical Conduct of Research. Ethics clearance was

given on 03 June 2015 until 31 May 2016.
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A. Participants’ Age B. Participants’ School Year

/| Pemale

b

11 year olds

Figure 3.3: Demographics of the 16 participants for the JCJF user study.

3.3.2 Recruitment and Sampling

Participants were primarily recruited locally via Facebook parent and community
group pages. A public announcement of the user study was posted and participants
contacted the researcher via Facebook direct messaging. Siblings from the same
household that fit the age range were welcomed to participate in the study, each
child participant in their own session, apart from their sibling. Sixteen children aged
11 to 14 years (grades 7 to 9) tested JCJF. There were 7 girls and 9 boys. Figure
3.3 summarizes the participants’ ages and school grades. The children reported the
grade they will be attending the following school year as the study ran during the
summer of 2015. One participant’s audio and eye tracking recordings were lost due

to a technical error. We include data of this particular participant where available.

3.3.3 Procedure

Each session lasted 45 minutes on average and was conducted according to the fol-

lowing steps:

1. Consent form: Participants were greeted and parents completed the parental

permission form. Verbal informed assent was obtained from the child.

2. Eye tracker: We used the SMI RED 250 MOBILE eye tracker with one-point
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calibration, along with the SMI Smart Recorder software to record the partici-
pants’ on-screen eye gaze. A webcam with its lens covered recorded the synched

audio.

. Pre-test interviews: The participants were asked questions in a semi-structured
interview. The purpose was to investigate the children’s basic device use, online
and offline. Additionally, we explored their understanding of online privacy and

security topics, and how they protect themselves.

. Pre-scenario questionnaire: Participants completed from two to five multiple
choice questions relating to the scenario. When possible, we used the exist-
ing questions from the game. We devised some supplementary questions for

scenarios where the game questions were repetitive or outdated.

. Scenario viewing: Participants read through the scenario and were encouraged
to think out loud. They read through the whole scenario before moving to the

post-scenario questions.

. Post-scenario questionnaire: Participants repeated similar multiple choice ques-
tions to gauge if they learned any new information from the scenario. The re-
searcher also probed into what they valued most and least in the scenario they

just viewed.

. Post-test interview: The researcher repeated questions relating to understand-
ing of online privacy and security and ways to protect themselves. This was

done to gauge whether participants gained new insight while playing JCJF.

Steps 4 to 7 were repeated for 2 to 3 scenarios as time allowed.

. User feedback questionnaire: At the end of the session, the participants com-
pleted a user feedback questionnaire composed of 5-point Likert scales rating
their perception 1) content length, 2) game scenarios, 3) game play, 4) learning,

5) game fun, 6) game design, and 7) game recommendation.

. Conclusion: Each participant received a $20 gift certificate as a compensation.

The parent received the Debriefing form and signed a receipt of payment.
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The first 4 participants tested 3 scenarios each. However, we discovered that this
took a long time. We had the subsequent participants test with only 2 scenarios.
Table 3.1 shows the number of times each scenario was tested. The order of the

scenarios was randomly assigned to participants.

Scenarios | No. of Views
S1 5
S2 *2
S3 2
S4 *2
S5 5
S6 2
S7 2
S8 3
S9 3
S10 3
S11 5
S12 2

Table 3.1: Number of views for each scenario. *For S2 and S4, we lost the audio and
eye-tracking video recording of one participant due to a technical error, leaving 2 full
data sets and one partial data set for these two scenarios.

3.4 Results

We analyze both qualitative and quantitative data collected, including relevant find-
ings of the SMI’s eye tracking software, to determine the areas of weakness and
strength in JCJF. The data includes participants’ gaze fixations on the different
components of the game, the time to read its contents, and user feedback from the

interviews and questionnaires.

3.4.1 Device Usage and Context

We asked participants about the different ways they get online, and their favourite
sites and applications online. Additionally, we asked about passwords for different
accounts and whether they share them with family members or friends. We also

explored previous knowledge about secure online behaviour and whether they were
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instructed by their parents or at school on ways to protect their privacy online.

We tabulated responses to our usage questions in Table 3.1. Most children used
tablets and computers, primarily for playing games, doing school homework, checking
e-mail, and watching videos. Most participants reported regular use of Youtube and
various game sites to play online games or learn more on how to play a particular
game. They also watch tutorial videos of other players playing the game on Youtube.
Minecraft and Clash of Clans were the most popular games. Participants reported
visiting Youtube for other various reasons, among them watching DIY projects and
listening to music. Checking email was the third most popular activity reported by
participants; Gmail was most popular.

All participants reported having passwords for various devices and accounts. While
10 reported sharing their password(s) with one or both their parents, some reported
sharing their passwords with their siblings as well. Most participants mentioned chat-
ting with their friends online. Google Hangouts was popular, along with iMessage.
All participants mentioned that it is not good to chat with strangers and that they
would refrain from doing it if they were placed in the situation. We gave participants
categories of personal data and asked if they would share this type of information
online. The majority agreed that it is okay to share some general information on-
line, but that they should refrain from mentioning self-identifying information. A
few mentioned that they would absolutely not share any personal information, while
one participant mentioned that it is okay to share the name, age, favourite colour,
and their daily happenings online. The majority of participants had a general idea
of what personal privacy might mean. However, they merged it with online security,
mentioning installing firewalls and not sharing their passwords online. Lastly, we
asked if they had been instructed on safe online behaviour. Approximately half of

participants have had such a discussion with their parents or at school.

3.4.2 Pre- and Post-session Interview

We coded participants’ answers to the pre-and post-session questions with 3 for an
excellent answer, 2 for a marginal answer, and 1 for a poor answer describing ways to

protect online privacy. A excellent answer included advanced ways the participants



No. of Partici-
pants
Devices used Computer/Tablets 10
Laptops 9
Smartphones/Ipods 5
PS3 1
Main uses Playing games 12
Homework 7
Email 7
Watching videos 5
Texting/chatting with friends 3
Listening to music 3
Reading books online 1
Social media 1
Favourite sites Game sites 9
Youtube 6
Minecraft 5
Other: BBC, Online language courses, | 5
library account
Clash of Clans 4
Social media: Facebook, Instagram, | 2
Pinterest
Netflix 2
Gmail/others 1

Table 3.2: Participants’ device usage, main uses and favourite sites.

23
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No. of Partici-
pants

Password practices Have a password protected ac- | *15

count(s)
Share password with parents, | 10
and /or siblings
Online Privacy Under- | Understand what online privacy | 13
standing is
Chat with friends online 9
Have had a discussion with an | 7
adult on ways to protect online

privacy
Sharing Personal In- | Okay to share some personal info | 9
formation Online with people online

Not okay to share personal info | 5
with people online
Okay to share personal info with | 1
people online

Table 3.3: Participants’ password practices, and their understanding of online privacy.
*Missing data for P5 due to technical error.

protect themselves online. For example, P7 mentioned how she is careful not to
reveal her full name, and how she uses a fake name for her Instagram account. A
marginal answer covered basic ways the participants protect themselves online. For
example, P6 explains that in order to protect your online privacy, you make a very
hard password that is hard to guess, you should use multiple passwords for different
accounts. A poor answer showed a lack of knowledge of the basic ways to protect
their online privacy. Figure 3.4 shows that half of participants displayed similar levels
of knowledge before and after playing JCJF. The other half increased their knowledge

of online privacy.

3.4.3 Pre- and Post-scenario Questionnaires

We focused on one repeated multiple choice question per scenario. On five out of the
12 scenarios, participants answered correctly on both instances (see Figure 3.5). Two
scenarios showed an increase in correct answers. However, performance decreased

on three scenarios; it is unclear why this happened. For example, one quiz question
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Figure 3.4: Scoring of answers for the pre-and-post test questions on online privacy
1 = poor, 2 = marginal, and 3 = excellent. *P5’s audio recording was lost.

asked for reasons why the Internet is so appealing to marketers. The choices included
that it is popular with kids and teens, that the spending power of kids and teens is
worth billions of dollars, and all of the above. Two participants tested this scenario
and initially chose the right answer (all of the above). However, one subsequently

chose just one option.

3.4.4 Reading Times

Figure 3.6 illustrates the mean reading time for each participant. Averages ranged
from 99 seconds to 378 seconds (M = 208, SD =82.62), illustrating significant vari-
ance in reading abilities. We found that participants’ age generally influenced reading
times: participants with the slowest reading times were between ages of 11 and 12,
while most of the fastest readers were 13 years old. However, there are some excep-
tions; P7, who was the fastest reader, is 11 years old, and P8, who is 13 years old,
fell within the middle range.

Figure 3.7 shows the mean reading times per scenario. Sc 2 and Sc 4 show the
data for one participant only, as the second participant’s (P5) screen recording data

was lost due to a technical error. From Figure 3.7, we notice that Sc 8 has the
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Figure 3.5: Pre-and-post scenario questionnaire responses. Responses were scored and
the bar graphs represent the number of participants who answered the right/wrong

answer.
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Mean reading time
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Participants

Figure 3.6: Participants’ mean reading times per scenario in seconds. P5’s data was
not recorded.
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Figure 3.7: Scenarios mean reading times.

slowest reading time. Our observations suggest that participant variability had a
larger impact than any inherent characteristic of the scenario; for example, the three

participants (P6, P11, and P14) that tested with Sc 8 were simply slow readers overall.

3.4.5 User Feedback

Participants completed a user feedback questionnaire and provided verbal feedback
during the session. Figures 3.8 through 3.14 show stacked bar graph plotting 5-point
Likert scale responses (1 = most negative, 5 = most positive) to these questions
evaluating their opinion of the game. We present these results contextualized with
the participants’ comments as they played the game.

Content length: Participants rated content length on a scale from Long to
Short. Most participants rated the content as somewhat short (M = 3.56, SD =
0.62) (see Figure 3.8). This is in contrary to what we observed, especially as the
younger participants read through the material. We noticed that they were hesitant

or not as excited to read one paragraph of text after another. One participant (P14)
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kept asking: “do I read this as well?” while going through the game. P2 mentioned
she disliked that some scenarios were so long. She also suggested that some of the
words be simplified. P3 noted that some content was displayed in a primitive way.
For example, some scenario websites stated “Click here, to learn how to hack,” or
“Click here to access the latest gossip news.”, which he found “dumb.” P8 described
how reading is not one of his strengths, and how the lengthy content was his least
favourite game aspect. One of his recommendations was to make the text a little bit
shorter so that he would be able to read it better. Lastly, P4 also stated that showing

less text would improve the game.

Game scenarios: Participants rated the scenarios on a scale from Boring to
Interesting. Figure 3.9 shows that most of the participants found the scenarios inter-
esting (M = 3.87, SD = 0.88). They liked that the scenarios depicted real situations
for real people. P4 mentioned that her favourite portion of the game was the sce-
narios. P8 also liked learning details of what is dangerous online behaviour and 