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Abstract

The need to educate children on protecting their online privacy and security is press-
ing, as more children are going online unsupervised. This thesis examines how to
make privacy and security education relevant to children’s everyday life. We have
partnered with MediaSmarts to create a new interactive educational game. As a
starting point, we conducted a user study of an existing game, then we designed,
prototyped, and evaluated a new game with children. In our new “A Day in the Life
of the Jos” (ADITL) game, players follow Jo and Josie, a brother and sister, through
their day and help them make positive privacy and security-related choices. Players
then witness the outcomes of their decisions on the Jos’ lives as they unfold within the
game. Evaluation results show that participants found ADITL appealing and that
adding gamification elements encouraged engagement with the educational material

and promoted interaction with the lessons.
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Chapter 1

Introduction

1.1 Motivation

As of 2015 there were 3,366 million Internet users [31] and this number continues to
increase. According to a 2013 Pew research study, 74% of the teens 12 to 17 access the
Internet on cell phones, tablets, and other mobile devices at least occasionally [39].
Additionally, in 2010, 98% of Canadian children in grades 4-11 had access to the
Internet outside of school [80]. A 2007 study of 40,000 New York students [42] found
that 48% of children as young as 5-6 years are online regularly and only half of those
students reported that their parents watch them as they use the computer.

The need to educate children on ways to protect their online privacy and secu-
rity is pressing, as more and more children are going online unsupervised. Steeves’
report [79] to the Office of the Privacy Commissioner of Canada emphasizes the need
for educational initiatives. Sharples et al. [76] similarly advocates for empowering
children by teaching secure and responsible web behaviour while promoting a safe
environment.

Children need to understand in a relevant manner the negative effects of not pro-
tecting their online security and privacy. However, convincing them of its importance
is a challenge, as users in general do not think of protecting their online privacy and
security as their primary task [85].

In Canada, the main source of educational games on this subject is MediaS-
marts [49]. MediaSmarts is a not-for profit organization based in Ottawa but with
national reach. Their main goal is to promote digital literacy in children and teach
them to be good digital citizens. They have developed online educational games and
tutorials that can be used within the classroom by teachers to educate children of
different ages. However, given how quickly technology evolves, many of their ed-

ucational tool are now outdated. We have partnered with MediaSmarts through
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MITACS to create new interactive educational material and to empirically evaluate

the effectiveness of these approaches.

1.2 Research Challenge

The challenge addressed in this thesis is to design an educational online game to teach
children aged 11 and 12 different methods to protect their online privacy and security.

Specifically, our research questions are as follows:

1. How do we make education of privacy and security relevant to children’s every-
day life?

2. Do integrated interactive educational games form an effective, and enjoyable
method for learning complex concepts like online privacy and security to chil-

dren?

1.3 Contributions

The main contributions of this thesis are:

1. The design and prototyping of an online educational game that teaches children

(11 - 12 year olds) ways to protect their online privacy and security.

2. Empirical evaluation showing improved effectiveness of the new game over an
existing game, including eye-tracking data showing improved interaction with

the new game elements.

1. The design and prototyping of an online educational game that
teaches children (11 - 12 year olds) ways to protect their online privacy
and security: Using a user-centred and educational design approach, we itera-
tively designed a new game entitled “A Day in the Life of The Jos” (ADITL). In
collaboration with MediaSmarts, we iteratively designed an online game to be de-
ployed in a classroom setting and to be included as part of the online privacy and
security pedagogical curriculum. I designed the conceptual framework for the game,

the game mechanics, the user interface, and the visual elements of the game. This
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included writing the initial scenario scripts, designing the overall look-and-feel of all
the game interactions, illustrating the multiple screens for each of the 25 scenarios,
and defining the game elements. Work on the game elements included designing the
visual interface and interaction of the newsfeed and the scoring mechanism to report
the consequences of users’ choices.

2. Empirical evaluation showing improved effectiveness of the game
over an existing game, including eye-tracking data showing improved in-
teraction with the new game elements: We incorporated children’s feedback
and opinion through the multiple steps of our design and development process. We
first started by performing user study of the existing game, Jo Cool or Jo Fool (JCJF).
Based on the children’s feedback and eye-tracking results, we decided on elements of
the existing game to incorporate in the new game’s design and which features to
improve. As part of the design process, we conducted a pilot user study, where we
tested 3 different visual design prototypes and the proposed storyline with children.
Finally we conducted a third user study evaluating a medium fidelity prototype of
ADITL, showing improved engagement with the learning material. Additionally, we

compared the learning outcomes and the children’s preferences of ADITL over JCJF.

1.4 Thesis Outline

The following are the different sections of this thesis: Chapter 2 reviews the back-
ground research in online privacy education, prior games developed to teach both
adults and children about different security and privacy issues, and different educa-
tional methods intended for children. In Chapter 3, we summarize our user study of
the old game (JCJF), highlighting main findings. Chapter 4 details our instructional
design process, the design of the new game: “A Day in the Life of the Jos” (ADITL),
and the ADITL second prototype. Chapter 5 describes the user study evaluating the
new ADITL game, and compares results of the two games. We conclude with Chapter

6, where we discuss our findings, limitations, and future work.



Chapter 2

Background

In this chapter, we give background on areas relevant to the thesis. We specifically
focus on literature in children’s online privacy and security education with regards
to games developed for that purpose. We shed light on children’s developmental
characteristics. We highlight children’s use of mobile devices and social media. We
discuss technology use within the classroom, particularly the use of games in formal

education. Lastly, we give general game design strategies applicable to our work.

2.1 Children’s Developmental Characteristics

After examining HCI, educational, and psychological literature on child development,
we discovered that they mainly fell within these two areas: cognitive and physical

development, and social and emotional development [8] [40] [64].

2.1.1 Cognitive and physical development

Cognitive Development: Cognitive development is the child’s ability to process
information, think perceptually and master a particular language [40]. It is the mental
and intellectual growth of a child [8]. Children aged 11 to 12 years old have developed
the ability of logical thinking, deductive reasoning, and complex problem solving on
a smaller scale [23].

Mental Development: FEleven and twelve year olds have mentally developed
to consider an idea-based thought pattern [65]. Their brains have rapidly developed,
enabling them to consider various solutions without having to act them out. They
can also deal with hypothetical situations [65]. They can think in an abstract manner
and imagine different potential outcomes for a situation [23].

Literacy: Children aged 11 and 12 years have developed strong reading skills,

as well as communication skills. Their focus is to express themselves so they aim

4
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to harness their vocabulary and mastery of the language, with proper spelling and
writing [19].
Specialization: 11 to 12 year olds have the ability to become an expert in one
particular area, and they perceive themselves as specialists, not generalists [23].
Physical Development: Children of this age group tend to have gained much
control over their fine and gross motor skills. They are comfortable using digital

devices and manipulating a mouse as an input device [8].

2.1.2 Social and emotional development

Socialization:  During this stage, children develop strong ties with their peers;
adult influence decreases in comparison with their peers’ influence [19]. Same-gender
best friends start to develop as well. This age is also the start of puberty, where
emotions quickly changes from one extreme to another [19]. Children at this stage
like to socialize; however, they find themselves increasingly relying on electronic so-
cializing with the ubiquitous use of mobile devices. A study performed by Kaplan
et al. [34] showed how children (11-14 years) preferred communicating via digital de-
vices even within the same room while performing other tasks like reading on a digital
library. They switched between the reading app and the instant messenger app to
communicate with their peers digitally.

Emotional development: Children of this age start to develop a sense of
individuality [23]. Decision making becomes harder for them as they are able to see
other sides of the equation [19]. Their creative thinking enables them to develop their
own scenarios and think of possible consequences [21] [20]. According to Fisher in her
book “Designing Games for Children” [19], children aged 11 - 12 years stop watching
children’s programs and start watching adult shows. This lack of interest in younger
programs reflects their aspiration to be considered as adults [23].

Motivation and Engagement: Children’s motivation to use technology is
inherently high, however, if the app, or medium they interact with is not exciting
they lose interest quickly [8]. Research done on children’s engagement in multimedia
found that children (9-14yrs) want to maintain control over the environment and affect

the outcomes of different situations [74]. This also allows children to make choices and



learn from their own mistakes by understanding the consequences of their actions.

2.2 Children and Media

2.2.1 Use of social media

Interest in Social Media apps: As 11 and 12 year olds are figuring out their special
interests, they want to share those interests with other like-minded children of their
age. They regularly use apps such as Instagram [30] and sites like Tumblr to publish
their thoughts and hobbies [82]. According to Rainie [68], approximately a quarter
of teens use Instagram, 1 in 7 use Pinterest, and 1 in 10 uses Tumblr. They are aware
of popular social media sites like Facebook and Twitter; they probably watch their
parents’ use of them regularly, however, most do not have their own accounts yet.
This might be due to the age restrictions that some parents might have placed due to
fear of malicious strangers, since according to Pew research, one in three parents are
concerned about technology use in the last year (2015) [16]. Another reason where
children have limited access to social media accounts is because of the age restrictions
on the sites themselves. Facebook, for example, has a minimum age restriction of 13

years old [18] in order to create an account.

2.2.2 Use of mobile devices

According to Pew research, 74% of the teens in the U.S. 12 to 17 access the Internet on
cell phones, tablets, and other mobile devices at least occasionally as of 2013 [39], 78%
of teens now have a cell phone, and almost half (47%) of those own smartphones [39].
That translates into 37% of all teens having smartphones, up from just 23% in 2011.
Children of this age group rely on mobile devices more than their computers. They
have stopped using it solely for entertainment and started to use it more as a tool to

obtain information [23].

2.3 Technology in the Classroom

Since the early 90’s, use of technology in the classroom has been increasing [67]. By

2009, 97% of classrooms in the US had one or more computers [67], 93% of those
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computers had access to the Internet, and every five students shared a computer [67].
In recent years, many schools allow children to bring their own devices [75], and or
provide them with mobile devices owned by the school [33]. The following is a review
of some of the technology used within the classroom.

The use of Smart Boards within the classroom for interactive teaching and learn-
ing is a popular use of technology [33]. Google Classroom [24] is another recent
example of use of technology within the classroom. Teachers can use Google tools
to share material with students and allow collaboration between students on school
projects. By working on a common Google shared drive, the students are able to
work coherently on a shared project in a one document at the same time [25]. The
above are two examples of the use of commercial technology within the classroom.

In the research domain, Vihavainen et al. [84] proposed the use of a hybrid ap-
proach in children’s primary education. Through the use of both mobile smart phones
and printed books; primary school age students can access extra curricular activities
on their mobile phones. Using the IMediaLink application on smartphones that were
given to the students for the course of the user study. The students would capture
a screenshot of the printed textbook page they are studying. The system identifies
the textbook page, and draws the accompanying exercise. If the students accom-
plished the tasks correctly, the system alerts the teacher automatically. The teacher
used SMS to communicate with the students outside the classroom. Although the
results of the one-week study were positive, with 21 of the 22 students in favour of the
new approach, more research is needed to evaluate this hybrid approach for a longer

duration of time.

2.4 Educational Games

The use of games in education is an effective method for learning [35]. Playing the
game becomes the primary focus of the user and the learning happens on an almost
subconscious level [9]. Children of this age group are unlikely to pick up an educational
game for the sake of learning about a new topic. Unless the game was assigned by
the school teacher, the possibility of them choosing to play an educational game is

low [19]. That is why it is important that apps targeted towards children’s education
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include inherent motivators to allow children to spend time and absorb the intended
learning [8].

Games with an educational intention can have different goals than games created
for children to play just for fun. Games that teach math or other school subjects have
a clear goal that is to educate children in a specific field. However, some games have
an inherent educational nature, even though its main purpose was for fun. A good
example of this type of games is Minecraft [56],which is very popular among 11 and
12 year olds [57]. Through game play, the children learn about social interactions as
they interact with other players online. Additionally, they learn about engineering
as they construct the different buildings of their fortresses. A second example is
Kingdom Rush [32], which relies on the use of storyline and characters. The game
involves strategy, design, fantasy, and financial management, where the players have
to decide on the type of tower to build to secure their kingdom based on the budget
they have and the type of attacking enemy.

2.4.1 Games in the classroom

There are many games that has been introduced in the classroom, we discuss three
examples for this age group.

Through two workshops, Brigas et al. [7] involved elementary students in the de-
velopment of their Simulkids tool. Simulkids is an online modelling and simulation
tool developed to help elementary students understand complex cause and effect geo-
referenced information, through visual and auditory feedback. The researchers tested
the Simulkids prototype and asked for the students’ feedback in developing other
georeferenced scientific concepts.

The work of Danesh et al. [12] builds upon children’s ability (11 - 13 years) to
learn through metaphors, by creating Geney, a collaborative game that allows the
children to learn about genetics with the use of mobile devices. The children each
have their own fish on their device and must collaborate with other children to mate
fish and produce offsprings with specific characteristics. Children were able to grasp
the metaphor of a pond successfully, could explore how characteristics combine, and

understand the genetics concepts.
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Stories can become a great tool for learning and can impact change [72]. Rubegni
and Landoni designed “Fiabot!”, a Digital StoryTelling (DST) iPad application that
helps grades 4 and 5 students (aged 9 - 11) in their story creations. This aspect of
allowing children to create their own stories is important because it feeds into their
creativity. It also allows them to experiment with the idea of how certain actions
lead to certain consequences. “Fiabot!” has been successfully implemented within a

classroom setting.

2.5 Security Education

We now focus on security education since this is the topic of the thesis. We will address
the following issues: general security education, the use of educational comics, and
games that teach about security.

Users are normally interested in accomplishing a task online, and security is not
their primary goal [85] even though it is important. Large Internet companies and
financial institutions have published extensive online help to guide users on how to
protect their online privacy and security. Companies like Ebay [17], Microsoft [55],
Google [26], Paypal [63] offer tips and tools to educate users about security. The
advice they offer focuses on a list of what users should, and should not do. However,
the use of text based recommendations-only advice is ineffective [88]. Low motivation
and poor understanding of online security threats drive users to noncompliance with
security guidelines [1]. Both adults and young users need explanations as to why these
guides and regulations are important and how their actions can diminish vulnerability
to threats. They need to understand in an applied manner the potential negative
consequences that result from ignoring these security guidelines.

In a corporate environment, some companies have deployed embedded training
tools. One example is “PhishGuru” [37], an email-based training system where users
are sent fake phishing emails by the system administrator or from a training company
and must recognize those among their regular email. Although it is not a game, users
are learning while undertaking everyday email activity. So, the learning is happening
in an indirect manner, and the user is exposed to phishing without the real threat

of an actual attack. This allows the user to practice the required level of vigilance.
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When tested in real life setting, PhishGuru proved to be a successful way to teach

users about ways to identify phishing [36].

2.5.1 Comics to teach security

Adults: The use of cartoons and comics has also proven to be an effective method
for learning [59]. Comics help present serious topics like cybersecurity in a light
non-intimidating manner. Security Cartoons [78] are a set of short comic strips that
specializes in educating a general audience about different security topics. Popular
comics such as Dilbert [2], and XKCD [58] also sometimes discuss security issues.
Google Chrome’s use of comics to describe its security features is also a commendable
effort [41]. The 39-page instruction manual is intended to interest the reader in
cybersecurity and illustrate how can they protect themselves while using Chrome.
Zhang-Kennedy, Chiasson, and Biddle [89] designed online comics using metaphors to
teach users about viruses and malware, password guessing attacks, and how to protect
their privacy online, which proved to be an effective in teaching users how to protect
themselves. The results of their user study showed improvement in participants’
retention of the learned knowledge as well as their behaviour in the following days.
Children:  Social Smarts [60] is a graphic novel created by the Office of the
Privacy Commissioner of Canada to help young Canadians better understand and
navigate privacy issues in the online world. The 12-page graphic novel targets tweens
and younger teens. Another example targeted for a younger audience (children aged 7
to 9) is Cyberheroes [87], an interactive e-book that helps children understand about
online privacy risks. Results of their initial user study shows that both parents and

children thought it was a fun and engaging educational tool.

2.5.2 Security games

Adults: An early game in security education is Anti- Phishing Phil [77]. The game’s
interactive approach aims at teaching players ways to recognize suspicious URLs. The
game was effective in teaching players to identify fraudulent web sites compared to a
control group.

The Auction Hero [9] computer game is another example of enabling the user to
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learn security concepts while playing a game. The player is in training to become an
“auction hero” by assembling robots and selling them on a fictitious online market,
while minding the antivirus protection and warding off phishing emails. While man-
aging robot production and sales, the player must be vigilant for malware protection
updates and spoofed emails. The player is monitoring security as a secondary goal,

just as in real life, and this knowledge can be transferred to real life situations.

Control-Alt-Hack [13] is a tabletop recreational card game that teaches security
concepts to computer science students and developers. The game goal is to use
everyday events and turn them into a cybersecurity challenge, where the players have
to learn new information in order to solve the mission. According to Denning et al.,
the creators of Control-Alt-Hack, the use of games allow for exploration and asking
questions [13]. The players are in a fun and relaxed state of mind, which allows them

to engage better with the game’s situations.

Children: Co-Co’s AdverSmarts [45] is an interactive online game designed for
children 5 to 8 years old to recognize the marketing techniques of commercial websites
that target children, in order to build their brand loyalty and improve popularity.
Within the game, children create a website through selecting special features. Co-
Co, the main character, explains how marketers use these features to improve the

popularity of the site.

Privacy Pirates [50] is another interactive online game-based tutorial that intro-
duces children, ages 7 to 9, to the concept of online privacy. The game teaches ways
to distinguish between appropriate personal information to give out and others to
keep private. The children assemble a map that leads to a pirate’s treasure. While
trying to answer privacy and personal information questions on the Internet, children

collect pieces of the map when they make correct choices.

Privacy Playground [51] and Cybersense and Nonsense [46] teach children ages
8 to 10 year olds on ways to decipher marketing ploys online, how to verify online

information and how to observe proper behaviour when dealing with others online.

Gaming Privacy [69] is a hybrid game targeting children aged 10 to 12, where the
players interact with an online video-game along with a physical board-game. The

game was designed in collaboration with 7 children to establish the game’s privacy
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goals and the game mechanics. Within the fictitious setting of “Atlantic” city, players
must determine with which game individuals or companies they should share their
private information. The game also teaches consequential thinking of the different

choices made, as well as autonomous privacy decision-making skills.

Click if You Agree [44] is another game to teach children between the ages of 12
to 14 to develop skills and confidence in how to read privacy policies and terms of
use instead of blindly accepting them by clicking the “I agree” button. The player
selects three privacy related keywords for their scanner. The player navigates among
different paragraphs of the privacy policy text. Once the scanner detects a keyword,
it beeps and flashes. The player must then click on the paragraph that they think

discusses this topic.

2.6 Design Strategies for Games

2.6.1 General strategies

Feedback: Children of this age-group anticipate immediate and frequent feedback
for their actions. They need the assurance that they are performing the right task,

especially when learning new skills [4].

Control: One way to keep children’s attention is to develop unconventional
designs that better suit their taste and imagination. Allow for the children to be in
control of the in-game actions. They should have the ability to affect the game and

guide the sequence of events [15] [29].

Communication: At this age, a game can include simple visual menus and
help functions and expect the young users to use them [8]. Children of this age often
feel comfortable using apps geared towards adults [23]. However, designers have to
still be cognizant of their limited vocabulary. The language used in the interface
still needs to be simpler than for adults [19]. Additionally, children of this age-group
prefer visual designs more than ones that heavily rely on textual presentations [19],

with the use of metaphors for complex concepts [23].
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2.6.2 Learning strategies

On-screen characters: The presence of onscreen characters also acts as a moti-
vator for children to achieve the intended learning within a system. Lester et al. [38]
investigated five different versions of Herman the Bug, from extremely animated with
voice overs to muted type. They found that just the presence of a character onscreen
made the educational game more fun and that students liked to come back to the
game because of its presence. However, caution is needed in regards to the timeliness
and the type of feedback or comments such onscreen characters give, as this can have
an aversive effect [29].

Extrinsic rewards: The use of extrinsic rewards is another motivator, especially
in developing educational games for children [29]. The presence of a scoring system,
feedback, or bonus activities allows the children to engage more fully with the learning
portion of the educational game. Deci and Ryan [73] point out the importance of
having intrinsic and extrinsic rewards working together to strengthen the players’
autonomy. They state that the players’” autonomy is the main driving factor that
will have the greater benefit on the longer run. Peters, in his book Interface Design
for Learning [64], also explains that extrinsic motivation is important when intrinsic

motivation is lacking.

2.7 Summary

With the rise of children’s use of mobile devices and Internet access, there is a clear
need to educate the children on ways to protect their online privacy and security. We
surveyed the literature for alternative ways of educating children. We found that the
use of games in education can successfully teach children in an indirect way and focus
our efforts in this direction.

In the next chapter, we describe the user testing of an online security and privacy
game, then identify areas of improvement to better relate to children’s every day life

and ensure a better learning experience.



Chapter 3

Initial User Study of Existing Game “Jo Cool or Jo Fool”

“Jo Cool or Jo Fool” [47] is an interactive online educational game presented as a
Cyber Tour of twelve mock websites. The game’s goal is to educate children ages 11
to 13 years (grades 6 to 8) about different cyber security and online privacy topics,
including online marketing, e-commerce and data collection, online safety, authen-
ticating online information, and responsible Internet use. It was first released by
MediaSmarts in 2000, and is still used in classrooms across Canada. Players explore
a given webpage and must decide whether it is trustworthy. Players must decide
whether the main characters, siblings Jo and Josie, have made wise decisions with
respect to the websites. By examining each website’s behaviour, the player learns
about some online cyber security risks and how to deal with them. The game can
be accessed via the MediaSmarts® website, with an accompanying section specifically
for teachers, and another for kids.

We conducted an eye-tracking user study to discover areas of weaknesses and
strengths in “Jo Cool or Jo Fool” (JCJF) [47]. This is the first step towards a redesign
of the overall look-and-feel and a content update. The JCJF user study included
semi-structured interviews to better understand children’s usage of the Internet and
their basic understanding of online privacy and security. The interview questions
additionally explored the children’s opinions of the game. In this chapter, we present

the study and the results of qualitative and quantitative data analysis.

3.1 Details of JCJF

The game features two main characters, a brother and a sister, Jo and Josie, who
encounter different “tricky” situation while surfing the web. The players decide if the

Jos made the “cool” or “fool” decision. The game suggests that the players use a

Thttp://www.mediasmarts.com
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checklist of questions to help determine the validity and the safety of each website

before evaluating the Jos’ choice. The checklist includes the following questions:
e What kind of website is this?

e What decision does Jo/Josie have to make?

What should Jo/Josie be looking out for?

Does Jo/Josie make the right decision?

Why or why not?

The JCJF game is a web-based Flash game operating in a fixed 640 x 480 pixel
window. The main colours of the game are red and orange, with white and black
text, along with splashes of red and orange text. The game has animated elements
such as flashing text or flashing buttons indicating where to click on the page. JCJF
is composed of 12 scenarios (Sc 1 through Sc 12), where each scenario take the Jos
through a tricky situation and asks the player to help the Jos make the right decision.
The scenarios are text heavy, where the player has to read through each slide before
clicking on a link that gets them to the next page of text. The game choices are in
multiple choice format. Figure 3.1 shows the JCJF’s landing page, and one full game
scenario. Figure 3.2 shows thumbnails of the remaining 12 scenarios.

According to the teacher’s guide [48], the 12 scenarios can be classified into four

main topics. For a detailed description for each of the scenarios, see Appendix A.1.
1. Online Marketing, E-Commerce and Data Collection

e Sc 1: Splurge Cola.
e Sc 2: CDRama.

e Sc 6: Lotsa Music.
2. Online Safety

e Sc 3: Fast Talk.

e Sc 10: My Home Page.
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vl fchecklist

/i Yo! It's the Jo's. S50 you're
- surfin' the Web now, eh?

Pretty cool stuff. Or not,
depending on your
perspective... What can we
tell ya - we've been
around. So follow us
through a few of our
favourite sites and find out ©
how to make the best of
your online adventures.

()]

Got a thirst?
Let us quench your desire

1 hit Planet Splurge on my
second day on the Net.

‘Why not? You see it on tv -
you see it in the mags -
everybody's drinking it, right?

So | decided to sign up....

Cool Fool?

It

= What kind of Web site is this?
* What decision does Jo have to make?
* What should Jo be looking out for?
~ * Does Jo make the right decision?
= Why or Why not?

TAKE THE TOUR OF ALL 12 5iTES ()

OR GO STRAIGHT TO THE SITE YOU WANT < b

Name:
Age:
Sex:
Address:

Phone Number:
Favorite Band:
Favorite Food:

What you want to do when your parents don't rule you anymore:

Name of your firstborn child will be:
I

Seven lucky friends to receive your Spr

Watcha doin?

First of all, info on the
Web, don't ya wmmmmmmwumu

do with it? Commercial Web sites usually post a “Privacy Policy"~
but don't be a fool! Read it or weep! Splurge Cola wants your
info so they can sell you stuff. And once you give it to them,
they plan on selling your info to other companies so

«can sell you stuff. So read the small print before you blab!

‘Second, think about it. Chances are Splurge hasn't
posted audio clips and set up online chats with stars
lbecause they're cool. They're doing it because they
get paid to do it! Cool means you know what you
like. Get the stuff you want. Only a fool follows the
crowd.

Third, what about those Spread the Splurge

Figure 3.1: (a) JCJF landing page. (b) Main navigation page. (c) through (f) show
the sequence of screens of Scl: Splurge Cola where Josie chooses to provide her
personal information to a commercial website and learns about the consequences.
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Figure 3.2: Screenshots from the remaining 11 scenarios.
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3. Authenticating Online Information

e Sc 4: Homework Nook.
e Sc 5: Teen World.

e Sc 9: Cheap Mail.
4. Responsible Internet Use

e Sc 8: ICU-UCME.
e Sc 11: Voting Booth.

e Sc 12: Essay World.

3.2 Research Topics

We investigated three main aspects of JCJF: its content length, the relevance of its
topics, and the overall appeal of its look-and-feel. For the content length, we explored
whether players were comfortable with the description of the scenarios, choices, and
solutions and whether they were entertained enough to read through all of the text.
Since the game was designed and published in the early 2000s, we explored which
scenarios were still relevant to players’ day-to-day life, and which no longer applied.
Finally, we explored the game’s visuals and overall design. We identified what the

players liked of the game’s design and what could be improved.

3.3 Methodology

3.3.1 Ethics

We submitted a Minimal Risk Ethics Protocol Application in the Spring of 2015. The
Carleton University Research Ethics Board determined that the project met appro-
priate ethical standards as outlined in their Tri-Council Policy Statement: Ethical
Conduct for Research Involving Human, 2nd edition, and the Carleton University
Policies and Procedures for the Ethical Conduct of Research. Ethics clearance was

given on 03 June 2015 until 31 May 2016.
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A. Participants’ Age B. Participants’ School Year

/| Pemale

b

11 year olds

Figure 3.3: Demographics of the 16 participants for the JCJF user study.

3.3.2 Recruitment and Sampling

Participants were primarily recruited locally via Facebook parent and community
group pages. A public announcement of the user study was posted and participants
contacted the researcher via Facebook direct messaging. Siblings from the same
household that fit the age range were welcomed to participate in the study, each
child participant in their own session, apart from their sibling. Sixteen children aged
11 to 14 years (grades 7 to 9) tested JCJF. There were 7 girls and 9 boys. Figure
3.3 summarizes the participants’ ages and school grades. The children reported the
grade they will be attending the following school year as the study ran during the
summer of 2015. One participant’s audio and eye tracking recordings were lost due

to a technical error. We include data of this particular participant where available.

3.3.3 Procedure

Each session lasted 45 minutes on average and was conducted according to the fol-

lowing steps:

1. Consent form: Participants were greeted and parents completed the parental

permission form. Verbal informed assent was obtained from the child.

2. Eye tracker: We used the SMI RED 250 MOBILE eye tracker with one-point
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calibration, along with the SMI Smart Recorder software to record the partici-
pants’ on-screen eye gaze. A webcam with its lens covered recorded the synched

audio.

. Pre-test interviews: The participants were asked questions in a semi-structured
interview. The purpose was to investigate the children’s basic device use, online
and offline. Additionally, we explored their understanding of online privacy and

security topics, and how they protect themselves.

. Pre-scenario questionnaire: Participants completed from two to five multiple
choice questions relating to the scenario. When possible, we used the exist-
ing questions from the game. We devised some supplementary questions for

scenarios where the game questions were repetitive or outdated.

. Scenario viewing: Participants read through the scenario and were encouraged
to think out loud. They read through the whole scenario before moving to the

post-scenario questions.

. Post-scenario questionnaire: Participants repeated similar multiple choice ques-
tions to gauge if they learned any new information from the scenario. The re-
searcher also probed into what they valued most and least in the scenario they

just viewed.

. Post-test interview: The researcher repeated questions relating to understand-
ing of online privacy and security and ways to protect themselves. This was

done to gauge whether participants gained new insight while playing JCJF.

Steps 4 to 7 were repeated for 2 to 3 scenarios as time allowed.

. User feedback questionnaire: At the end of the session, the participants com-
pleted a user feedback questionnaire composed of 5-point Likert scales rating
their perception 1) content length, 2) game scenarios, 3) game play, 4) learning,

5) game fun, 6) game design, and 7) game recommendation.

. Conclusion: Each participant received a $20 gift certificate as a compensation.

The parent received the Debriefing form and signed a receipt of payment.
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The first 4 participants tested 3 scenarios each. However, we discovered that this
took a long time. We had the subsequent participants test with only 2 scenarios.
Table 3.1 shows the number of times each scenario was tested. The order of the

scenarios was randomly assigned to participants.

Scenarios | No. of Views
S1 5
S2 *2
S3 2
S4 *2
S5 5
S6 2
S7 2
S8 3
S9 3
S10 3
S11 5
S12 2

Table 3.1: Number of views for each scenario. *For S2 and S4, we lost the audio and
eye-tracking video recording of one participant due to a technical error, leaving 2 full
data sets and one partial data set for these two scenarios.

3.4 Results

We analyze both qualitative and quantitative data collected, including relevant find-
ings of the SMI’s eye tracking software, to determine the areas of weakness and
strength in JCJF. The data includes participants’ gaze fixations on the different
components of the game, the time to read its contents, and user feedback from the

interviews and questionnaires.

3.4.1 Device Usage and Context

We asked participants about the different ways they get online, and their favourite
sites and applications online. Additionally, we asked about passwords for different
accounts and whether they share them with family members or friends. We also

explored previous knowledge about secure online behaviour and whether they were
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instructed by their parents or at school on ways to protect their privacy online.

We tabulated responses to our usage questions in Table 3.1. Most children used
tablets and computers, primarily for playing games, doing school homework, checking
e-mail, and watching videos. Most participants reported regular use of Youtube and
various game sites to play online games or learn more on how to play a particular
game. They also watch tutorial videos of other players playing the game on Youtube.
Minecraft and Clash of Clans were the most popular games. Participants reported
visiting Youtube for other various reasons, among them watching DIY projects and
listening to music. Checking email was the third most popular activity reported by
participants; Gmail was most popular.

All participants reported having passwords for various devices and accounts. While
10 reported sharing their password(s) with one or both their parents, some reported
sharing their passwords with their siblings as well. Most participants mentioned chat-
ting with their friends online. Google Hangouts was popular, along with iMessage.
All participants mentioned that it is not good to chat with strangers and that they
would refrain from doing it if they were placed in the situation. We gave participants
categories of personal data and asked if they would share this type of information
online. The majority agreed that it is okay to share some general information on-
line, but that they should refrain from mentioning self-identifying information. A
few mentioned that they would absolutely not share any personal information, while
one participant mentioned that it is okay to share the name, age, favourite colour,
and their daily happenings online. The majority of participants had a general idea
of what personal privacy might mean. However, they merged it with online security,
mentioning installing firewalls and not sharing their passwords online. Lastly, we
asked if they had been instructed on safe online behaviour. Approximately half of

participants have had such a discussion with their parents or at school.

3.4.2 Pre- and Post-session Interview

We coded participants’ answers to the pre-and post-session questions with 3 for an
excellent answer, 2 for a marginal answer, and 1 for a poor answer describing ways to

protect online privacy. A excellent answer included advanced ways the participants



No. of Partici-
pants
Devices used Computer/Tablets 10
Laptops 9
Smartphones/Ipods 5
PS3 1
Main uses Playing games 12
Homework 7
Email 7
Watching videos 5
Texting/chatting with friends 3
Listening to music 3
Reading books online 1
Social media 1
Favourite sites Game sites 9
Youtube 6
Minecraft 5
Other: BBC, Online language courses, | 5
library account
Clash of Clans 4
Social media: Facebook, Instagram, | 2
Pinterest
Netflix 2
Gmail/others 1

Table 3.2: Participants’ device usage, main uses and favourite sites.

23
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No. of Partici-
pants

Password practices Have a password protected ac- | *15

count(s)
Share password with parents, | 10
and /or siblings
Online Privacy Under- | Understand what online privacy | 13
standing is
Chat with friends online 9
Have had a discussion with an | 7
adult on ways to protect online

privacy
Sharing Personal In- | Okay to share some personal info | 9
formation Online with people online

Not okay to share personal info | 5
with people online
Okay to share personal info with | 1
people online

Table 3.3: Participants’ password practices, and their understanding of online privacy.
*Missing data for P5 due to technical error.

protect themselves online. For example, P7 mentioned how she is careful not to
reveal her full name, and how she uses a fake name for her Instagram account. A
marginal answer covered basic ways the participants protect themselves online. For
example, P6 explains that in order to protect your online privacy, you make a very
hard password that is hard to guess, you should use multiple passwords for different
accounts. A poor answer showed a lack of knowledge of the basic ways to protect
their online privacy. Figure 3.4 shows that half of participants displayed similar levels
of knowledge before and after playing JCJF. The other half increased their knowledge

of online privacy.

3.4.3 Pre- and Post-scenario Questionnaires

We focused on one repeated multiple choice question per scenario. On five out of the
12 scenarios, participants answered correctly on both instances (see Figure 3.5). Two
scenarios showed an increase in correct answers. However, performance decreased

on three scenarios; it is unclear why this happened. For example, one quiz question
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Figure 3.4: Scoring of answers for the pre-and-post test questions on online privacy
1 = poor, 2 = marginal, and 3 = excellent. *P5’s audio recording was lost.

asked for reasons why the Internet is so appealing to marketers. The choices included
that it is popular with kids and teens, that the spending power of kids and teens is
worth billions of dollars, and all of the above. Two participants tested this scenario
and initially chose the right answer (all of the above). However, one subsequently

chose just one option.

3.4.4 Reading Times

Figure 3.6 illustrates the mean reading time for each participant. Averages ranged
from 99 seconds to 378 seconds (M = 208, SD =82.62), illustrating significant vari-
ance in reading abilities. We found that participants’ age generally influenced reading
times: participants with the slowest reading times were between ages of 11 and 12,
while most of the fastest readers were 13 years old. However, there are some excep-
tions; P7, who was the fastest reader, is 11 years old, and P8, who is 13 years old,
fell within the middle range.

Figure 3.7 shows the mean reading times per scenario. Sc 2 and Sc 4 show the
data for one participant only, as the second participant’s (P5) screen recording data

was lost due to a technical error. From Figure 3.7, we notice that Sc 8 has the
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' increased learning

Figure 3.5: Pre-and-post scenario questionnaire responses. Responses were scored and
the bar graphs represent the number of participants who answered the right/wrong

answer.
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Mean reading time

P1 P2 P83 P4 P5* P6 P7T P8 P9 P10 P11 P12 P13 P14 P15 P16

Participants

Figure 3.6: Participants’ mean reading times per scenario in seconds. P5’s data was
not recorded.
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Figure 3.7: Scenarios mean reading times.

slowest reading time. Our observations suggest that participant variability had a
larger impact than any inherent characteristic of the scenario; for example, the three

participants (P6, P11, and P14) that tested with Sc 8 were simply slow readers overall.

3.4.5 User Feedback

Participants completed a user feedback questionnaire and provided verbal feedback
during the session. Figures 3.8 through 3.14 show stacked bar graph plotting 5-point
Likert scale responses (1 = most negative, 5 = most positive) to these questions
evaluating their opinion of the game. We present these results contextualized with
the participants’ comments as they played the game.

Content length: Participants rated content length on a scale from Long to
Short. Most participants rated the content as somewhat short (M = 3.56, SD =
0.62) (see Figure 3.8). This is in contrary to what we observed, especially as the
younger participants read through the material. We noticed that they were hesitant

or not as excited to read one paragraph of text after another. One participant (P14)
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kept asking: “do I read this as well?” while going through the game. P2 mentioned
she disliked that some scenarios were so long. She also suggested that some of the
words be simplified. P3 noted that some content was displayed in a primitive way.
For example, some scenario websites stated “Click here, to learn how to hack,” or
“Click here to access the latest gossip news.”, which he found “dumb.” P8 described
how reading is not one of his strengths, and how the lengthy content was his least
favourite game aspect. One of his recommendations was to make the text a little bit
shorter so that he would be able to read it better. Lastly, P4 also stated that showing

less text would improve the game.

Game scenarios: Participants rated the scenarios on a scale from Boring to
Interesting. Figure 3.9 shows that most of the participants found the scenarios inter-
esting (M = 3.87, SD = 0.88). They liked that the scenarios depicted real situations
for real people. P4 mentioned that her favourite portion of the game was the sce-
narios. P8 also liked learning details of what is dangerous online behaviour and its

consequences. He said that he learned quite a lot through the game scenarios.

Game play: Participants rated the play on a scale from Boring to Exciting. As
shown in Figure 3.10, most participants were neutral with respect to their game play
experience (M = 3.43, SD = 0.81), with one third of participants responding more
positively. P6 in particular mentioned how she liked playing the game and she was

excited to learn about the different game scenarios.

Amount of learning: Participants rated how much they learned on a scale from
Nothing to A lot. One quarter of participants self-reported that they learned a lot
from playing the game; the rest chose either neutral or negative options (M = 3.03,
SD = 1.04) (see Figure 3.11). P6 mentioned that he learned a few things, but when
asked to specify, he could not remember what they were. P8 noted that he did learn
something new in Sc 12, when Jo’s friend received a low grade for plagiarizing his

essay.

Game fun: Participants rated the game on a scale from Boring to Fun. 11
participants chose the somewhat fun and fun options (M = 3.62, SD = 0.95) (see
Figure 3.12). From the post-game interviews, participants liked the game scenarios,

and found their details fun.
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Figure 3.8: Likert scale responses for “The content was Long to Short”.
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Game design: Participants rated the visual design of the game on a scale from
Ugly to Nice. We found that most of the participants were not in favour of the game
design (M = 3.62, SD = 1.08) (see Figure 3.13). They particularly did not like the
design of some of the “fake” websites encountered. For example, P1 mentioned that
she did not like the Splurge Cola website from the Sc 1 (see Figure 3.1). P3 suggested
that we make the game look a little newer. He also commented on how the game
displays on a small portion of the screen; he would like it to fill the whole screen and

adjust from one screen size to another.

Recommend game: Participants indicated whether they would recommend the
game to friends on a scale from Never to Absolutely. Figure 3.14 shows that 11
participants chose “Absolutely” (M = 3.87, SD = 1.14). However, when verbally
asked if they would recommend the game to their friends several were unsure (e.g.,
P7, P16).
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Figure 3.11: Likert scale responses for “How much did you learn? Nothing to A lot”.

Game Fun

9 2

Boring a m Fun

Figure 3.12: Likert scale responses for “The game was? Boring to Fun”.

Game Design

2 5

o KUY ) 5] nes

Figure 3.13: Likert scale response for “The game design was? Ugly to Nice”.
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Figure 3.14: Likert scale response for “Would you recommend this game to a friend?
Never to absolutely”.

3.4.6 Eye Tracking Data Analysis

Using the eye tracking data, we analyze if participants were drawn to certain elements
of JCJF. We explore whether colours, pictures, and animations caught their gaze.
Finally, we examine the reading patterns. We manually examined each participant’s
gaze through the eye tracking recordings.

Using the eye tracker, we were able to capture the participants’ gaze. Data was
then analyzed through the heat mapping function provided by the eye tracking soft-
ware and translated into a coloured map that appears on top of a still image. The
colours range from red to orange to yellow to green represent the areas where the
participant gazed most to least, respectively.

Scan paths also track the participants’ gaze to the different locations around the
screen. Larger circles represent more time spent continually gazing at that area. The
dots are connected with a line showing the order of where the participant looked on
screen.

Faces: Participants were drawn to the faces of Jo and Josie through out the game,
especially when the Jos were making eye contact with the camera. Figure 3.15 shows
a heat map of P8’s screen gaze. The heat map illustrates how Jo attracted as much
attention as the text. Figures 3.16 and 3.17 show scan paths for P1 and P6. They
illustrate how Josie’s face is getting a fair amount of attention as the participant
reads the text. Participants focused on reading when either Jo or Josie had their eyes
almost closed or averted, as illustrated in Figure 3.18. Similarly, Figure 3.19 shows
the game’s landing page with Jo and Josie looking at each other, and the player barely

glances at them. In both cases, Jo and Josie’s eyes are either closed or looking away
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Figure 3.15: Heatmap showing a participant’s fixation on Jo’s face.

from the players, which makes the players less compelled to look at them.

Text styles and Layout: Text styles and layout played a major role in the
design of JCJF. Figure 3.20 shows how the title “cheapmail.com” and the slogan
underneath introduced a hierarchy to the page. P15 then notices the navigation links
underneath the title and immediately moves to the “What’s Jo thinking?” button.
Here, the participant’s gaze was guided by the designed text hierarchy. We note that
the large block of explanatory text was mostly ignored as the participant made sense

of the page through other design elements

Game navigation: The game navigation was sequential, with a single link that
either changed colour on hover, or blinked (see Figure 3.1b). In general, participants
were annoyed that although most of the scenarios looked like real websites, they were
not active. Sc 5 was particularly frustrating to participants. Figure 3.21 shows the
scan paths of P2 who unsuccessfully clicked on links within the website because they
expected it to behave like a real website. Sometimes the actual link was not obvious,
like the one found in Sc 11 (Figure 3.22). The active link is “schools” link on the
right hand side of the screen, located in the middle of what looks like the website’s
menu. Even though it was blinking, we noticed that the participants required multiple

attempts to find the right link.
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Figure 3.16: Scan path showing a participant’s fixation on Josie’s face.
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Figure 3.17: Scan path showing a participant’s fixation on Josie’s face following a
zig-zag reading pattern where they read some, look around, and read some, and look
around again.
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Figure 3.18: Scan path showing a participant’s fixation on the text alone without
referring to Jo’s face, following a line-by-line reading pattern
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Figure 3.19: Scan path showing a participant’s fixation on the forward arrow to move
them to the next screen, while ignoring the Jos who were not making eye contact
with the camera.
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Figure 3.20: Scan path showing a participant’s fixation of the Cheapmail scenario.
Participants were drawn to the title and the coloured button at the bottom of the
screen. They spent time exploring the navigation buttons at the top, but skipped the
plain text treatment of the body of the email.
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Figure 3.21: Scan path showing a participant’s fixation of the Teenworld.com scenario.
Scan path shows how participants spent considerable amount of time trying different
link options but were not successful as the Teenworld.com site was not active. The
red diamonds represent the participant’s clicks.
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Figure 3.22: Scan path showing a participant’s fixation on the left hand side tab
trying to find out the navigation to the next page. Scan path shows how participants
gazed at other links on the left hand side of the screen, while not noticing that only
the “schools” link that blinked in red is active.

Reading patterns: Line-by-line: Most participants read the game scenarios
line-by-line, as demonstrated in Figure 3.18. Next, they located the navigational

arrows to figure out the next step.

Zig-zag: Some participants followed a zig-zag reading pattern in the sense that
they would read, drift their gaze to another object on screen, then come back to
reading, as illustrated in Figure 3.17. The zig-zag pattern was particularly evident
in slow readers who frequently asked if they had to read dense text (e.g., P14). In
some instances, participants started with a zig-zag, read line-by-line, zig-zagged a few
times in the middle, then continued line-by-line until the end. Figure 3.23 illustrates

such a mixed reading pattern.

Skimming: The game contained dense text areas. Sometimes, participants
skipped reading certain screens altogether. Figure 3.24 illustrates how P9 skips from
the beginning of the page to the bottom while reading only a few words in the middle.
This particularly happened in Sc 10 as it had the densest text.
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Figure 3.23: Scan path showing a participant’s line-by-line and zig-zag reading pat-
terns. Participants some times relied on such mixed reading pattern to take a break
from dense text areas.
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Figure 3.24: Scan path showing a participant’s skimming over text areas. This screen
came as the 4th page of the long Sc 10 (see Figure 3.2j-1).

3.4.7 User Feedback Questionnaire

The following section discusses the participants’ answers to what they liked, disliked,
and recommended as improvements.

Likes: Participants generally liked the game. For example P6 said: “I like the
game and I wanna play more of it.” They appreciated the real-life scenarios, and how
the scenarios gave detailed description of what could happen based on the Jos’ choices
(P4 and P8). Some participants appreciated advice on identifying a malicious website
or situation and felt that they learned a lot from it (P1, P3, and P14). They enjoyed
choosing whether certain actions were “cool” or “fool” by identifying whether this was
a good or bad situation (P2 and P16). P10 appreciated how the roles were equally
split between a boy and a girl, and P12 liked that Josie was the one correcting Jo’s
actions. P11 liked how JCJF forced them to think about the different scenarios and
make a choice, while P16 commented “I like how the game didn’t tell you everything,
and you have to think about what you're reading and not just browse through it.”
Lastly, participants appreciated the variety of scenarios.

Dislikes: Overall, the participants were really hesitant to mention what they

disliked about the game. However, P15 mentioned that he probably would not have
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played the game if it was not for the sake of the user study. P1 did not like the look
and feel of Sc 1. P3 thought all the websites in JCJF seemed really “dumb”, and
included dumb statements like “Learn how to hack here!” (Sc5). P10 questioned
whether the two scenarios she tested were age-appropriate and thought that they
introduced wrong ideas to young children like herself. For example, she noted that
Sc 12 introduced the idea of plagiarism to young children, “Now, I know that I could

b

find essays online.” She thought that Sc 3, introduced the concept of online dating
to an audience that is much too young like herself and that this should be introduced
to 18 year olds. P10 similarly kept repeating: “huh, I thought online dating is for
older people, like 30 year olds.”

The length of the scenarios was a main concern for several participants (P2, P4,
and P8). We observed other participants also frustrated with the length while reading
the scenarios. P14 repeatedly asked, “do I have to read this one too” for every new
page.

Things to improve: Some participants articulated clear recommendations for
improvement. P1 suggested showing example sites that are safe and others that
are malicious and asking players to tell the difference between them. P2 suggested
changes to some of the wording, as she found some text unclear. P3 wanted to
increase the difficulty by making the correct options less obvious, and he wanted to
make the game look a little newer. P4 and P8 suggested larger text that is shorter
and more fun to read. P8 mentioned that he preferred manipulating things rather
reading about them. P11 reiterated concern about the age appropriateness of the two
game scenarios she played. She mentioned that the game should be better suited for

an 11 years old.

3.5 Summary

In this chapter, we tested JCJF with 16 participants to identify areas of weakness
and strength. Results show the participants liked certain aspects of the game and
disliked others. They liked the fact that the game is scenario based and shows a
brother and sister. They disliked the fact that the scenarios and the overall look-

and-feel of the game is outdated. Some participants thought scenarios like online
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dating (Scl10) were not appropriate for their age group, and deemed it for older
teenagers, like 18 and older. Eye tracking data showed the participants were drawn
to certain design aspects, like faces. Participants disliked the dense areas of text
throughout the JCJF scenarios. This appeared in both their verbal comments and
their reading patterns. Verbal comments like: “do I read this as well?” were repeated
often, especially in dense areas of text. Skimming and zig-zagging were two of the
main reading patterns that participants relied on when faced with large content to
read. Participants’ questionnaire responses were in favour of recommending the game
to their friends, however, when verbally asked, they mentioned that they probably
would not recommend it to any of their friends or spend time playing it if they
stumbled across the game outside of the user study. In the next chapter, we explain
the redesigned game where we combine this study’s results and the participants’

feedback in designing the new game.



Chapter 4

Design of the new game: “A Day in The Life of the Jos”

Building on the findings of the previous user study, we devised a new direction for
the existing game. Following the ADDIE instructional design model, we iteratively
designed a new game called “A Day In The Life Of The Jos” (ADITL). We identified
our typical end-user, the environment where the game will be implemented, and game
elements that will appeal to our age group. The game needs to include educational
elements to ensure the learning [8]. In the following sections, we explain the redesign
process, the new game prototype, the design objectives, the analysis of the prototype,

and the selected game mechanics.

4.1 The ADDIE instructional design model

According to Gustafson and Branch [28], instructional design is a method that helps
in developing educational material in a uniform way. ADDIE! [28] is a framework to
guide the process of developing instructional material. The 5 phases of the ADDIE
model are: Analysis, Design, Development, Implementation, and Evaluation. The
ADDIE model was first built as a waterfall process [6], where each phase had to be
fully completed before initiation of the next phase. However, this process has evolved
to be iterative [28]. Figure 4.1 shows the latest version of ADDIE and the relationship
between phases. Here are the 5 phases in greater detail:

Analysis: The designer identifies the instructional problem to be solved and out-
lines it by exploring the targeted audience, their current knowledge, and the desired
learning goals. The designer also identifies any constraint issues and the delivery
options.

Design: During the design phase, the designer transfers the learning goals from

the analysis phase into different Ul prototype options. Scenarios and content are

lacronym stands for the 5 stages of instructional design

42
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Figure 4.1: The 5 phases of the ADDIE instructional design model. Figure adapted
from Wikimedia Commons [11].

mapped out, and anchored around the learning goals. The designer starts to gen-
erate the overall look and feel of the Ul and defines the user experience according
to the previously determined learning goals. Low-fidelity prototypes are generated
to iteratively test the concepts and visuals. This is done to ensure the design meets
the requirements of the target end-users (both learners and educators). Constraints

highlighted in the Analysis phase are addressed and solved.

Development: The designer and developer work together to create a medium-
fidelity prototype of the educational material. Both the visual Ul and back-end
development are addressed. An iterative process is particularly important during this
phase, to refine the prototype and ensure reaching the originally outlined learning

goals.

Implementation: Once the designer has obtained a working version of the
blueprinted design, the prototype is implemented and tested with real end-users.
Through an iterative design process, the designer goes back and applies updates and
fixes necessary based on usability testing. The implementation phase might have
multiple rounds of testing and fixing issues to produce a finished or close to finished
version of the Ul. Testing is extremely important during the implementation phase

because it ensures that the finished product is fully functioning and bug-free before
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deployment at the intended venues.

Evaluation: Formative and summative evaluations are two important aspects
of this phase. Formative evaluations are carried out at every stage of the ADDIE
process. Both quantitative and qualitative evaluations are utilized to gather feedback.
The feedback is then incorporated in the design. Summative evaluation are normally
performed on the finished version of the instructional product and they aim to measure

the success at reaching the educational goals among the target audience.

4.2 Analysis Phase

Following the ADDIE instructional design model, we started with the analysis phase.
We describe our choices and their reasoning in the following sub sections. We de-
fined the design objectives for the new game. We identified the gamification elements
that would encourage children to play ADITL for the duration of the game session.
We identified the intended age group, since this will be the driving factor for the
educational elements and the game components. We conducted several initial brain-
storming and design sessions with MediaSmarts to determine the general direction of

the game.

4.2.1 Intended audience

Our first goal in the game’s redesign was to identify the new target age group, as we
established in Chapter 3 that the age group (11 to 14 year olds) for JCJF is too wide.

We narrowed the audience to 11 and 12 year olds with feedback from MediaSmarts.

4.2.2 Educational goals

After initial assessment of the existing game, we discovered that some of the online
privacy and security topics of JCJF do not apply for this younger age group (e.g.,
online dating). In consultation with MediaSmarts, we settled on 5 topics to address
in the new game. As educators with many years of experience in this space, we relied
on MediaSmarts to make the final decision on what would be the proper behaviour

for each in-game choice and its consequences. We define each topic and discuss their
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respective educational goals:

1. Cyberbullying: According to the general definition of cyberbullying [53], it is
the act of bullying someone through electronic means (e.g., by posting mean or
threatening messages about the person online). Rivers and Noret’s study sug-
gests an increase in cyberbullying in recent years [71]. We focused on teaching
the children how to handle tricky situations like being a witness to someone
being teased online. Other skills include learning to check the facts to avoid
rumours, and assessing possible consequences of their actions before posting any
content that can be used against others. They also learn to avoid contributing
to cyberbullying, and different ways of remedying a bullying situation, whether

online or offline.

2. Data mining: Data mining is the active harvesting and use of information
from users by third-party sites without the knowledge of the user [83]. The
educational goals for this topic include identifying tactics used by online mar-
keters to gather personal information. The advice includes for children to avoid
online registration forms requesting personal information to access “fun” areas
of a site, to be wary of quizzes and surveys that are used to determine the pref-
erences and attitudes of young consumers, and to avoid contests in which the
children are required to submit personal information to enter or win prizes. An-
other scenario teaches children to be aware of chat environments where children
may be asked for personal information in order to join a chat, or where children
may inadvertently post personal information while chatting. Finally, the sce-
narios explain how marketers create customer profiles and deliver customized

information to young visitors.

3. Internet privacy: Online privacy is the user’s right to preserve their per-
sonal information from being shared or stored, or sold to third parties [3]. The
educational goals for this topic include practicing secure behaviours such as
careful use of passwords, logging out of accounts, and setting privacy controls.
It also includes advice on appropriate content to post and avoiding accidentally

revealing personal information.
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4. Image sharing: Photo sharing is the posting of personal and others’ photos
online. The overall message in this topic relates to understanding the rami-
fication of sharing images and videos of others online. The educational goals
include obtaining others’ permissions before taking or using their photos, edit-
ing pictures (e.g., blur out faces) if sharing images of others without consent,

and controlling who views the shared images.

5. Verification of information from online sources: Children frequently rely
on online sources to research a topic for school assignments or personal knowl-
edge. However, little effort is being placed in teaching children on how to verify
the accuracy and ownership of the information they find online. Lessons focus
on appropriate use of copyrighted material, checking sources of information,

and cross referencing information through multiple sources.

4.2.3 Entertainment goals

According to Kapp [35], using game elements in an educational environment acts as
a strong motivator for children to learn about new topics. Given that learning about
privacy and security are not typically a primary goal [85], a main strategy for ADITL
is to add fun and entertaining elements to increase children’s engagement. Although
JCJF is somewhat fun, it includes few game elements. There were no incentives

encouraging children to explore the game.

4.2.4 Conversation-provoking goals

A third aspect of the analysis phase of the ADDIE process is to look at the context
of use. JCJF is still in use within classrooms, and the new game will also be used
within the same setting. At school, children might be interacting with the game
individually or in groups. Either way, the game design should encourage conversation

to encourage students to reflect on the content and relate it to their own experiences.
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4.3 Design Phase

From the JCJF game we decided to keep the two main characters, brother and sister,
Jo and Josie, because participants of the JCJF user study appreciated seeing them
interchangeably throughout the 12 game scenarios. Participants also liked the fact
that JCJF is scenario-based. They liked following the Jos through the different sce-
narios and deciding whether their actions are cool or fool. For that reason, we kept
ADITL scenario-based as well. However, scenarios in ADITL are tied with a calendar
day, where each calendar day addresses a specific topic through five scenarios.

The ADITL topics are similar to JCJF’s, teaching children how to protect their
online privacy and security. We used feedback from the JCJF study and surveyed
current issues in online privacy and security that pertain to the safety of children.
We worked closely with MediaSmarts, the organization that released JCJF in early
2000s, concerning which topics to include. We divided the ADITL into 5 days, each

addressing a different topic.

4.3.1 Game topics

Game Topics: Each topic/day has five different scenarios reflecting nuanced situa-
tions, where players have to carefully consider each option in order to make the best
choice. Appendix A.8 includes the 25 game scenarios across the five topics.

The 5 days cover the following topics, which align with the educational goals from

Section 4.2.2:

e D1: Cyberbullying

e D2: Data Mining

e D3: Internet Privacy

e D4: Image Sharing

e D5: Verification of Information from Online Sources
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4.3.2 ADITL overview

When testing JCJF, we noted that participants enjoyed helping Jo and Josie make
the “right” decision. For the new game, we chose to follow the Jos through the events
of their day, and having the player help the main characters make positive choices.
From the main landing page, as shown in Figure 4.22, the player can choose one
of the five game days. Each day (Figure 4.3) contains a sequence of scenarios set
at different times throughout the day. The player must complete the scenarios in
chronological order; with subsequent scenarios available only once the preceding one
is complete. The player starts by clicking on the first scenario, the only clickable box.
This will trigger the scenario’s first scene (Figure 4.4), followed by the closeup view
(Figure 4.5), and finally ending with the choices view (Figure 4.6). After the player
chooses an option the newsfeed tab will pop open reflecting the consequence of the
choice on Jo or Josie’s social media feed (Figure 4.7). At the end of each day (five
scenarios covering one topic), an overlay screen appears, reviewing the player’s choices
and consequences as a summary for that lesson (Figure 4.8). From the calendar, the
player can play other days, or end the game session.

Landing Page: The ADITL landing page is a calendar (Figure 4.2). Active
calendar dates use red text to indicate that they contain scenarios, changing to pale
yellow on a grey background on hover. Clicking on each active date leads to a zoomed
in view of that particular day’s scenarios.

Day View: Each day (Figure 4.2) is composed of 5 scenarios that happen
sequentially at different times of day. Scenarios become active only once earlier sce-
narios are complete. Similar to the main calendar, an active time is coloured in red
and sits on a dark grey background on hover. We currently have five active days,
labelled D1 to D5.

Scenarios: The scenarios revolve around situations where the Jos are faced with
tricky choices. The player has to help the Jos make the most appropriate decision.
The scenarios are meant to train the children on how to identify these situations and

how to use critical thinking to reach the most appropriate response. As an example,

2Figures in section 4.3 are from a later prototype and are used here to better illustrate the
concepts.
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Figure 4.2: The main landing page of ADITL. A calendar shows the active days
containing scenarios in red.

when Josie sees a post on her social media page saying that school busses are cancelled
(Figure 4.4) and she must decide whether to trust this information. Options include
checking with her friend who posted the picture and message, searching online to
make sure that the information is correct, or checking the date of the post to ensure
that it is recent. In this case, the second choice is the best decision. All three choices
imply that it is best to verify information that you see online, but some methods are

more trustworthy.

4.3.3 Game mechanics

We selected the game mechanics based on principles of game design [86] [35] [70] [22].
We focused on mechanics that would encourage players’ engagement while learning
about online privacy and security issues and meet our entertainment and conversation-
provoking goals from the analysis phase.
The following game mechanics were incorporated into our design:
Consequences: A consequence is the outcome of a certain action that the player
takes in a game, where different outcomes are assigned different values [14] [22]. The

main objective of the game is for players to realize that there are consequences for
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that it is a snow day.
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every decision they make. For example, a decision with a positive consequence can be
that Jo or Josie gets a compliment or makes a new friend on their social media pages.
While the children are going through ADITL, they can discuss the options to deter-
mine the ideal solution and consider the possible consequences of each choice, then
reflect on the outcomes. ADITL scenarios are intended to reflect children’s everyday
life. This should also encourage children to share their personal experiences as they
are going through the game. Each game choice results in visible consequences for
the characters and we anticipate that these will be a discussion generator among the
children. Often, appropriate choices are not immediately apparent and may have un-
expected consequences. The game helps the player understand different consequences

of their actions through feedback, as discussed next.

Feedback loop: Feedback is used to guide the players towards the correct out-
come. Feedback is most effective when indicating that the chosen action was incorrect,
without explicitly telling them the right action [35]. In ADITL, feedback accentuates
the positive or negative consequences that occurs based on the player’s choice. We
add score keeping and a feedback loop [35] as two main features of the new game; re-
search has shown that both were successful in encouraging players to continue playing
a game [35]. In ADITL, score keeping is represented with a small score board located
on the top right of the game screen, and appears on all the pages of the game. The
score increases every time the player makes a right choice. Each choice is worth 0, 1,

or 2 points, with players trying to gain the highest total score.

A newsfeed displays positive or negative consequences for Jo and Josie and allows
the player to see the direct impact of their in-game choices on Jo and Josie’s life. The
newsfeed located on the top right side of the game’s screen; it slides open once the
player makes a choice and shows the repercussions of the player’s choice as they unfold
on social media. Both the score and the newsfeed are meant to engage the player and
communicate the consequences of their in-game choices. They are meant to be used
as educational tools in an indirect manner. Additionally, a pop-up message further
explaining the consequences of the player’s choice appears onscreen at the end of the
scenario. Once the player is done reading, they can close it at their own pace. The

pop-up message is meant to accentuate and reinforce the learning, in case the player
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did not fully notice the changes which happened on the Jos’ newsfeed as a result of

their choice.

We intentionally created nuanced situations to teach the children how to respond
to situations where the answer is not clear. For example, in the first scenario of D1 -
cyberbullying (Figure 4.5 to Figure 4.7), Josie receives a text message that her friend
Cindy has a crush on Brian. The screen then changes to show three choices: 1) Check
with the sender of the message on its origins, 2) Share the news with her brother Jo,
3) Post a nice comment on Cindy’s page. Each choice carries a positive or negative
consequence and a certain score. If the player chooses the third choice (Figure 4.7),
for example, then the player gets 0 points and the newsfeed updates to show Josie’s
post (Figure 4.8). A post appears from Cindy blaming Josie for leaking a secret.
Then a third post appears, saying that Cindy unfriended Josie on her social media
page.

As a more direct educational feature, each day ends with a summary page re-
iterating the player’s choices and commenting on the appropriateness of each. The
player gains perspective of the day by reviewing a summary of all their choices for

that topic.

Achievement: Achievement in a game can be provided in the shape of badges,
points, and/or reward points [35]. Achievement is important as it acts as the extrinsic
motivator for the player to continue playing the game. By tracking their achievement
throughout the game (by following the game score), players are motivated to continue
playing once they got a score point. In ADITL, the “right” choice will gain them 2
points, the less optimal choices provide 1 point each, and the “wrong” choice earns 0

points. A higher the score indicates that the player is doing well.

Humour: Humour relaxes tension during learning [54]. It also acts as a trust
builder, especially in learning situations [10]. Humour is especially important in
game design, where it communicates to the player the message that “I am like you”
and encourages the player to bond with the game characters. In ADITL, different
scenarios carry humorous aspects to maintain a lighthearted mood throughout the
learning. The characters find themselves in funny situations, illustrations depict hu-

morous details, and the newsfeed posts include funny comments and images. The Jos
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Figure 4.6: Second scene of the first scenario in D1
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Day 1 Summary

9:08 : Josie received a text message that her friend Cindy has a crush on
Brian.

Josie posted on Cindy's walL (0 points)

Qops.... Josie might want to hear the news from Cindy first before sending out congrats.
Cindy was really mad and embarrassed about the rumour going around and was annoyed
that Josie would post something about it without asking her first.

11:10 am: Jo checked out VidWow and saw that his friend Jay has posted
an embarrassing video of their friend Ben with a funny comment
underneath. Other people also joined in with nasty comments.

Figure 4.9: The end of day summary. The player can scroll to see all of their choices
with scores and feedback.

face humorous situations and consequences in each of the game topics. For exam-
ple, Figure 4.10 shows a funny photo of Sofia taken by Josie, and Figure 4.11 shows
Josie with disheveled hair at a slumber party; both are mildly embarrassing situations
that players may have experienced or could imagine themselves experiencing in real
life. We made sure that the humour did not dilute the learned lesson behind each

situation.

4.4 Development phase: First ADITL prototype

First ADITL Prototype: As a first prototype, we focused on two aspects where
feedback from users would be most useful. We devised visual design alternatives and

we developed the storyline for the first day of the game.

4.4.1 Visual design

We developed 3 different visual designs for ADITL. Based on participants’ feedback
of the old game, we kept the two main characters Jo and Josie, but updated their ap-
pearance. We designed three concepts with different look-and-feel for the characters,
colours, and backgrounds. Figures 4.12 to 4.16 show the three concepts. We user

tested the three designs to decide on the most appealing characters and visual style.
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taking picture of her friend Sofia screaming because a butterfly landed on her face.
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Figure 4.11: Scene from the online privacy scenario showing Josie looking disheveled
at a slumber party.
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JOSIE & JO

Figure 4.12: First Concept’s calendar landing page.

Figures 4.12 and 4.13 show the First Concept, with younger-looking Jos. The
colour scheme is blues and earthy reds. The landing page shows the calendar view
with few active game days in red. Each game day represents one of the privacy and
security topics (see Section 4.3.2 for a detailed description of the game topics). Once
the player chooses a game day, they are presented with a day view (Figure 4.3).

Figure 4.14 shows the Second Concept with only the landing page, since the layout
is similar to the First Concept. Difference include the colour scheme, the use of icons
for the different days/topics, and the appearance of the Jos, who are shown full figure
and appear older. Figure 4.15 and 4.16 show the Third Concept with a different
look-and-feel. Here Jo and Josie also look older than in the First Concept. The
background is a blurred photo, which adds more depth than the two-dimensional
illustrated backgrounds of the First and Second Concepts. The calendar days on the

landing page are bubbles rather than square. The day view follows the same style.

4.4.2 D1 storyline

For the first prototype, we developed the storyline for D1, where the Jos must deal

with cyberbullying situations. The scenarios were composed as written stories and
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Figure 4.14: Second Concept: The landing page of the second concept, including
icons on the active calendar days.
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ended with a question about what Jo or Josie should do in the given situation. The
scenarios had no visual representation at this stage.

In the first scenario, Josie receives a text message saying that one of her friends
has a crush on another boy in the class. Josie is faced with a decision to spread the
rumour further by sharing it with her brother, checking with the original sender of the
message on the validity of this news, or congratulating Cindy directly on her social
media page. For scenario 2, Jo’s friend shows him a video taken last week of another
boy in class; the boy was sleeping and others drew all over his face with markers.
The scenario asks if Jo should add to the funny comments written about the video,
or should flag the video as inappropriate, or should post a comment supporting the
abused friend. In the third scenario, Jo is working on school’s yearbook and comes
across an old photo of the principal with a funny hair style. Jo considers whether to
publish the photo in the school’s yearbook, or share the photo with his friends only,
or to check with the principal if it is okay to publish the photo. The fourth scenario
portrays Jo watching a conversation among his basketball teammates on their online
group chat. Team members are attacking Matt and accusing him for letting them lose
the last game. Jo’s choices are to standup for Matt by writing a comment telling the
team to stop harassing him, leave the group chat before the rest of his team members
notice his presence, or send Matt a private message giving him moral support. The
fifth scenario shows Josie at home playing an online game with her team members
when she notices a verbal attack on her brother Jo from a player from another team.
Josie, as leader of her team, is faced with the following choices: reprimand the player
for his behaviour and ask her team to mute him, stand up for Jo and attack that
player in return, or tell her team to start trash-talking the player. Appendix A.7
offers a full script of cyberbullying day.

4.5 Evaluation Phase 1: Pilot Study

We conducted a pilot user study to test the likability of the three different concepts
for the ADITL game. We tested with eight participants aged 10 to 12 years. We
recruited four new participants and we asked four participants from the JCJF study

to return so we could get their insight on what they thought in comparison with
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A. Participants’ Age B. Participants’ School Year

11 year olds

Figure 4.17: Demographics of the eight participants of the pilot user study.

JCJF. The participants were evenly split, four boys and four girls, with an average
age of 11 years. Figure 4.17 illustrates the ages and school grades of the participants.

We recruited participants using the same method as in the previous user study, via
Facebook parent and community group pages. A public announcement was posted
and participants contacted the researcher via Facebook direct messaging. Returning
participants were contacted by the researcher via the same method.

The study took place in local public libraries and community centres as convenient
to the participants. This study is a continuation of the previous study, which was

cleared by the Carleton University Research Ethics Board.

4.5.1 Procedure

The one-on-one sessions lasted 45 minutes on average and were recorded using a

portable voice recorder. The sessions ran according to the following steps:

1. Consent form: Participants were greeted and parents completed the parental
permission form (see Appendix A.2). Verbal informed assent (see Appendix

A.3) was obtained from the child.

2. Concepts viewing: Participants were shown screenshots of the three concepts in

a random order on the researcher’s laptop and asked for their opinion. We asked
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questions about the children’s preference for characters, layout, background, and

colour to help them articulate their choices.

3. Scenario Reading: We tested the five scenarios from the cyberbullying day.
We read out loud each scenario to the participant and asked for their decision
about what the character should do. Table 4.1 summarizes the number of
scenarios tested by each participant. In the new game structure, the scenarios
are sequential and build on each other, therefore if we ran out of time in a
session, the last scenario was dropped. We collected the participants’ choices

for the five scenarios verbally via a voice recorder.

4. Conclusion: Each participant received a $20 dollar gift certificate as a compen-
sation. The parent were given a debriefing form (see Appendix A.4) and was

asked to sign a receipt of payment.

4.5.2 Data analysis

We coded and analyzed participants’ choices for the three concepts, as well as for the
cyberbullying day scenarios. Participants were assigned pseudo-names (P1 to P8).
The four returning participants coded as P3R, P4R, P5R, and P6R. New participants
were coded as P1N, P2N, P7N, and P8N.

The results of the pilot study are organized according to visual design and game

design.

4.5.3 Feedback on Visual Design

Table 4.2 shows each participant’s preferences among the three concepts for character,
calendar, and background styles.

Game characters: Four participants preferred the character style of the Third
Concept, three preferred those of the First Concept, and only one participant preferred
the character style of the second concept. P2N; for example, particularly liked the
facial expressions of the First Concept characters. P5R mentioned how she liked the
Third Concept’s older characters with their arms crossed. She mentioned that they

look a lot like teenagers. She appreciated the fact that she will get to know what it is
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like to be older, and what kind of issues they might face, by going through the events
of their day. P7N was also able to relate to the characters of the Third Concept,
by saying: “They looked a little bit older than me, but not too old.” P6R chose
the Second Concept’s characters with the full body profiles. However, after a second
look, he mentioned that characters of the Third Concept resembled Anime characters

and that kids his age enjoy Anime.

Participants | No. of Scenarios
PIN
P2N
P3R
P4R
P5R
P6R
P7N
P8N

U OU U A O i

Table 4.1: The number of scenarios tested per participant.

Participants | Character Style | Calendar Style | Background Style
PIN 3rd 1st 3rd
P2N 1st 3rd 3rd
P3R 1st 1st 1st
P4R 1st 3rd 3rd
P5R 3rd 3rd 3rd
P6R 3rd 3rd 3rd
P7N 3rd 3rd 3rd
P8N 2nd 2nd 2nd

Table 4.2: Participants’ preferred character, calendar, and background styles from
among the three concepts.

Calendar layout: Five participants preferred the look-and-feel of the Third
Concept, while two preferred the First Concept’s calendar, and only one participant
chose the Second Concept’s calendar view. P2N liked the calendar style of the Third
Concept. She thought the days and numbers were large and clear. P4R liked the
bubble shapes of the calendar days and the day view on the Third Concept.
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Background and colour scheme: Six participants were in favour of the back-
ground and colour scheme of the Third Concept. The First and Second Concepts
received only one vote each. P5R stressed how she liked the blurred background and
the colours of the Third Concept, describing them as “modern looking”. P1IN, P4R,
P6R, and P7N reported similar opinions.

Day view: Six participants were confused by the Third Concept’s day view
layout. P4R found that there are too many bubbles on the day view and found them
confusing to follow. She would prefer combining the First Concept’s day view layout
and the Third Concept style and background. Four participants preferred the look of
the Third Concept day view but wanted to replace the layout with that of the First
Concept.

4.5.4 Feedback on Game Design

Overall opinion of the game and scenarios: All participants liked the game
and would like to play it in the future. P5R thought that cartoons are a great way
to engage people, because they are fun to watch and read. P4R also mentioned
that she prefers comics to real people’s photos. She explained that a live TV show
holds people’s attention less than one with comics. After going through the scenarios
verbally, P1N suggested that the game should include more visuals, where the picture
would describe the situation, instead of reading through the scenarios.

Most participants had a strong sense of what is wrong and what is right. For
example, their answers in some scenarios advocated confronting the bully and asking
them to stop, or reporting the situation to an adult. However, the situation of the
bullied person can become worse if the bully finds out that someone “snitched”. Svahn
explains that bullying “is an act of resistance to adults’ involvement in children’s
peer interactions” [81]. In the first scenario, Josie received a text message saying
that Cindy had a crush on Brian. One participant mentioned that Josie should go
directly and confront Cindy. If Cindy tries to avoid answering then this means that
she’s trying to hide something and that the rumour is true. Such attitude shows poor
empathy towards Cindy who is the focus of an on-going rumour, even if it harboured

traces of truth. This suggests including scenarios where the line between right and
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wrong can be murky, in order to teach the children about more nuanced situations.

4.6 Implementation Phase: Second ADITL Prototype

Design choices: We made the following design decisions for the next prototype
of the game based on results from the pilot study. In the pilot study, participants
preferred the character style of the Third and the First Concepts. We combined
the facial expressions from the First Concept and the character bodies of the Third
Concept. Figure 4.1 shows the new characters.

80% of participants preferred the style and colour scheme of the Third Concept.
However, they thought that the day view layout was confusing and preferred the
layout from the First Concept. We simplified the Third Concept’s layout as presented
in Figure 4.2.

Based on the feedback, we designed ADITL to make extensive use of visuals. One
participant suggested having visuals explain the scenes instead of reading through
the scenarios. We minimized text, while maintaining context for the lessons. Each
scenario is illustrated with colourful visuals to draw the children’s attention to the
intricacies of the scene.

The game was designed and prototyped in Adobe Illustrator CS6. The illustra-
tions were created using customized stock art. We combined and modified the work
of three different stock artists [27] [5] [52] to create the characters and scenery of
the game. The researcher has a background in graphic design and designed the look
and feel of the game elements, the game interactions, the layout style, and the colour
scheme. See Appendix A.8 for the 25 scenes.

Development: A second graduate student, Sana Magsood, developed ADITL in
HTML 5 and CSS3 using Adobe Dreamweaver CC. Most components have text and
images decoupled to provide flexibility in layout. SVG images and their behaviours
are defined in XML text files. They are characterized as being lightweight files that
take minimal loading time, since all the vector images have been transformed to code.
Game content and user tracking is stored in a mySQL database. It is formatted to
accommodate laptops, desktops, and tablets.

Deployment: ADITL will be hosted on MediaSmart’s website, and accessed by
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grades 6 and 7 classrooms nationwide.

Game Reporting: The game is intended for use within a classroom setting, so
children’s progress will be reported to the teacher. Using a custom Shell program
hosted by MediaSmarts, the teacher will be able to create a unique identifier for
each child. The children will use their ID to log in to the game. The Shell records
the timestamps and details of the child’s performance, making both available to the
teacher.

The final step of the ADDIE process, a user study evaluating ADITL, is reported
in Chapter 5. Chapter 6 will discuss the implications of our work, its limitations, and

our conclusion.



Chapter 5

Evaluation of the new game: “A Day in The Life of the Jos”

As part of the ADDIE evaluation phase, we conducted a user study to assess the
overall effectiveness of the new game design, “A Day In The Life of The Jos” (ADITL).
Our goal was assess the effectiveness and likability of the design, as well as the content

of the new game.

5.1 Methodology

Following a similar procedure as with the JCJF user study from Chapter 3, we tested
ADITL [43] using an eye tracker. The user study included semi-structured interviews
to gauge the participants’ knowledge of the online privacy threats. In this section,
we discuss the participants’ demographics, recruitment process, and interview proce-

dures.

5.1.1 Demographics

We recruited fourteen participants, eight girls and six boys to test ADITL. The par-
ticipants were 11 to 13 years old (grades 6 to 8); Figure 5.1 shows the age distribu-
tion. For continuity, four participants were returning participants who had previously
tested JCJF and the early ADITL prototypes. To identify them, an R will be ap-
pended to their username (e.g., P6R). Usernames for new participants will have an

N appended (e.g., P2N).

5.1.2 Recruitment and Sampling

The study was approved by the Research Ethics Board (REB) at Carleton Univer-
sity. We recruited participants locally through contacts at The Leading Note Founda-
tion [61] and the affiliated kids program, Orkidstra [61]. The program’s main focus is

67
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A. Participants’ Age B. Participants’ School Year

1

olds

12 year olds

Figure 5.1: Demographics of the 14 participants of the ADITL user study.

to teach music to children of different age groups from underprivileged communities.
A flyer announcing the user study and consent form was handed to students during a
program session to bring home to their parents. If parents agreed for the children to
participate in the study, they signed the form and students returned it at their next
practice session at the foundation. The remaining four participants from the previous

user studies were contacted via Facebook and in person.

5.1.3 Procedure

The study session lasted between 30 to 45 minutes and was conducted according to

the following steps:

1. Consent form: Participants were greeted and the signed parental permission
forms were gathered. We proceeded with the verbal informed assent and ob-

tained the child’s approval to move forward with the study.

2. Eye tracker: The SMI RED 250 MOBILE eye tracker with one-point calibration
was used, along with the SMI Smart Recorder software to record the partici-
pants’ on-screen eye gaze and the audio conversations. A webcam with its lens

covered recorded the synched audio.

3. Pre-game-day interview: We asked participants questions in a semi-structured

interview investigating basic understanding of the specific online privacy and
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security topic being tested. The same set of questions were repeated after
viewing the related game content to measure if participants had gained any

new knowledge of the topics.

4. Game day viewing: There were five game days in total (D1 - D5): D1) cy-
berbullying, D2) data mining, D3) online privacy, D4) photo-sharing of others,
and D5) information verification. D1 was fully developed online with interac-
tive features [43]. The other four days were presented as PowerPoint slides and
the text relating to the outcomes for the participants’ choices was shown on a
printed sheet of paper. All 14 participants played Day 1 - cyberbullying (D1).
Participants were then randomly assigned to play another game day (D2 - D5).
Participants read through the scenarios and were encouraged to think out loud.
They played the whole day before moving to the post-game-day questions. This
happened with each of the game days they viewed.

5. Post-game-day interview: The pre-game-day questions were repeated. We also
gathered qualitative data about the game in general. We asked about what the
participants valued most and least in the scenarios they just viewed. Addition-
ally, we investigated whether they would recommend ADITL to a friend or if

they would like to play it in a classroom setting.

6. User feedback questionnaire: At the end of the session, participants completed
a b-point Likert scale questionnaire evaluating the game itself (see Appendix
A.5). The questions asked about the content length, the scenarios, the amount

of knowledge gained, and the game design.

7. Conclusion: We thanked the participants and offered a $20 gift certificate as
a compensation. Debriefing forms were then given to the participants to take

home to their parents.

5.2 Results

Each participant played D1 and one additional game day. Table 5.1 summarizes the
total number of participants for each day. P1N’s eye tracking data for D1 was lost
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due to a technical error. P2N’s verbal responses were lost due to an error with the

audio recording for D1 and D3.

Scenarios | No. of Participants
D1 14
D2 4
D3 4
D4 3
D5 3

Table 5.1: Total number of participants who viewed each scenario.

5.2.1 Pre- and Post-game-day Interviews

The pre- and post-game-day verbal questions focused on gauging the participants’
understanding of the main topics for each day. Two content-related questions were
repeated before and after playing each game day. Appendix A.6 has the full question
set. We manually coded participants’ answers with 3 for an excellent answer, 2 for
a marginal answer, and 1 for a poor answer. Figure 5.2 and Figure 5.3 show scores
for the two questions from five game days. Excellent answers showed good under-
standing of the cyberbullying concept. For example, P6R stated that cyberbullying is
bullying on the Internet and that people think they can get away with it, because of
the anonymity factor. She elaborated by saying: “Sometimes they do it on Facebook.
They put a mean comment and no one can really do anything about it except par-
ents.” Such an answer showed that the participant has an advanced understanding of
the topic. Marginal answers had partial or superficial understanding. For example,
regarding what she would do if she saw a person bullied online, PAN mentioned she
would tell the bully to stop. After playing the game, she expanded her answer to
also give support to the person being bullied, which is a concept mentioned in the
game, and increasing her post-test score to excellent. A poor answer was assigned if
the participant was not able to answer the questions in any form. For example, when
asked what to do if she saw someone being bullied online, PIN answered that she was

not sure.
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Figure 5.2: Distribution of scores for each for question 1 from the pre- and post-game
day interviews. D1* and D3* are missing the recording of P2N.
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Figure 5.3: Distribution of scores for each for question 2 from the pre- and post-game
day interviews. D1* and D3* are missing the recording of P2N.
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D1 - cyberbullying: The first question asked participants to define cyberbully-
ing. 12 of the 13 recorded participants received the full score of 3 for their answers in
the pre- and post-interviews, and one participant received a score of 2 in the pre- and
post-interviews. Generally speaking, participants of this age group are familiar with
the concept of cyberbullying. All agreed that it is bullying online, although some
participants gave more examples of cyberbullying than others. In the post test, par-
ticipants incorporated examples from the game scenarios, like “spreading a rumour,”
(P5N) and harassing someone online via social media and online games (P9N), which

they did not mention before playing the game.

Question 2 asked how participants can help if they saw someone bullied online.
Answers demonstrate considerable improvement in participants’ understanding in the
post-test. We noticed that participants were able to better articulate the type of help
they could offer and gave diverse ways to help the bullied person if they witnessed
an online bullying situation. Given the timing, we assume that this improvement
in the participants’ answers is due to the advice offered by the game scenarios. For
example, P1N wasn’t sure what to do in the pre-game day question, but she mentioned
reporting the conversation or video to the social media site post-test. P6R added that
besides reporting the bully, she could give support to the bullied person, by reaching
out and checking on how they were doing. P2N mentioned that the game offers a
cool way to learn new things about cyberbullying, and that she liked how it explains

how to make the right choices.

D2 - data mining: Three of the four participants scored 3 for an excellent
answer for the first question pre and post-test. We asked about the information
that would be safe to share with websites and participants agreed that name, age,
birthday, home or school addresses, and password are information that should be kept
private. Most participants were skeptical of sharing credit card information with a
website and mentioned that they avoid giving out any personal information “unless
they really had to”. This might be due to participants being exposed to this advice

either through school or home conversations.

The second question discussed the definition of a website cookie. Participants
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were not familiar with website cookies or their functionality. Our goal was to un-
derstand participants’ perception of the different ways websites collect personal data,
however, during the game there were no mention of website cookies or their purpose.
In hindsight, we should have asked a different question. However, it does serve a
control question, showing what happens when the info is not provided in the game;

participants remained unfamiliar with the concept post-game.

D3 - privacy: We tested with four participants, however, one participant’s in-
terview data was lost and was thus omitted for the pre and post answers. The first
question checks on the meaning of online privacy. The post-game day viewing results
show improvements in the participants’ understanding of online privacy with all three
participants receiving scores of 3. They were able to provide more details describing
components of their online privacy. For example, P14R described online privacy in
the pre-test as: “keeping stuff that you don’t want anyone else to know to yourself.”
In the post-test he gave more detailed description: “keeping stuff to yourself that you
don’t want anyone to see, like embarrassing pictures of you, stuff that you said to

other people that wasn’t good.”

The second question asked participants to describe ways to protect their online
privacy. All participants achieved the highest score in the post-test, compared to
only one participant during the pre-test. As with the first question, participants’
answers became more articulate and included explanations of ways to protect their
online privacy after interacting with the game. For example, P10N initially mentioned
using an antivirus as the main way to protect your online privacy against hacking.
Then post-test, he added details like not “putting any stuff that you don’t want (to

be hacked, or) that people would want..., to take, or to show.”

D4 - photo sharing: In response to the first question, all three participants
showed strong agreement that they needed permission before sharing images of their

friends online or offline The pre- and post-test results all scored 3 points.

The second question discussed the issue of image copyright and how to decide if a
picture online can be used. Only one participant received a full score on the pre-test.
P3N mentioned that if the picture was “appropriate” then she will use it. In the

post-test, all participants received full scores. For example, P3N mentioned that you
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need to check for the license, and that she would check if it is okay to use the image.
Additionally, she added that she would check with the person who took the picture.

D5 - verification of information from online sources: The first question
asked how to verify online information sources. Two participants mentioned that you
can’t really tell whether information you find online is true. The third participant
was not sure how to distinguish between fake and true information online. None
of the participants received a full score for their answers prior to playing. After
the game day viewing, all participants were able to identify several ways to verify
online information. For example, P12N mentioned that you can check who posted
the information and compare its information to other online sources, which are some
of the tips found in the game scenarios.

The second question described a scenario and asked what to do if the participant
saw an online post by a friend on a social media site. The post advertised a $50 gift
card giveaway by their favourite store. The participant was asked what they should
do. No participants received the highest score for their pre game answers. However,
two of three participants received a full score after playing. Pre game answers included
checking with the person who posted the information and going to the store directly
to check. Post game answers included verifying facts about the page or the post, like

when it was posted, and cross referencing the information with other online sources.

5.2.2 Game Choices

Within the game, participants chose a course of action for the characters. Each
choice was valued at 0, 1, or 2 points depending on the appropriateness of the action.
We then calculated the mean score for each game scenario tested. Due to technical
difficulties, P1N’s D1 choices were not recorded.

Game scenarios’ choices scored 0 for poor answer, 1 for marginal answer, and 2
for the best answer. Due to content decisions by MediaSmarts, Scenario 3 in D1 had
one option valued at 1, and the other two game choices valued at 0, and Scenario
5 had one option valued at 2, and the other two game choices valued at 0. D4 had
one scenario with the full score as 2, and the two other choices as 0. This was an

intentional pedagogical decision highlighting that sometimes decisions fall into a grey
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Total Score

1 1 T 1 1
D1* D2 D3 D4 D5

Game Day

Figure 5.4: Total score earned per day for in-game decisions out of 10. *D1’s maxi-
mum score is 9.

area where it is unclear which is the “best” answer, and allowing the participants to

choose the best option between two tricky situations.

Since each day had 5 scenario, each day could result in a maximum of 10 points,
with exceptions noted above. Figure 5.4 shows the total scores earned by participants
for each day. Additionally, we calculated the total score earned for each scenario of
the five game days, shown in Figure 5.5. Participants received the lowest score with
D5. D5’s topic, verification of information from online sources, is not widely discussed
among this age group or with the adults in their lives. Overall, differences in knowl-
edge were not age-dependent. Some younger participants showed more knowledge

about advanced topics than older participants.
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Figure 5.5: Number of participants earning each game score for the 5 scenarios of the
5 game days. Three scenarios differed from the norm. D1-Sc3 had a total score of 1
for one choice, and the other two choices were valued at 0. D1-Sch and D4-Scb had
a total score of 2 for one choice, with the other two choices valued at 0.
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Figure 5.7: Mean reading times per scenario for each of the game days.

5.2.3 Reading Times

We analyzed the reading times for D2 through D5. Reading times for D1 were unre-
liable due to glitches with the prototype.

Figure 5.6 shows the total reading times per participant for each game day. Fig-
ure 5.7 shows the reading times per scenario. We found that reading times varied
considerably between participants. Times for both individual participants and days
had high variability, as indicated by the presence of few outliers and extreme outliers.
Participants took between 50 to 104 (M = 76.45, SD = 17.43) seconds to read a

scenario on average.

5.2.4 User Feedback Questionnaire

The user feedback questionnaire was the same as the one presented to participants
of the JCJF user study. It covered seven aspects of the game: 1) content length, 2)
game scenarios, 3) game play, 4) learning, 5) game fun, 6) game design, and 7) game
recommendation. Figures 5.8 through 5.14 illustrate the distributions of responses.
Content length: Most participants were comfortable with the length of the

content. All but one participant ranked the content length neutral or above (e.g.,
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short) (M = 3.71, SD = 0.99). When asked verbally, participants mentioned that
they are comfortable with the content length of the scenarios and they would not

change it.

Game scenarios: The majority of participants described the game scenarios as
interesting (10 out of 14) (M = 3.85, SD = 1.09), while three participants considered
it neither boring, nor interesting. Some of the participants’ comments were: “I really
like how it follows the Jos around through the events of their day.” And: “I like how
it is actual situations that kids their age would face” (P2N, P14R).

Game play: Most participants enjoyed playing the game (10 out 14) (M =
4.07, SD = 0.99), while three thought it was borderline boring. Two of the three
participants were returning from previous user studies and were now 13 years old,
which might explain why they thought it boring, since the game is intended for
younger children. One participant (P6R) expressed how much she liked the game and
was “addicted to it” and wanted to play it again and try all the available options.
She even asked whether the game will be available online and wanted to be notified

when that happens.

Amount of learning: Participants were asked to rate their learning experience,
and to try to quantify how much they learned. Responses were fairly evenly dis-
tributed across the scale. Participants tested only a subset of days, so some may
have experienced a game topic that they had already learnt about somewhere else.
This variability (M = 3.35, SD = 1.21) coincides with the results of the pre- and
post-game-day interview results, where on the first question (Figure 5.2), partici-
pants scored higher in the post-game-day questions on only two of the five game
days. However, on the second question (Figure 5.3), there were much more signifi-
cant improvements.

Game fun: Participants enjoyed the game. The majority rated playing the game
as “Fun” (13 out 14) (M = 4.42, SD = 0.64), while only one participant rated it as
neutral.

Game design: Participants appreciated the game design (M = 4.35, SD = 0.63).
PIN for example commented on how Jo’s facial expression looked sneaky and said

jokingly, “he looks like he’s up to something.” Another participant appreciated that
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Figure 5.8: Distribution of Likert scale response for “The content was: Long to
Short”.

Game Scenarios
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Figure 5.9: Distribution of Likert scale response for “The game scenarios were: Boring
to Interesting”.

the girl character had equal part in the actions and choices.

Recommend game: Half of participants (M = 3.64, SD = 1.21) would rec-
ommend the game, four participants were neutral, and three participants chose the
closer to never option. When asked verbally, they mentioned feeling awkward sug-
gesting the game to a friend, saying, “my friends have different taste than me,” and
“I think it suits younger children more.” Some would suggest it to a school teacher
rather than their friends as it feels awkward to tell their friends: “here play a game
on cyberbullying” because their reaction might be “why are you suggesting this game

to me?!”

5.2.5 Eye Tracking Data Analysis

Using the eye tracker, we recorded the participants’ gaze through the game play. We
particularly looked for game elements that caught their attention, examined whether
participants read or skimmed text within the game, and explored if new game elements
like the score and the newsfeed had any effect on the participants’ attention.

Game elements: Figure 5.15 shows P3N’s eye tracking scan path for the game’s
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Figure 5.13: Distribution of Likert scale response for “The game design was: Ugly to
Nice”.
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Figure 5.14: Distribution of Likert scale response for “Would you recommend this
game to a friend? Never to Absolutely”.

Figure 5.15: Heat map showing a participant’s gaze at the game’s main and secondary
design elements.

main landing page. It illustrates how participants were heavily drawn to the faces of
the two main characters, Jo and Josie. From the scan path, we notice the participant
scanning all the main elements of the page. They glanced quickly at the score and at
the newsfeed tab (not knowing what it is at this point, because they have not played
the game yet). They also glanced at the “How to play?” tab at the top of the page.
Colour and Design: Figure 5.16 shows a heat map of a secondary scene from
a scenario for P14R. They spent considerable time reading the scenario presented
on screen. Other details of the scenario also caught their attention, such as the
team’s logo and the silhouettes of the basketball players to the left of the text. The
participant also paid attention to general game elements like the game’s logo and the
newsfeed tab. Finally, we notice attention on the background, as if the participant was

taking a break from reading or deciphering details of the blurred image background.
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Figure 5.16: Heat map showing a participant focusing on the game content.

Animation: Participants were drawn to the game’s animation. For example,
Figure 5.17 shows the scan path of the opening scene of D1-1 with Josie in a classroom.
Her phone, located on her desk, vibrates when she receives a text message. The scan
path shows attention shifting between Josie’s face, the scenario’s text and the phone
as it vibrates. Additionally, we gathered from the participants’ verbal feedback that
he liked the animations and wished to add more animation throughout.

Game mechanics: Two major game mechanics are the scoring system, present
on the upper right, and the newsfeed, accessed by clicking on the right tab.

Some participants showed great interest in their game scores and how well they
did within the game, tracking the score they received from one scenario to the other.
This is evident from Figure 5.18. We notice that the score is one of the main items
that the participant (P14R) examined. Participants’ verbal comments throughout
the game provided further support for interest in the score. P6R exclaimed, “Oooh, I
got a score point!”; and when she received a low score, she was eager to know why and
how she can improve her score. P10N also showed great excitement after receiving
two points for the first couple of choices. He was similarly eager to know which were
the highest score options when he did not receive them.

The newsfeed tab gathered attention from some participants even before they

started playing the game and knowing its full function. Figure 5.16 shows P14R’s
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A little after first
class asie

Figure 5.17: Scan path of P7R’s gaze towards Josie’s phone as it starts to move,
indicating that Josie received a text message.

Figure 5.18: Portion of heat map showing P14R’s gaze on the score and the newsfeed.
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gaze on the newsfeed tab (red cluster at the right side). Figure 5.19 shows how
P5N frequently looked at the newsfeed, as if trying to identify its function before
playing the game. Figure 5.20 is a heat map showing PIN gazing at the content of
the newsfeed tab after they made their game choice. The newsfeed tab, similar to a
social media feed, presents the most current posts on the top and as new feeds come
in, the information is pushed downward. The participant focused on new posts as they
appeared. Worthy of mention, PON’s heatmap (Figure 5.20) shows the participant
focusing only on the text of the most recent posts, and not the associated faces.
This contradicts our earlier observation that participants were generally attracted to
faces. In this particular instance, we needed to repeat the scenario again in order for
the participant to be able to read the consequences on the newsfeed, because of the
animation speed glitch discussed previously. The participant was focused on reading
the posts as they quickly appeared.

Reading patterns: Line-by-line: Similar to JCJF, we found two different
reading patterns. The first is the line-by-line pattern, where the participant spends
their time reading one line after the other. Figure 5.21 shows how P10N primarily
read from left to right moving down to the next line, until they finished all the text
on the screen.

Zig-zag: In the zig-zag reading pattern, the participant switches back and forth
between the reading text and looking at other game elements. Figure 5.22 scan path
illustrates P13R’s zig-zag reading pattern.

Dense text areas: Participants did not read dense text. For example, P1N
mentioned that she figured the game text is not important to read, so she skipped
over it. Figure 5.23 demonstrates P8N’s scan path for a page with dense text. The
participant focused on the task at hand and ignored any secondary information that

did not advance a particular task.

5.2.6 Qualitative Feedback

At the end of the session, we asked for feedback about the game. The questions
focused on what they liked and disliked, suggested improvements to the game, whether

they would recommend this game to friends, and whether they would like to play the
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Figure 5.19: Scan path shows P5N looking repeatedly at the newsfeed and score

(yellow boxes) on the main page.

@B How to play?
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this photo in the yearbook?
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Thanks man, it feels better

Figure 5.20: Heat map showing PIN focusing on new social media posts.
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Figure 5.21: Scan path showing P10N’s line-by-line reading pattern.
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Figure 5.22: Scan path showing P13R’s zig-zag reading pattern.
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Figure 5.23: Scan path showing how participants only glanced quickly at the long
“fake” textual description.

game within a classroom setup. Table 5.3 highlights some of their answers.

Likes: Participants generally liked most of the game. However, some aspects
stood out more than others. For example, they particularly liked how the game
showed current events using current smart devices and online social media sites like
Instagram. Participants also liked how it uses current language that the children of

this age group use, such as abbreviations (P6R).

Participants also liked how the game introduces new characters, and not just the
brother and sister (P7R). Another participant liked how it is not just a boy (Jo) who
is the main character of the game, but also a girl (Josie) (P4N).

The animation was another game aspect that the participants liked (P2N). P6R
commented on how she liked the animated consequences that appear on the social
media feed once a choice was made. In general, participants thought the game with
its animation was a cool way to learn new things about the different game topics. The
game scenarios and the ADITL concept was another aspect they enjoyed. Participants
enjoyed the setup and how you follow the Jos from class to class (P2N, P11N). P14R
appreciated hearing relatable situations in the scenarios. Additionally, participants
thought that the format educates kids on different ways to respond to tricky situations

(P14R, and P11N). P6R admired how the game explains the reasoning behind the
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different choices. P9N enjoyed the game choices and how each choice has an associated

score.

P11IN particularly commented on the game design and that she liked how the
characters were modelled. P7R, who also tested the old game, preferred the new

design a lot more.

Dislikes: Participants disliked the speed of animations on D1, the live version of
the game. Many participants thought the animation speed was fast when it should
have been slow and slow when it needed to be fast (P2N, P6R, P7R, PON, and P11N).
Other participants expressed no notable issue with the game; for example, P14R said

that there is nothing that he dislikes about the game.

Things to improve: Some participants suggested adding pause and next but-
tons to control the animation speed and to allow for easy navigation from one scene
to another (P6R, P7R). Others suggested slowing down the animations to allow par-
ticipants to read the text in some scenarios (P2N, PON, P11N).

P5N and P7R suggested adding more animation and making objects like small
buildings look more realistic. Some suggested adding a voiceover for the Jos and

background music.

Participants objected to “unacceptable” behaviour by the main characters. Two
participants commented on the first scenario in D1 - cyberbullying and how Josie
should not be texting in class, “Well first of all Josie should stop texting in class!”
and “Texting in class is not okay.” Others commented on how Jo should not be taking
pictures while he’s riding his bike (P3N, P6R).

Recommend to a friend or play in a classroom: Some participants would
recommend the game to a friend (P4N, P2N, P8N, P11N). One participant explained
that it would be awkward to suggest the game to a friend of their age group. They
feared that their friend might think that they are trying to give them a hidden message
(P6R). An older participant mentioned how they would not recommend it to their
friends in Seventh grade but maybe to kids in elementary school who don’t know
about this information (P7R). Another would recommend the game to a friend if
that friend was having trouble with a particular game issue (P14N). Others would

recommend it to teachers of their own school grade or younger (P6R, P7R).
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When participants were asked if they would like to play this game within a class-
room, some agreed but thought that the teacher will have to enforce rules to prevent
the students from surfing the Internet or doing other non-game-related activities on-

line (P9N, P11, P13R).

5.2.7 General Observations

We observed two main points of frustration with the high-fidelity prototype for D1.
Both issues will be addressed in the next iteration of the game. When playing D1,
participants were frustrated by its animation speed. Almost all participants had to
repeat some scenarios because the scene changed so quickly that they could not read
all the text. We had to repeat some scenes three or four times for some participants.
Another frustration was the small size of some text, as a result of cross-platform issues

with the prototype.

Aside from those two frustrations, participants generally showed great excitement
when they received high game scores, and were eager to read the text explanations
when they made choices with lower scores. Some participants positively remarked
on the Jo’s facial expressions. For example, PIN commented “He looks like he’s up
to something. He has a sneaky smile on his face.” A returning participant (P6R)
commented how she preferred Jo without the pink cheeks (from Chapter 4 designs)
because this made him look less like a “teacher’s pet.” The same participant also

commented on how cool Josie looks.

We found that some participants were not compelled to read the end-of-day sum-
mary for the live D1 prototype. The summary might look unattractive when com-
pared to the rest of the game elements since it is text-heavy and displayed in plain
text on a white background. This is problematic because the summary reenforces
the educational lessons conveyed within the game and is considered an important

pedagogical component by MediaSmarts.
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Figure 5.24: Likert scale response for “The game design was? Ugly to Nice” for JCJF.
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Figure 5.25: Likert scale response for “The game design was: Ugly to Nice” for
ADITL.

5.3 Comparison with old game

5.3.1 Visual appeal

Overall, participants prefer the look and feel of ADITL. This is apparent from the
verbal feedback, and the survey responses for questions repeated for both JCJF and
ADITL. Figure 5.24 and Figure 5.25 show participants rating the ADITL higher than
JCJF’s when asked to rate the game design between ugly and nice. Verbal feedback
from the two studies also highlight a preference for ADITL’s visual design. Partic-
ipants of the JCJF study found that content was displayed in an unappealing and
“dumb” way that needs to look “a little newer”. P7R specifically mentioned how he
liked the overall look-and-feel of ADITL better than JCJF. Participants particularly
were excited about the presence of a game score and they followed it from one scenario

to the other.

5.3.2 Game topics

Section 3.4.5 discusses participants’ concern regarding JCJF’s content. P10N and

P6R felt that online dating was more appropriate for older teenagers (18 and older).
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P10ON felt that introducing the concept of plagiarism and copying essays might en-
courage previously unaware children to try it out. Other participants commented on
how JCJF is outdated and dealt with older technologies like burning CDs. We further
noted that the game does not address issues like social media and handling of mobile
devices.

Participants of the ADITL study particularly liked how the game uses current
events and the devices throughout the game scenarios. The use of online social media
sites like Instagram and mobile devices was appealing to them. Participants also
commented positively on the use of familiar language. Other than noting that Josie
should not text in class and Jo should not take photos while riding his bicycle, no
participant expressed concern about the content of ADITL. Likert-scale responses

about game scenarios (Figure 3.9 and 5.9) were very similar for both games.

5.3.3 Game elements

One of the missing elements in JCJF was the gamification. The main interaction and
feedback loop in JCJF was finding out if their choice was a “cool” or “fool” choice.
We incorporated two new elements, a scoring system and a newsfeed. Section 5.2.5
shows how participants were particularly excited about their game scores. Figure 5.18
and Figure 5.19 show how the score and the newsfeed icons catch the participants’
attention in the eye tracking data. Verbal feedback shows that participants were
eager to know if they have earned points or not. For example, P6R shouted, “Oooh,
I got a score point!” when she got a right answer and P10N exclaimed “I got a
score point, cool!” In D2 - D5, participants were handed the results of their choices
on paper, instead of reading them on the screen. We noticed that participants were
eager to read the rest of the choices’ results to see why their choice did not earn them
the highest game score. From our observations, we find that a score helped keep
participants engaged in the game.

The newsfeed is another element that caught participant’s attention. Figure 5.20
shows how participants spent time reading through the different posts appearing on
Jo’s newsfeed after the participant had made their choice. The newsfeed highlights

consequences of their actions as experienced by the game characters, providing more
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context than lecturing about appropriate behaviour.

Although JCJF included some animation in the sense of a blinking button or text,
we designed ADITL to include more animation. For example, the newsfeed pops
open when the participant makes a choice, with different posts appearing one after
the other. Other animations incorporated within the scenarios, such as Josie’s phone
vibrating in D1-Scl as she receives a text message from her friend Sofia. The screen
then animates to show a closeup on Josie’s phone and messages start appearing on it
one by one. Figure 5.17 shows participant’s attention shifting from Josie’s face to her
phone as it started vibrating on her desk. Verbal feedback also shows that participants
were excited about ADITL’s animation although some minor modifications are needed

to improve usability.

5.3.4 Reading Times

Since participants found JCJF’s text tool long, we actively reduced text that in the
ADITL scenarios. Reading times were cut nearly in half. Averages for JCJF ranged
from 99 seconds to 378 seconds compared to 50 to 105 seconds for ADITL. As for
the verbal comments, we often heard comments like: “do I have to read this?” from
the JCJF participants, but ADITL participants did not complain about the length
of the text. When we asked participants of ADITL about content length, they said

they were comfortable with it.

5.3.5 User feedback questionnaire

In general, ADITL scored similarly or higher than JCJF in all Likert-scale questions.
ADITL participants thought that the game was more exciting (Figures 3.10 and 5.10),
that they learned more (Figures 3.11 and 5.11), that the game was more fun (Figures
3.12 and 5.12), and that the game design was nicer (Figures 3.13 and 5.13).

We found no improvement in participants’ perception of content length (Figures
3.8 and 5.8), or game scenarios (Figures 3.9 and 5.9). We also saw no difference

whether they would recommend the game to friends (Figures 3.14 and 5.14).
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5.3.6 Amount of learning

Generally we saw more improvement in participants’ knowledge from playing ADITL
than JCJF. A direct comparison in the pre- and post-game questions is not possible
because ADITL contained changes in the game design, which meant that we were not
able to ask the same questions.

Mainly, there were more noticeable increases in knowledge in ADITL; we saw
increases in knowledge in 7/10 questions (Figures 5.2 and 5.3). In JCJF, we saw
an increase in 7/16 questions (Figure 3.4). In ADITL, the answers showed greater
variability in the pre-game viewing, particularly for question 2, indicating that par-
ticipants were not as familiar with the material ahead of time. However considerable
increases in knowledge were seen after playing the game, with participants giving
more complete answers that reflect a wider range of actions if faced with a difficult

situation.



Chapter 6

Discussion and Conclusion

6.1 Discussion

6.1.1 Children as study participants

In this section we look closely at areas pertaining to testing with children versus

testing with adult participants. We observed the following notable differences:

Limited attention span: We noticed that when dealing with children they
exhibited limited attention span especially if the material was not very engaging.
Slow readers in particular exhibited lower attention span than fast readers, especially
when faced with dense and long pieces of text to read. We recommend keeping the
study sessions short, a maximum of 30 minutes long. We also recommend designing
the study to include smaller tasks, and maintaining flexibility in how much to test
with each child. If the child starts to show signs of agitation or loses interest, it is

best to cut the study short rather than have the child half-willingly participate.

High expectations for the prototypes: During our user studies, we found
that children have low tolerance for interfaces that were not operating according to
their expectation, or that contained glitches. They complained that some of the
game’s features were not behaving as they would expect based on experience with
their other games. They were annoyed by certain aspects of the game that were
outdated. They expected a high degree of interaction and polish in the interface,
even though we shared with them that this is not the final version of the game. We
find this very different from adult participants, who, when warned that this is a first
version of the app, acknowledge this fact, accept it, and are able to give feedback
while taking this into consideration.

Novelty effects: We found that with children, the novelty effects [66] were

high. Novelty effects occur when participants have a more positive impression of an
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interface because it is their first time seeing it. This was evidenced especially with
the returning participants; they gave high ratings the first time around, but showed

less enthusiasm and gave equal or lower ratings by the third user study.

Response bias effect: Response bias occurs when the participant alters their
answer to fit within a socially desirable response [62]. Children, in particular, are
affected by the response bias, since it is in their nature to want to please the adults in
their lives, especially when they are younger. Overall, we noticed that when children
were dissatisfied with a specific aspect of JCJF and ADITL, they would do one of
two things. They either mentioned it in a very subtle way or did not mention it
at all. They would say that overall they liked the game and gave only positive
feedback. However, if we probed with questions, they would eventually declare their
true opinion. For example, one participant said he liked JCJF, however, when probed,

said he would not have played the game if he came across it on his own.

Maturity level varied significantly: We found that maturity levels varied sig-
nificantly between children of different ages. Children who were 10 years old exhibited
much less sophistication in thinking and knowledge of cybersecurity than those who
were 11 years old. Participants who were nearly 13 gave more sophisticated answers.
Anecdotally, children who were the oldest sibling appeared more mature than those
of similar age who were youngest in their family. We also note that adults, in general,
moderate their feelings more than children. Children’s responses were significantly

affected by their mental, emotional, or physical mood.

Availability controlled by parents: We found that despite our effort to
ensure verbal assent, children had little control over their ability to participate in
the user study. If the study timing or duration conflicted with the family’s schedule
then the parent would alert us that the child cannot participate because of another
commitment. Coordinating around these complex schedules was challenging. Adult
participants have the freedom to decide for themselves, and typically have more flex-

ibility in scheduling.
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6.1.2 Children’s Interaction With Games

Age differences: We found that the initial target age range for both JCJF and
ADITL was inaccurate. For JCJF, the target age range was from 11 to 14 years old,
but we found that JCJF was not quite suitable for younger children and was boring
for the older children. For ADITL, we narrowed the age range to 11 and 12, but, we
found that children that were nearly 13 were bored with the game and thought it not
stimulating enough.

We also found that children’s development varied greatly between 11 to 12, and
12 to 13 year olds. We noticed great difference in interest and knowledge, with
some participants clearly still children while others were more like teenagers. We
recommend selecting the target age range to be narrow, in order to better cater to
their needs and abilities.

We also found that children of this age range have strong opinions of the game
topics and a strong sense of right and wrong. Throughout the studies, children
commented that different topics were not appropriate to their age group, and that
particular behaviour of the Jos was not acceptable in the given circumstances.

Relating to game characters: Children ascribed human attributes, feelings,
and characteristics to game characters. They easily connected and commented on the
Jos” and their peers’ actions as if they existed in real life. They were invested in the
characters, and were willing to suspend disbelief. Facial expressions of the characters
impacted the children, as they cued the overall feel of the scene from the Jos’ facial
expression. We found that the connection the children made with the game characters
seemed particularly beneficial for remembering lessons and understanding the impact
of their game choices on the Jos’ life. The children were able to understand at a
deeper level the lessons learned, and reflect on actions and consequences by placing
themselves in the characters’ position.

Gender balance: Girls, in particular, appreciated having a heroine with strong
role as a main character like Josie. They were pleased and commented on equal
presence in the game, which might further indicate that they saw themselves in Josie
and her female friends. We found that the boys did not mention or appear to notice

this strong female presence, and there were no signs that they were bothered by it.
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We believe that it is important to include diversity in representation of characters,
not only for different genders, but also from different ethnicities, and with varying
abilities.

Appropriateness of game mechanics: Out of the game mechanics, the score
stood out as the most effective tool to encourage the children towards learning. We
saw visible attachment, cheering, and disappointment when children received a game
score, and when they did not receive the highest score for a scenario. In D2 - D5,
where we handed the outcomes as plain text printed on sheets of paper, we noticed the
children were eager to read why a different choice received a higher score. We heard
them exclaim, things like “really, why?!”, which indicated curiosity when they thought
their choice had been the best answer. Scores are an extrinsic learning motivators in
a game [29]. Although the literature recommends relying on intrinsic motivators for
learning [73], we found that the score augmented the learning experience, rather than
degrading it.

For the newsfeed, we did not notice an immediate reaction. We suspect that its
placement and glitches in D1’s prototype meant that the children were not as excited
about it and that its purpose was not obviously noticeable to them. We will assess it

more thoroughly in future prototypes.

Humour was most successful in visual form (e.g., facial expressions). It could be
due to the limitations of the prototype, but participants were having difficulty reading
the text and extracting the humour in it. We may also find in later evaluations that

children favour visual stimulations over reading text generally.

For the consequences, again the children were most motivated by the impact on
their score, rather than the posts that appeared on the newsfeed. This could be
partially attributed the fact that the children did not control the animation speed
and the text might have looped too quickly for them to catch what had happened on

the Jos’ newsfeed.

Use of current technologies: Children were impressed with the (mock) apps
and devices that showed up in the different scenarios of ADITL. While positive,
this suggests that for the game to stay current in the future, it will need constant

updating of the scenarios and scenes in order to reflect changing technologies. We
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designed ADITL in a way where we could swap out individual scenarios, scenes, or
days without reconfiguring the main game structure. This allows for easy updates in
the future.

Finally, we relied heavily on the use of social media as feedback mechanism, which

is highly meaningful today, but may become outdated in a few years.

6.2 Recommendations

Based on previous discussion we have general recommendations when designing edu-
cational games for this age group. These are some high-level recommendations that

we have extracted from the lessons learned by designing ADITL for this age group.

1. A game should include diversity by showing characters of different ethnicities,
and different abilities, as well as gender balance. This was particularly helpful
to players represented by the increased diversity, who may not have related as

well to the other characters.

2. A game must include a scoring mechanism for this age group. They were most
motivated by it and it encouraged them to pay attention to the actual lesson

content.
3. A game must stay current, as children have low tolerance for out-dated features.

4. A game should make characters relatable. The children responded well to the

characters and it helped them imagine themselves in the scenarios.

6.3 Limitations and Future Work

Prototype limitations: Technical limitations and glitches in the prototype im-
pacted the results. The impact appeared most in the user feedback questionnaires of
the returning participants, where two rated ADITL’s game design lower than what
they rated JCJF because it was not fully functional. Additionally, the prototype was
only for D1 of the game, which did not allow us to uncover usability issues with other

game days.
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Moving forward, we will test ADITL again with a full version of the game, fix the
glitches before testing, and address users’ suggestions where possible. This will allow
us to remedy the usability issues because of the prototype’s limitations and allow us
to test the game more thoroughly.

Long term knowledge retention: @ We did not test long term knowledge
retention for ADITL. We tested the children’s knowledge immediately after game
interactions. Moving forward, we will test knowledge retention after longer intervals
(e.g., a week or a month) to see how much the children retained from the information
they viewed while playing ADITL.

Ecological validity: ADITL will eventually be deployed in a classroom setting,
where it will be part of the online privacy and security educational curriculum. Due
limitations of prototype and time, we did not test ADITL in its ecological setting. As
part of our future plan, our goal is to test ADITL in the classroom. Unlike the lab
setting, where the game is the children’s only focus and interaction, the classroom
will also have the teacher’s discussions about the game topic to be played that day.
Also, children can have conversations among themselves if interacting with the game

as a group.

6.4 Conclusion

In the previous chapters, we discussed the literature leading to our research on the use
of gamification in children’s education, and in particular children’s education about
cybersecurity and online privacy issues. We conducted a study with MediaSmarts’
existing JCJF game to establish a starting point for the design of our new game.
Using the ADDIE process, we designed the game mechanics, premise and storyline
for the new game and created three potential visual designs. We conducted a pilot
study evaluating these designs and established ADITL’s direction. We developed a
full prototype of Day 1 and medium fidelity prototypes of the remaining days. Finally,
we conducted a user study of this ADITL prototype.

Results showed that participants found ADITL more appealing than JCJF. This
is evident from participants’ high ratings on the user feedback questionnaire, as well

as the pre- and post-game interview questions that measure the learning. We also
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discovered that adding gamification elements to the educational learning material
increased likability of the game and promoted interaction with the lessons. Moving
forward, we will test the final online version of the full game, and we will assess long-

term knowledge retention to see whether the game meets its educational objectives.
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Appendix

A.1 JCJF detailed game scenarios

According to the teacher’s guide, the 12 scenarios can be classified into four main

topics.
1. Online Marketing, E-Commerce and Data Collection

e Scenario 1: Splurge Cola. The scenario involves signing up to access fun
content on the Splurge Cola website. Information gathered during sign
up include name, age, sex, address, and phone number, in addition to
giving seven friends’ email addresses. Players have to decide whether it is
“cool” or “fool” for Josie to share all this information about herself and her
friends’ emails. Once players select an option among these possible actions,
the game displays an on-screen message describing the appropriate choice.

Figure 3.1c-f shows the scenario screens.

e Scenario 2: CDRama. Jo is about to make a purchase online from the CD
Rama site. The scenario offers advice on how to notice reassuring signs
when making a purchase online. In this scenario, the site is safe and the
“cool” option is to pay through the site. A concluding message points out
the different clues that should be used when deciding whether to trust an
e-commerce site. The message also comments on whether Jo’s choice was a

cool or a fool action. Figure 3.2a shows the opening scene of the scenario.

e Scenario 6: Lotsa Music. The site offers enticing prizes as part of a contest.
Jo needs to submit an answer to a skills testing question by filling a form
that requests his full name, age, address, phone number, and email address.
A message with the lesson behind the scenario appears once the player

decides whether it is “cool” or “fool” to submit a form for this contest.
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Figure 3.2e shows the second page of the scenario collecting way too much

personal information.
2. Online Safety

e Scenario 3: Fast Talk. Fast Talk is an online chatting website where
Josie can meet people online. To increase her chance of finding the right
mate, Josie is considering revealing her home address to ensure the relative
closeness of her future boyfriend. The message at the end of the scenario
points out the risk behind revealing such information. Figure 3.2b shows
the second page of the scenario offering the different types of chat, which

ranges from romance to general chats.

e Scenario 10: My Home Page. Jo created a home page about himself as part
of his homework assignment. Jo revealed too much personal information,
by placing his image, school, street name, places where he can be found,
and contact info. The final page of the scenario previews his teacher’s
feedback on Jo’s mistakes and items he got right on the assignment. Jo’s
teacher pointed out how Jo revealed too much personal information, and
how this might jeopardize his privacy and security both online and offline.
Figure 3.2j-1 shows the opening scene and the third and last page of the

scenario.
3. Authenticating Online Information

e Scenario 4: Homework Nook. While Jo worked on his homework assign-
ment on “human rights,” he came across the Homework Nook. The site
turned out to be a hate site that advocated white supremacist views and
how the Canadian Human Rights Act was to be blamed for taking jobs
from white people. The final outcome is that Jo needed to be more careful
of where he does his online research because sites with malicious motives
can mask themselves as good ones. Figure 3.2c shows the opening scene

of this scenario.

e Scenario 5: Teen World. Teen World is online magazine that Josie found.
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They offer tips on various topics. The most enticing is how to hack a
computer’s firewall to access the results of a math test. Josie has to register
on the site to access most of its content. Josie thinks that she should pass
because she does not trust the site’s publishers. The last page of the
scenario points out that Josie made the right decision and explains how
hacking is illegal in Canada. Figure 3.2d shows the teenworld.com site

with the “Hackers Tips”.

e Scenario 7: Summer Daze Tour. Josie visits Summer Daze Tour and finds
a rock concert coming up. She is ready to pay for the ticket with her hard
earned money, and join some friends in a van to attend the California-
based concert. The site promises to send the tickets by mail once Josie
mails a cheque or money order to the address on the site. Josie learns
the hard lesson of needing to investigate before sending any money to an

unknown address. Figure 3.2f shows the second page view of the scenario.

e Scenario 9: Cheap Mail. Cheapmail deals with the issue of hacking into
someone else’s email address. Josie is asked to reply to a hacking email by
providing the email address of the person she wishes to hack, along with
her Cheapmail password. The site promises that Josie will soon receive
the person’s email password. Josie ends up making the right choice by
trashing this email. The final message for this scenario is to trust your
instinct if something sounds too good to be true. Figure 3.2i shows the

opening scene this scenario.
4. Responsible Internet Use

e Scenario 8: ICU-UCME. The instant messaging service ICU-UCME offers
online chatting. Jo notices a message between his younger brother Jay and
a friend, where Jay was really disrespectful to his friend. Jay said that he
was only joking but his friend took it seriously. The lesson behind the
scenario is for Jay to mind how he treats others even if they are online,
and not to forget his morals because the conversation is not face-to-face.

Figure 3.2g-h shows the opening scene and the second page of the scenario.
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e Scenario 11: Voting Booth. Voting Booth is a online webpage where you
can create a custom vote on any topic. Josie decided to have her friends
rate her school’s teachers. Josie ended up in trouble because she could not
control her friends’ votes. Some wrote really mean comments along with
their votes. The lesson behind this scenario is that if you wish to create a
public vote, and to understand the consequences of your actions. Figure
3.2m shows the second page of the scenario, which represents the different

vote options.

e Scenario 12: Essay World. Jo has an English essay to write and it is due
in two days. He is thinking of using the Essay World site for help. It offers
free essays already written. His friend Jason is going to use it. Jo ends up
not using this site and writing his own essay. Jo’s teacher finds out about
his friend Jason’s plagiarism through a quick web search and Jo receives

the better mark. Figure 3.2n shows the opening scene of the scenario.

The game scenarios are structured so the player can go through them in chrono-
logical order or choose the particular topic individually Figure 3.1b shows the

main page with links to the games scenarios).
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A.2 Parental/Legal Guardian Permission for Children Participation in

Research
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F‘"} Carleton

UNIVERSITY

Canada’s Capital University

Parental/Legal Guardian Permission for Children Participation in Research

Title of research project: Evaluating a privacy game intended for children
Date of ethics clearance: June 03, 2015
Ethics Clearance for the Collection of Data Expires: May 31, 2016

Introduction

The purpose of this form is to provide you (as the parent/legal guardian of a prospective
research study participant) information that may affect your decision as to whether or
not to let your child participate in this research study. The person performing the
research will describe the study to you and answer all your questions. Read the
information below and ask any questions you might have before deciding whether or not
to give your permission for your child to take part. If you decide to let your child be
involved in this study, this form will be used to record your permission.

Purpose of the Study

If you agree, your child will be asked to participate in a research study evaluating a
computer game to teach about online privacy. This research is being conducted in
collaboration with MediaSmarts, a not-for-profit organization. The results of the study
will be used to determine how effective the new design of the game.

What is my child going to be asked to do?

Your child will be asked to play a short computer game. This is in order to gauge the
effectiveness of the new game “A Day in the Life of The JOs” in educating the children
ages 11 to 12 about the different risks of sharing information online. The user study will
be audio-recorded, also the computer interactions will be recorded using an eye-
tracking device. This study will take approximately 30 minutes. There are no foreseeable
risks to participating in this study. Your child will not be asked to disclose any
personally identifiable information. However if such information is voluntarily disclosed,
it will be discarded when transcribing the interview to text. The possible benefit of
participation is for your child to know more about the risks of sharing too much private
information on the different online sites.

Does my child have to participate?
No, your child’s participation in this study is voluntary. Your child may decline to
participate or to withdraw from participation at any time.

What if my child does not want to participate?

In addition to your permission, your child must agree to participate in the study. If you
child does not want to participate they will not be included in the study and there will be
no penalty. Even if your child initially agrees to be in the study, they can change their
mind later without any penalty.

Your child will receive a $20 gift card to Chapters for participating in this study.
How will your child’s privacy and confidentiality be protected if s/he participates in

this research study?

Figure A.1: Parental / Legal Guardian Permission for Children Participation in Re-
search page 1.
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Your child’s privacy and the confidentiality of his/her data will be protected by storing
audio- and the eye-tracking-recordings electronically on a password-protected
computer. Access will be restricted to those researchers directly involved with the
research. The anonymized data and associated analysis will be stored on a password-
protected computer. If we become aware that the participant is engaging in dangerous
actions online, we will disclose this information to the REB.

The only personally identifiable information will be the signed paper consent forms.
These will be kept in a locked filing cabinet and not associated with the electronic data.

This project was reviewed and received ethics clearance by the Carleton University
Research Ethics Board (REB). Contact information for the REB Chair and Vice-Chair
follows:

Professor Louise Heslop, Chair
Research Ethics Board

Carleton University Research Office
Carleton University

1125 Colonel By Drive

Ottawa, Ontario K1S 5B6

Tel: 613-520-2517

E-mail: ethics@carleton.ca

The principal researchers involved in this research are:

Christine Mekhail, MA. Student Sonia Chiasson, Assistant Professor
School of Human-Computer Interactions School of Computer Science
Carleton University Carleton University

1125 Colonel By Drive 1125 Colonel By Drive

Ottawa, Ontario K1S 5B6 Ottawa, Ontario K1S 5B6

Tel: (613) 808-5993 Tel: (613) 520-2600 ext. 1656
Email: ChristineMekhail@cmail.carleton.ca Email: chiasson@scs.carleton.ca
Audio-recording is allowed __ YES ____NO

Eye-tracking is allowed ____YES ____NO

I, give permission to my child,

to participate in this study evaluating a computer
game teaching about online privacy.

Signature of parent(s) or Legal Guardian Date

Signature of researcher Date

Figure A.2: Parental / Legal Guardian Permission for Children Participation in Re-
search page 2.
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Carleton

Y UNIVERSITY
Canada’s Capital University

Verbal Informed Assent Script for the Children

Hi, my name is Christine Mekhail, a student at Carleton University. | need your help in testing this
game called “A Day in The Life of The JOs.”. | will ask you some questions and then play the
game. Afterwards, | will ask you some more questions and then we’re done.

This study will take about 30 minutes and | will record your voice while playing the game so that |
can remember your comments. | will also use this eye-tracker to record where you’re looking on
the screen, so that | can refer back to them later.

The information you will share with me will be kept safely locked up. Nobody will know who said it
except the people doing the research. Just remember we are testing the game and not you.
Nothing you will say today will hurt our feelings. However, if you tell us about dangerous
behaviour, we will tell our Research Ethics Board so that someone can make sure that you are
safe.

You do not have to join this study. It is up to you. You can say okay now and change your mind
later. All you have to do is tell me that you want to stop. No one will be mad at you. Just let me
know.

To thank you for your help, | will give you a $20 gift card from Chapters. You can keep the gift
card even if you decide to stop the study.

Do you have any questions? Remember that you can ask questions at any time.
Do you agree in participating in this user study and playing the game?

If yes, please say: yes, | will be in this research study
If no, please say: no, | don’t want to do this

Figure A.3: Verbal Informed Assent Script for the Children

A.3 Verbal Informed Assent Script for the Children
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Carleton

UNIVERSITY

Canada’s Capital University

Debriefing Form

The research we are conducting helps us evaluate the effectiveness of the privacy game “A Day
in The Life of The JOs” in educating children of the age group 11 to 12 about safe online
interaction when it comes to sharing information.

The results of this study will be used to identify areas where the game can be updated or
changed in order to improve effectiveness in changing the children’s behavior. Your thoughts,
comments, and opinions are very helpful and valuable to our research. Thank you for
participating in this study. Your time and effort are greatly appreciated!

If you have any further questions regarding this research, please contact:

Christine Mekhail, MA. Student Sonia Chiasson, Assistant Professor
School of Human-Computer Interaction School of Computer Science
Carleton University Carleton University

1125 Colonel By Drive 1125 Colonel By Drive

Ottawa, Ontario K1S 5B6 Ottawa, Ontario K1S 5B6

Tel: (613) 808-5993 Tel: (613) 520-2600 ext. 1656
Email: ChristineMekhail@cmail.carleton.ca Email: chiasson@scs.carleton.ca

If you have any concerns about the ethics of this research, please contact:

Professor Louise Heslop, Chair
Research Ethics Board

Carleton University Research Office
Carleton University

1125 Colonel By Drive

Ottawa, Ontario K1S 5B6

Tel: 613-520-2517

E-mail: ethics@carleton.ca

Figure A.4: Debriefing Form
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The post-test interview:

1. The content was...

long = - ~ v y short
1 2 3 4 5

2. The game scenarios were ...

boring = - ~ Y U interesting
1 2 3 4 5

3. Playing the game was...

boring " = - ~ - U exciting
1 2 3 4 5

4. How much did you learn?

nothing = = - ~ v U a lot
1 2 3 4 5

5. The game was...

boring  * - ~ Y U fun
1 2 3 4 5

6. The game design was...

Ugly -2 — = v U nice
1 2 3 4 5

7. Would you recommend this game to a friend?

never = - ~ Y U absolutely
1 2 3 4 5

Figure A.5: User Feedback Questionnaire



122
A.6 Pre- and Post-game-day Interviews
D1 - cyberbullying:
1. What is cyberbullying?
2. If you saw someone being bullied online, what can you do to help that person?
D2 - data mining:

1. What information about yourself is okay to share with other websites if they

asked you to?
2. Do you know what a website cookie is?
D3 - privacy:
1. What is online privacy?
2. How can you protect your privacy online? What are some of the ways to do so?
D4 - photo sharing:
1. Is it okay to share images of your friends? Do you need to do anything first?
2. How do you decide if you can use a picture that you found online?
D5 - verification of information from online sources:
1. How can you tell if information you find online is true?

2. If you've seen a post on Instagram that your favourite store in the mall is giving

away $50 gift cards, what would you do?
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A.7 D1-Cyberbullyng Day full script:

9:08 am A little after first class started:

GRAPHIC: Text message on Josie’s phone

SOFTA OMG did you see how Cindy was staring at Brian in band today? CRUSH-
ING SO HARD

GAME TEXT: What should Josie do?

1. That’s great news! Josie should post on Cindy’s wall: Brian’s perfect for youl!
Great to hear that C j3’s B! 2. Hmm... Josie should text to Sofia: R U sure Cindy
wants people to know about this? She might not be happy if it gets to Brian before
she can talk 2 him. 3. This is too good not to share! Josie should text to Jo: Did U
hear about Cindy and Brian? Keep quiet about it though

1. Post on Cindy’s wall. (0 points) Social Media post on Josie’s wall:

CINDY: Mind UR own business JOSIE! Brian read your post & all his friends R
laughing now

CINDY has unfriended you.

2. Text the person who sent her the news. (2 points) Text from Sofia: OMG I
didn’t think of that! I checked w Cindy & she was totally embarrassed so don’t tell
anyl plz! Thanks for checking first!

3. Text Jo. (1 point) Social media post on Jo’s wall:

JO: Hey BRIAN way 2 go! BRIAN: 77?7 JO: If U feel eyes on UR back? it’s bcuz
somel has a crush on you! BRIAN: Who sits behind me? CINDY? JO: Aw man!
don’t tell CINDY or Jo I'm the one who told u, it was supposed to be a secret

11:10 am during lunch:

TEXT FROM JAY: Hey Jo check out this video I took in class last week!

GRAPHIC: Video-sharing site (still picture) showing a boy with marker on his
face. The video’s title is BEN FALLS ASLEEP IN CLASS. Below are the following
COMMENTS:

JAY (original poster): Check out this video of Ben falling asleep in class and not
even noticing when we WROTE IN MARKER ON HIS FACE! KOOLDUDE: LOL
GREY51: What a luzr ROB: I'm sharing this with all my friends!

GAME TEXT: What should Jo do?
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1. This is too funny! Jo should post a comment: Sorry Ben but this is hilarious!
2. A joke’s a joke, but this is too far. Jo should flag the video to report it to the
video site and text BEN: Hey man JAY shouldn’t have done that to u. 3. Ben’s a
friend. Jo should post a comment: Don’t be a jerk Jay, take the video down before
more ppl see it.

1. Post a funny comment of his own. (0 points) Comments on video:

JO: Sorry Ben but this is hilarious! BEN: Hey JO since U like funny videos so much
here’s one of U bellyflopping at camp last summer (http://vidwow.ca/jos-big-belly-
flop) JAY: LOL BEN: Don’t laugh JAY, UR next? (http://vidwow.ca/jay-in-a-tutu)

2. Report the video (2 points)

EMAIL from the video company: Thank you for your report. We have reviewed
the video and found that it violates our terms of service.

TEXT from BEN: Thanks man, it feels better knowing I have some REAL friends.

3. Leave a comment (1 point)

Comments under the video:

JO: Don’t be a jerk Jay, take the video down before more ppl see it. JAY: Chill
dude, Ben’s not complaining? GREY51: Yeah it’s just a joke ROB: If UR so sensitive
why don’t U go play Cuddle Bears JAY: LOL!

2:26 pm towards the end of third period:

GRAPHIC: Closeup of a black-and-white yearbook photo of a teen boy with
“Flock of Seagulls” hair. Underneath is the caption Grad JEFF SIMPKIN shows
off his super-cool new look.

GAME TEXT: OMG, Jo was working on his school yearbook and found this old
picture of Principal Simpkin. What should he do?

1. People have to see this RIGHT AWAY! He should post it to the school’s online
yearbook page. 2. Too funny not to share, but maybe not with everybody. He should
send it to his friends for a laugh but not put it in the yearbook. 3. Maybe he should
email the principal to make sure he finds it funny too.

1. Post it to the school’s yearbook page. (0 points)

School yearbook page: It would be great if we could start with the photo then
have it fade away; if that’s not possible just have the photo. Either way there should
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be the following comments:

JO: Check out Mr. SIMPKIN as a grad! NATE: LOL too funny JAY: (thumbs
up icon) MR. SIMPKIN: JO, we need to talk in my office please?

2. Decide not to include it in the yearbook, but send it to his friends for a laugh.
(0 points)

TEXT FROM JO: Hey NATE check out Mr. SIMPKIN as a grad? but dont
share it with anyl kay? TEXT FROM NATE: OK

(a fadeout or a few blank spaces)

TEXT FROM NATE: want to catch a movie JO? TEXT FROM JO: cant I have
detention? SOME] shared that pic of Mr. SIMPKIN!

3. Check with the principal to make sure he finds it funny as well. (1 point)

EMAIL FROM JO TO MR. SIMPKIN: Hey Mr. SIMPKIN is it OK if I run this
photo in the yearbook? EMAIL FROM MR. SIMPKIN: Oh my gosh, where did you
find that? We should get old pictures of all the teachers for a collage. Great idea,
JO, and thanks for checking with mel!

3:18 pm Final period of the day:

Social media group (like a Facebook group) titled FB HIGH FIGHTING BISON
BASKETBALL

JO has joined the group. NATE: OK guys we need 2 review our errors b4 the
next game JAY: Yeah like letting MATT play NATE: LOL ok but srsly MATT: ha
ha BRIAN: srsly how do u miss a shot like that? JAY: New rule nerds never take the
ball BRIAN: Yeah or losers or geeks or feebs? so MATT basically MATT: OK OK!
lets talk about NEXT game

GAME TEXT: Jo just checked in with his basketball team online and saw these
posts. What should he do? 1. They’re really being cruel. He should stand up to
it by posting to the group: Guys?. It’s only one game. Remember all those other
great shots MATT made. 2. Jo doesn’t want to be a part of this. He should sign
out before anyone notices he’s there. 3. They’re being really cruel, but it looks like
Matt’s trying to settle things down himself. Jo wants to do something to help, so he
should send Matt a private message: Hey Matt, ignore those jerks. Everyone has a

bad shot now and then! you’ll do gr8 next game!
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1. Leave a comment (1 point) (in the group)

JO: Guys!. It’s only one game. Remember all those other great shots MATT
made. JAY: Come on JO we're just having fun NATE: JO’s right, let’s just focus
on the next game JAY: Hey JO how about that time U tripped last game? BRIAN:
HAHA LOL

2. Leave (0 points) (in the group)

JO has left the group. NATE: OK MATT just shape up b4 next game JAY: Good
luck with that BRIAN: Yeah he just has to fix his jumping & dribbling & shooting!
MATT has left the group. COACH BLAINE has joined the group. COACH BLAINE:
Listen up guys, we don’t do things like that here. You’re ALL benched for the next
game.

3. Talk to Matt later (2 points)

Private message from JO: Hey Matt, ignore those jerks. Everyl has a bad shot
now and then! you’ll do gr8 next game! Message from MATT: Thanks man! I didn’t
want to let them see I was upset about it.

7:08 pm At home, later that night:

GRAPHIC: An online game a la Call of Duty of World of Warcraft (not animated)
with an inset chat window.

Chat window:

BLUE LEADER: Hey JOSIE ready to get blasted off the map? JOSIE: I'll believe
it when it happens! U guys R 2 games behind BLUE LEADER: Hey look u brought
ur baby brother! is he going to cry when I blast u? JOSIE: Why dont u stop talking
& play BLUE TEAM 2: Oh poor boo boo! does the baby need his mommy to fight
for him?

GAME TEXT: What should Jo do?

1. Josie’s the leader of her team. She should tell Blue Leader that acting like that
isn’t a part of the game and tell her team to mute and ignore him 2. She can’t let
someone insult Jo that way. She should say: Lay off my brother or I'll make U cry
like a little baby! 3. She can’t let someone insult her team that way. She should tell
her team to show Blue Leader that they’re better at trash-talking too.

1. Tell the player that acting like that isn’t a part of the game and tell her team
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to mute and ignore him (2 points) Chat window: JOSIE: Blue Leader U R totally
not worth it. Everyl mute him and lets just play. (it would be great if we could
have BLUE LEADER's text turn grey or fade out.) JO: OK cool. SOFIA: what r ur
orders JOSIE? JOSIE: OK lets start by taking out their plasma tank!

2. Step in and insult the player, for attacking her brother (0 points) Chat window:

JOSIE: Lay off my brother or Ill make U cry like a little baby! BLUE LEADER:
Yeah what r u going to do? throw his bottle at me? JOSIE: Im serious LAY OFF
you $%+#& JO: Hey sis cool down BLUE LEADER: hahaha? guess whos gonna be
in trouble when I call the moderator

3. Tell her team to attack the player with equally mean words (0 points) Chat
window:

JOSIE: OK guys, if they want a fight let’s give them one SOFIA: What do u
mean? JOSIE: Lets show em we can beat them at trash talk too. JO: Hey sis r u
sure that’s a good idea? The moderators might get mad JOSIE: That’s an ORDER

mister
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E s D CID How to play? | ¥ Customize ’ o Exit TP
A DAY IN THE LIFE -~ s
OF THE JOs £ 2y ¢
-
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

e

n, F

JO JOSIE

Figure A.6: The main landing page of ADITL. A calendar shows the active days
containing scenarios in red.

A.8 25 game scenarios across the five topics

Below is a reference for the first three scenes of each of the 5 scenarios for the 5 days.



129

CI9 Howfoplay? | £ Customize | 3 Exit ST - -
A DAY IN THE LIFE . :
OF THE JOs £ = . 14 ) -
{ e v Hc-lp_usgctmro

. |

= - 9:08 am n
"
= 4

Ll pd <8
v L

7:49 pm

Figure A.7: The Day View hosts links to scenarios for a particular topic.

How to play?

A DAY IN THE LIFE
OF THE JOs f3 = e

A little ofter
first class started,

Josie receives a text
message on her

iPod saying....

Figure A.8: D1-Cyberbullying: Scene 1 of first scenario.
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S —=i N O How to play? | ¥ Customize

A DAY IN THE LIF

OF THE Jos & §

see how Cindy was
rian in band

Figure A.9: D1-Cyberbullying: Scene 2 of first scenario.

[ ——— - "=-":-"_‘:-._._. m How to play? ﬁ Customize Total Score:
A DAY IN THE LIFE §
OF THE JOs "

" Whot should Josie do?

(¥ Checkwith Sofia abo

ﬁShareMthothisnm

(£’ Post a nice comment on Cindy's page?

Figure A.10: D1-Cyberbullying: Scene 3 of first scenario.
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3 3 ) 1D How fo play2. | &F Customize ‘ R Exit T
A DAY IN THE LIFE % - .
OF THE JOs . _ 14

During lunch time,

Jay is telling Jo:
*Hey JO check out
this video | took it
in class last week!”

A DAY IN THE LIFE J
OF THE JOs

BEN FALLS ASLEEP IN CLASS

18 Comments Leave a comment:

Joy HOY i wesk age
* =8 Check out this video of Ben falling askeep ik
In ci3ss and not even naticing when we

'WROTE IN MARKER ON HIS FACE!

KOOLDUDE & cuym nge
*=8 oL

GREYS1 4 daysage
What 3 luzr

ROB 3 cuys age
2 I'm sharing this with all my fliends!

Figure A.12: D1-Cyberbullying: Scene 2 of second scenario.
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e — I How to play? | 4% Customize T
A DAY IN THE LIFE §
OF THE JOs

Whot should Jo do?

_ Flag the video as inappropriate.

H Reply back saying this is not cool guys!

Figure A.13: D1-Cyberbullying: Scene 3 of second scenario.

O Howto play? | £F Customize | ¥ Exit

A DAY IN THE LIFE
OF THE JOs 8

—

Towards the end of
third period...

Jo is working on the
school yearbook.

Figure A.14: D1-Cyberbullying: Scene 1 of third scenario.



; N ) = B, O How to play? | ¥ Customize T
A DAY IN THE LIFE § oo
OF THE JOs = T
OMG, Jo was working on
his school yearbook and
found this old picture of
Principal Simpkin.

: = g — b Total Score:
A DAY IN THE LIFE §
OF THE JOs »

T Whaot should Jo do?

™ Share itwith his friends for a laugh.

(¥ Checkwith the principal first?

Figure A.16: D1-Cyberbullying: Scene 3 of third scenario.
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A DAY IN THE LIFE
OF THE JOs

Final class...

Jo found the following
chat on his b-ball
team's online group.

Figure A.17: D1-Cyberbullying: Scene 1 of fourth scenario.

_ QB How toplay? | %# Customize J X Exit P ial Score:
A DAY IN THE LIFE i
OF THE JOs ' .

€ > O antpsiwew ivechais comiThi-an

OK guys we need 2 review our errors bs
the next game

’i News rule nerds never take the ball
"
I

0K OK... lets talk about NEKT game
k. O 317 P

Figure A.18: D1-Cyberbullying: Scene 2 of fourth scenario.



O How to play? | ¥ Customize

Total Score:

A DAY IN THE LIFE

OF THE JOs A

What should Jo do? & ooeteos

They're really being cruel. He should stand up to it by
posting to the group:

Jo doesn’t want to be a part of this. He should sign out
® before anyone notices he's there.

il

or
They're being really cruel, but it looks lilke Matt’s trying
3 a to settle things down himself. Jo wants to do something
to help, so he should send Matt a private message.

A DAY IN THE LIFE
OF THE JOs

At home that night.,.
Josie is playing an
online game with

her team.

Figure A.20: D1-Cyberbullying: Scene 1 of fifth scenario.
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O How to play? | ¥ Customize

A DAY IN THE LIFE
OF THE JOs

Team Chat

]
““ Hey JO ready to get blasted off the map?

r I'll believe it when it happens... U guys R 2
games behind

Why dont u stop talling & play ?

“* Hey Jo, ubrought ur sister to defend you...
Are you going to cry when I blastu?

e baby need his

Figure A.21: D1-Cyberbullying: Scene 2 of fifth scenario.

O How to play? | ¥ Customize T
A DAY IN THE LIFE
OF THE JOs

What should Josie do? §eoseoest,

tell Blue
Leader that acting like that isn’t a part of the game
and tell her team to mute and ignore him.

She can’t let someone insult Jo that way. She should say:
® Lay off my brother or IlL make U cry like a little baby!

She can’t let someone insult her team that way.
a She should tell her team to show Blue Leader that
they're better at trash-talking too.

Figure A.22: D1-Cyberbullying: Scene 3 of fifth scenario.
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A DAY IN THE LIFE

OF THE JOs

Total Score:

day by
that will be
edia newsfeed.

Figure A.23: The Day View of D2-Data mining topic.

A DAY IN THE LIFE

OF THE JOs

Sunday morning:

Jo at home checking
his social media
page on his
computer.

Figure A.24: D2-Data mining: Scene 1 of first scenario.
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A DAY IN THE LIFE
OF THE JOs

JAY scored 13/15 on Quizmasters

QUIZMASTERS
How well do you know your movie quotes?

Try QUIZMASTERS new maovie quotes quiz.

Just answer a few questions about yourself, and then see if
you can do better!

Jo is sure he can beat Jay’s
score. He's not sure he
wants to share info about
himself.

Figure A.25: D2-Data mining: Scene 2 of first scenario.

|
A DAY IN THE LIFE

OF THE JOs

give fale answers to the questions about
himself

He's pretty sure that he can decide what to share with apps
like quizzes. He should change his privacy settings to limit
what data apps are allowed to collect from his account.

Figure A.26: D2-Data mining: Scene 3 of first scenario.



G
A DAY IN THE LIFE -

OF THE JOs M

A DAY IN THE LIFE
OF THE JOs

Hey 10,

‘we haven't seen you in a while.

‘Why not stop by Funny Planet
for more funny adventures?

Jo is still at home.
He receives at text
message from one
of his old games'
account saying...

Figure A.28: D2-Data mining: Scene 2 of second scenario.
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A DAY IN THE LIFE
OF THE JOs &

€ > ([0 anhtpsiwwwimmplanet comio

Jo hasn’t logged on to his g
Funny Planet’s account for
years. Someone can use his
personal info to hack into

any of his other accounts.

A DAY IN THE LIFE l

OF THE JOs M

He should write an email
to the company to get them to close the account.

It's his account, he can close it if he wants to. He should
= go into Account Settings to close the account.

Could it really be that easy? He should check the
3 s Terms of Service to find out how to close his account.

Figure A.30: D2-Data mining: Scene 4 of second scenario.
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A DAY IN THE LIFE
OF THE JOs &

Josie is walking
downtown when
she received a text
message from her

favorite coffee shop... |

Figure A.31: D2-Data mining: Scene 1 of third scenario.

A DAY IN THE LIFE
OF THE JOs &

[-_._\_ nh_‘l not

Josie is thinking: OMG,
that's creepy! How did they
know that I'm two blocks
away?! :0

Figure A.32: D2-Data mining: Scene 2 of third scenario.
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A DAY IN THE LIFE
OF THE JOs 3

She should turn off the GPS.

or
They probably found her because she used the Red Eye
2 » Coffee app to buy coffee the last time she was there.
She should uninstall it.

Maybe they found her because she used the Wi-Fi the
3 « last time she was there, She should turn off the Wi-Fi
on her phone.

Figure A.33: D2-Data mining: Scene 3 of third scenario.
A DAY IN THE LIFE
OF THE JOs

Jo is sitting at a
coffee shop. He
receives this email
from his favorite

game saying...

Figure A.34: D2-Data mining: Scene 1 of fourth scenario.
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A DAY IN THE LIFE
OF THE JOs &

€ > (% arapsiewesemaicomio

Mlien, Legacy Server Dutage

a Mien Legary hooownt Deparrment.

Deear }0,

We're sorry to tell you that we have lost access to many'
players’ accounis,

T bl wis ourt, please click on this Link and enter yous user
1D, passwiord, amd payment information, in order for you 1o
| be access your badges. high scones, and special weapons
Oh no! Jo's put in hundreds S o]

of hours on Alien Legacy
and doesn't want to lose
everything he's earned.

Figure A.35: D2-Data mining: Scene 2 of fourth scenario.

A DAY IN THE LIFE §
OF THE JOs &

What should Jo do?

click on the linl
and male sure it takes him to the right Web address.

This looks suspicious. He should wait ‘til he gets home and
= go to the Alien Legacy website to make sure this is legit.

3- Yeah, right! Jo should just delete the email.

Figure A.36: D2-Data mining: Scene 3 of fourth scenario.
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A DAY IN THE LIFE ' '

OF THE JOs @
T ——————

At home that evening:
While Josie is talking
on the phone to one
of her friends she
received this text...

A DAY IN THE LIFE
OF THE JOs

Josie's favorite band has a
album out. She couldn't
{ing it out on Jo's
computer. She didn't want
him to know.

Figure A.38: D2-Data mining: Scene 2 of fifth scenario.
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e T ey N ek Total Score:
A DAY IN THE LIFE
OF THE JOs

What should Josie do?

She should delete her browser history.

or

She doesn't like the idea of anyone knowing what she
2 a Searches. She should use a search engine that doesn't
track or gather data.

or
She doesn’t like the idea of anyone tracking anything she
3 s does online. She should use her browser's Private mode.

Figure A.39: D2-Data mining: Scene 3 of fifth scenario.
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A DAY IN THE LIFE
OF THE JOs &

Figure A.40: The Day View of D3-Internet privacy topic.

=Y . > o EED v
A DAY IN THE LIFE : /
OF THE JOs t .

Jo is on his bike
going to school...
He couldn’t resist
toking a shot of a
heron flying.

=
-
A 4

Figure A.41: D3-Internet privacy: Scene 1 of first scenario.
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IN——_—

A DAY IN THE LIFE
OF THE JOs &

Jo is definitely posting this
photo on his social media
page. But wait, he's not
supposed to take shots
while he on his bike!

A DAY IN THE LIFE
OF THE JOs £
. Whot should Jo do? &asicr e

Keep it offline!

Jo should play it safe. He should post the photo
a to his social network and use the privacy settings
so that only his friends can see it

Here today, gone tomorrow - he should post the
3 s photo using a “disappearing photo” app

Figure A.43: D3-Internet privacy: Scene 3 of first scenario.
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2 ; 4 4 ; ’ Total Score:
A DAY IN THE LIFE | =
OF THE JOs &8 |

School break...

Josie is checking her
social network page.

A DAY IN THE LIFE
OF THE JOs £

< > c & hepswraw socialmadia_comi bosis

P

Clindy mencioned you

e Cindy Yu
1he

[Mizsing] Joske

Oh no! Josie didn’t know
that anyone got a picture of
her at Jasmine’s sleepover.
She's totally embarrassed. 2 Commenis
Cindy

u
ek ol e i of Josbe: Woem bl weshends sloajover
Epse badhass

Jay
Lol

)

i A

Figure A.45: D3-Internet privacy: Scene 2 of second scenario.
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. il - . i § Exit Total Score:
A DAY IN THE LIFE
OF THE JOs &

Whot should Josic do? &

report
the photo to the social network.

Cindy needs to know that this isn’t cool.
2. Josie should put a comment on the photo telling
her to take it down.

It's just a joke. Josie should message Cindy and
3 » ask her to take the photo down.

Figure A.46: D3-Internet privacy: Scene 3 of second scenario.

Total Score:

A DAY IN THE LIFE 14
OF THE Jos & |

During lunch break:

Josie is browsing her
social network page.

Figure A.47: D3-Internet privacy: Scene 1 of third scenario.
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——— oW o play? SIS I Et Total Score:
A DAY IN THE LIFE §
OF THE JOs &8 |

Josie checked her social
network in the computer
lab this morning. When she
checleed it again at lunch,
someone had posted all
kinds of silly stuff from her
account!

Total Score:

A DAY IN THE LIFE | ' 1 14
OF THE JOs

She should always
remember to log out of her accounts.

She doesn't remember telling anyone her
= password, but maybe she forgot. Just in case,
she should change her password right away.

¥
Maybe her privacy settings are too low.

= She should check her privacy settings to make sure
they're as high as possible.

Figure A.49: D3-Internet privacy: Scene 3 of third scenario.
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= .- ) o : A Total Score:
A DAY IN THE LIFE p—
OF THE JOs &2 | _ 1

During Careers class:
The teacher asked
the students the
following...

Figure A.50: D3-Internet privacy: Scene 1 of fourth scenario.

A DAY IN THE LIFE |
OF THE JOs &

‘ > c B s (hacan BOCAMBES, oml o

Josie’s Careers teacher Ms. Lopez
told the class to think about what

impression people get from the
picture of them that's online.

Figure A.51: D3-Internet privacy: Scene 2 of fourth scenario.
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N | D
TR What should Josie do?

Josie should always male sure to
post about things she does that will make a good impression

or
2 Yikes! Josie's posted a lot of silly stuff over the years.
® She should delete it all or just close her account.

or o ’ ¥
Who wants those people snooping into her business?
3 a Josie should make sure everything she posts is at the
maximum privacy level.

ekl : g Total Score:
A DAY IN THE LIFE
OF THE JOs

Jo is at home working
on his bio assignment
when he received

a text message from
his friend Nate...

Figure A.53: D3-Internet privacy: Scene 1 of fifth scenario.
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HiJo can u send me that picof u
in the Mighty Man costume? My
drama class is doing the Mighty
Man musical & Im doing
costumes.

Jo wants to help Nate, but he
really doesn’t want anyone
else to see that picture of him.

A
What should Jo do?

Jo should blur his
face in the photo before sending it.

or
2 There's no way to be sure. Jo should tell Nate he's just
: *® not comfortable sharing it.

or -
If he keeps it on his own social network, he can delete
3 « it later. Jo should set the privacy levels so that only
Mate can see it.

Figure A.55: D3-Internet privacy: Scene 3 of fifth scenario.



154

w i y : ! : : ' Total Score: -
A DAY IN THE LIFE t
OF THE JOs 1

Helpus get through this day by
making the best choices that will be

shown on our social media newsfeed.

A DAY IN THE LIFE
OF THE JOs &2

Josie is at a field
trip with school at the
Royal Botanical

Gaordens for the
butterfly show...

Figure A.57: D4-Image sharing: Scene 1 of first scenario.
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X : - | . 2 A Total Score:
A DAY IN THE LIFE
OF THE JOs L .

Josie got lots of great
photos at the butterfly
show. This one she got of
Sofia is really funny, but
she’s not sure if Sofia would
want everyone to see it.

Figure A.58: D4-Image sharing: Scene 2 of first scenario.

A DAY IN THE LIFE ) |4

OF THE JOs £
Whot should Josie do? geex,,

message 5ofia or talk to her offline
to ask if it's OK to post the photo.

Josie should tag Sofia in the photo so that she can
z,seeitassoonasit‘sposmdalﬂlet]osiehm
if she doesn’t like it.

Josie should limit who can see the photos by posting
3 = them with privacy settings set to Friends.

Figure A.59: D4-Image sharing: Scene 3 of first scenario.
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- - . : Total Score:
A DAY IN THE LIFE |4
OF THE JOs &2

Social Studies class: '
Jo is working on a
project with his

friend Matt...

[T

Y
-

Figure A.60: D4-Image sharing: Scene 1 of second scenario.

Total Score:

A DAY IN THE LIFE
OF THE JOs &2

< }C & hitps-fwwas onlnesearch comflamas peru

C\ Peru + Lamas + images

Size - Type = Uisage Rights «

ey T %
[ g Y L5 ¢
3 . kﬂ ) ;
3 > g :
Jo and Matt are doing a project ,f i ! i
on Peru for social studies class -

and want to use some photos of

llamas in it. Jo knows that a lot ‘

of photos are under copyright ; i %?
: 5 ‘;;I' i

s0 he wants to make sure that it's
olkay to use the photos he wants.

- > ':""'f\

Figure A.61: D4-Image sharing: Scene 2 of second scenario.
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+ ! e ; ® Total S-:orcr.
A DAY IN THE LIFE
OF THE JOs 2 §

>’

find out who took the photos
and give them credit

He should find out which photos he can use
= without asking permission.

He should use the photos he wants
3 » and just say where he found them.

Figure A.62: D4-Image sharing: Scene 3 of second scenario.

A DAY IN THE LIFE |
OF THE JOs &

' .

-
During English class: '

Jo is researching '
haiku poetry...

Figure A.63: D4-Image sharing: Scene 1 of third scenario.
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A DAY IN THE LIFE
OF THE JOs Ei

&/l iaiw onlineblog comhoughisandwonisBenhaiku

- N

s

bets own creatighs

Jo was doing research on haiku

for his English class and found a
blog full of poems by his friend
Ben. He reads through them and

starts to think that Ben might be
really depressed.

Total Score:
A DAY IN THE LIFE .
OF THE JOs &2

i4
" What should Jo do il

o should talk to Ben privately
to say he's worried about him.

Jo ought to support his friend. He should leave
= a comment on Ben's blog to try to cheer him up.

This could be serious! Jo should send a link to the blog
3 = to Ben's teacher and tell him he's worried about Ben.

28

Figure A.65: D4-Image sharing: Scene 3 of third scenario.
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A DAY IN THE LIFE
OF THE JOs 2

Josie at home
uploading a video
of a new song she

played with Cindy...

New song! First try 11/5

a Leave a comment:

Figure A.66: D4-Image sharing: Scene 1 of fourth scenario.

-

A DAY IN THE LIFE |
OF THE JOs &8

10K | think | got some chords
WIONg aboust ||°”'n\'."|'..l thiry

Josie really wants her
friends to see the video that
she and Cindy made of their
lit s b if its OKE band, but Cindy doesn’t want
her to publish it just yet.

I'll watch it tomormow E then

Figure A.67: D4-Image sharing: Scene 2 of fourth scenario.



-.::.-:: e ey bl | = Total Score:
A DAY IN THE LIFE |4
OF THE JOs

What should Josie do? Seossest

theopﬂrbel

She can set the video to Unlisted and
send links to just a few people.

2 Josie made this video, too! She has a right to publish
= it if she wants to.

Josie should respect Cindy’s privacy and wait “til
3 = she’s sure that it's okay to post the video.

Total Score:

A DAY IN THE LIFE
OF THE JOs &2

Jo is at his friend
Nate's house playing
video games...

.

Figure A.69: D4-Image sharing: Scene 1 of fifth scenario.
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A DAY IN THE LIFE
OF THE JOs 2

fow to play | £} Cu : 2 Total Score:
A DAY IN THE LIFE
OF THE JOs £
What should Jo do? §oosoest .

share it on his social networks so
that everyone can see it.

2 A lot of people might make fun of Jay if they saw this.
= Jo should double-check with him to make sure

This is too funny not to share, but Jay might get upset
g if he found out. Jo should just show the picture on
his phone to the friends that are there with him.

Figure A.71: D4-Image sharing: Scene 3 of fifth scenario.
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A DAY IN THE LIFE
OF THE JOs 8

Figure A.72: The Day View of D5-Verification of information from online sources
topic.



A DAY IN THE LIFE
OF THE JOs

Josie at home...

Josie is checking her
social network page
before school.

g

163

Figure A.73: Db5-Verification of information from online sources: Scene 1 of first

scenario.
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o

OF THE JOs

A DAY IN THE LIFE . :
_ —

Clndy mentioned you.
Clndy Yu
1 b

Check it out buses R cancelled... SHOW DAY! Pass bt ond

If it's real she’ll save them a
long walk in the snow, but
ifitisn‘t they'll all be Late

0 Commenis.

for school.
a Leave a comment

bl b Wil

Figure A.74: Db5-Verification of information from online sources: Scene 2 of first

scenario.
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b i Total Score:
A DAY IN THE LIFE
OF THE JOs 2 =

What should Josie do? §eosoedt,,

Josie should message Cindy: R U serious?

or

2 Maybe Cindy got tricked. Josie should do animage
® search of the photo to make sure it's legit.

or

3 It could be an old post! Josie should check the date to
* make sure it was posted today.

Figure A.75: Db5-Verification of information from online sources: Scene 3 of first
scenario.
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B | | -
S Total Score:
A DAY IN THE LIFE ‘ r
OF THE JO:s & y

Jo and Annie are
researching a
science project
and find...

Figure A.76: Db5-Verification of information from online sources: Scene 1 of second
scenario.
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Total Score:

A DAY IN THE LIFE
OF THE JOs &

< }c & hitps:('wars onlinecyclopedia comiphlogision

B

n Article Talk Edit History

ONLINECYCLOPEDIA
PHLOGISTON

Phlogiston is an element that was once believed to exist in all matter.

Scientists believed that things bumed or rusted when phlogiston was

drawn out of them into the air or water. It was believed that air could
orb so much phologiston, after which nothing could bum.

Jo and his friend Annie are doing
research for a project in science
class and find this article in an ideas.
online encyclopedia. The article

sounds kind of silly to Jo and he

knows that anyone can edit these
encyclopedias.

was proposed in 1667 by Johann Joachim Becher and,
ad out not to be accurate, can be seen as a step forward

Figure A.77: Db-Verification of information from online sources: Scene 2 of second
scenario.
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What should Jo do? Srosae

Jo should check the Talk page.

2 What changes have been made to this article?
= Jo should check the View History section.

Jo's a smart guy. He can tell whether it's legit
3 = or not just by reading it carefully.

Figure A.78: Db5-Verification of information from online sources: Scene 3 of second
scenario.
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In geography class:
Josie and Matt are
working on a
research project...
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Figure A.79: Db5-Verification of information from online sources: Scene 1 of third

scenario.
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LIKE OR DISLIKE

gy e

Josie and Matt are doing
research for an essay on school
uniforms. Josie found this site
that looks like a good source of
information -

Sl urifones cave shudernt
a Efle fime in the maming
beomume Sy dor't have 1o
[

Schaool uniforms may seem
mione fair because rich and
poor shtents haws i wear
thes save thing

Schiool uniforrms help teachers
by reducing problems wis
revaaling clohes or T-shirts.
with offenssve slogars.

Sehool undlorms, erush
creatvity by forcing students.
oy mindless oondormity.

School unsorms violate
shudents' nghts to express
froar cushural hantage:

School uniforma muzsie
studients and take away their
P 40 G BRSO
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Figure A.80: D5-Verification of information from online sources: Scene 2 of third

scenario.
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Whot should Josie do?

Better double-check,

or
2 Is this really a balanced source? Josie should read carefully
® to look for examples of bias and loaded language. '

or

3 Who's this by, anyway? Josie should do a search
® to find out if the author is reliable.

Figure A.81: D5-Verification of information from online sources: Scene 3 of third
scenario.
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At home after school:
Josie is checking a
weightloss site her
friend sent her...

-

Figure A.82: D5-Verification of information from online sources: Scene 1 of fourth

scenario.
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>

Josie’s friend Cindy sent

her a link to this diet blog.

That girl does look a lot

AL S LRGETETIS Ty T R [l what you see here are a picture | took last month and a picture
r— = = 2 I teok this moming.

and milkshakes sound lots S S S S

easier than eating lettuce. Miatiatn et | con beews it man a0 ety 0 0e 00 mach
I heard absoast this: diet from Jenny Siong bt | was pretiy
skeplical at first. Then | read [ronFice and SirusFitness had
done it too o | gave it a fry!

#diet Snwirition Sweight Bbeforeandafier Sxlamnymilks hake

ﬂ S mbagged iz

"-‘—"mu
a

s e T

Figure A.83: D5-Verification of information from online sources: Scene 2 of fourth
scenario.
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Whot should Josie do? 3

Josie should do a search for
"Skinny Milkshake diet”.

It Looks like lots of different people have tried it.
Z.MMﬂmmmﬁm
ever tried the diet.

That girl's pushing those milkshakes pretty hard.
a Josie should take a look at the rest of her blog
to see if she gets paid to mention products.

Figure A.84: D5-Verification of information from online sources: Scene 3 of fourth
scenario.
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At home later that day:
Jo receives a text

from his friend Ben
sharing a cool video...

Figure A.85: D5-Verification of information from online sources: Scene 1 of fifth

scenario.
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That's a pretty cool trick -
but maybe Jo is right to be
suspicious.

We have to try this!

Figure A.86: D5-Verification of information from online sources: Scene 2 of fifth
scenario.
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Whot should Jo do?

send the link to people on his skateboarding
forum

or
"2 He should check out the person who posted it to see if
* he looks legit.

He should check out a hoax-busting site like Snopes to
® see if there's any info there.

or

Figure A.87: D5-Verification of information from online sources: Scene 3 of fifth
scenario.



