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Tweens are avid users of digital media, which exposes them to various online threats. Teachers are primarily expected to teach children
safe online behaviours, despite not necessarily having the required training or classroom tools to support this education. Using the
theory of procedural rhetoric and established game design principles, we designed a classroom-based cybersecurity, privacy, and
digital literacy game for tweens, that has since been deployed to over 300 Canadian elementary schools. The game, A Day in the Life

of the JOs, teaches children about 25 cybersecurity, privacy, and digital literacy topics, and allows them to practice what they have
learned in a simulated environment. We employed a user-centered design process to create the game, iteratively testing its design and
effectiveness with children and teachers through five user studies (with a total of 63 child participants and 21 teachers). Our summative
evaluation with children showed that the game improved their cybersecurity, privacy, and digital literacy knowledge and behavioural
intent, and was positively received by them. Our summative evaluation with teachers also showed positive results. Teachers liked that
the game represented the authentic experiences of children on digital media and that it aligned with their curriculum requirements;
they were interested in using it in their classrooms. In this paper, we discuss our process and experience of designing a production
quality game for children, and provide evidence of its effectiveness with both children and teachers.
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1 INTRODUCTION

Children use the internet to engage in activities central to their identity and cognitive development, such as expressing
themselves online, fostering meaningful relationships, communicating with friends, and exploring their interests and
hobbies [36, 60]. While beneficial to children’s development and well-being, the internet also exposes them to various
online risks such as phishing, cyberbullying, exposure to age-inappropriate content, misinformation, and privacy
violations [36, 71]. Attackers are leveraging children’s developing cognitive skills to design attacks specifically targeted
at apps and platforms used by them [4, 5, 13, 17, 59]. For example, the AdultSwine malware displayed pornographic
content on 60 child-friendly apps on Google Play [13].
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2 Maqsood and Chiasson

Given these risks, various multimedia educational tools, such as games and interactive comics have been designed to

improve children's mental models of security and privacy and develop their critical thinking skills [32, 75]. Most of

these tools have been designed for the home. However, the inclusion of cybersecurity in K-12 curriculum [42, 47, 54� 58]

means that teachers often have the primary responsibility for educating children about these issues. Thus, there is a

need to improve teachers' own awareness of cybersecurity and to provide them with the appropriate training tools for

children [35,61]. This has become even more important with the recent increase in cyberattacks on schools, such as Zoom

bombing and ransomware, due to Bring-Your-Own-Devices (BYOD) policies and remote learning [3, 21, 23, 30, 53, 73, 74].

Thus, improving teachers' and children's awareness of cybersecurity not only keeps them safe, but also protects the

school's infrastructure from cyberattacks involving end users (e.g., a user accidentally accessing a phishing URL).

Addressing this need, we developed a web-based cybersecurity, privacy, and digital literacy game for tweens -�

children aged 11 to 13 years �- in collaboration with our educational partner, MediaSmarts, a national not-for-pro�t

charitable organization which has promoted digital and media literacy in Canada for nearly 30 years [48]. In�uenced by

the theory of procedural rhetoric, we designed the game so that it nudges players towards the desired security and

privacy behaviors and attitudes.Procedural rhetoricstates that an argument or claim (rhetoric) should be embedded in

the mechanics of a game so that players discover the rhetoric by playing the game [9]. We chose this as the underlying

theoretical principle of our game because of its experiential nature. This is especially important for security and privacy,

where the environment and risks are continually evolving. Tweens must be able to recognize threats or risky situations

that they may never have encountered and reason about the best course of action. This skill requires signi�cant vigilance

and awareness that comes from experience. A game using procedural rhetoric can help with providing some of this

experience.

Topics addressed in the game include cyberbullying, data privacy, online reputation, privacy and ethics, and verifying

the veracity of information online. We used an iterative approach to design the game, frequently evaluating it with

both children and teachers, through a total of �ve empirical user studies (with a total of 63 child participants and 21

teachers). Our last two studies showed that the game was positively received by children and teachers, and was e�ective

at improving their cybersecurity, privacy, and digital literacy knowledge. Teachers were also interested in using the

game in their classrooms, as it met their curriculum needs and they could easily incorporate it into their lessons using

a strategy that matched their individual teaching style. The game,A Day in the Life of the JOs[8, 49], is available to

schools in both English and French, and accessible on Desktop and iPads. Following the research presented in this

paper, the game has since been adopted by 30 school districts, deployed in over 300 Canadian elementary schools,

and an additional 35 school districts are currently previewing the game for use within their respective schools. Our

educational partner has received positive feedback from schools currently using the game. For example, one school

administer stated�The scenarios are great and certainly re�ect our students' realities online�.

Our work makes the following main contributions:

(1) The design and development of a production-quality cybersecurity game with real world impact.

(2) Empirical evidence of the e�ectiveness of a cybersecurity game with both children and teachers, through a

comprehensive set of user studies. Very few cybersecurity games are actually tested with end users, so there is

little evidence on whether they are e�ective at improving users' cybersecurity and privacy mental models [75].

Those that are evaluated, usually only involve users at the end of the design process [75]. We involved users

throughout the design process and also tested the e�ectiveness of the game, through �ve lab-based user studies.
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Cybersecurity game for tweens 3

(3) A demonstration of procedural rhetoric as a framework for designing cybersecurity, privacy, and digital literacy

games. While procedural rhetoric has been used to design educational games, our work is the �rst to apply it to

cybersecurity education. Not much work has critically examined the e�ectiveness of procedural rhetoric, so we

also attempt to �ll this gap in the literature.

(4) Insights into how teachers can use cybersecurity games in classrooms, and what they need from these resources.

2 RELATED WORK

2.1 Security and privacy educational games

From a pedagogical perspective, games are ideal for security and privacy education, because they naturally provide

an environment for users to safely practice di�erent behaviours, and to develop their critical thinking and reasoning

skills in relation to technology use. Given this, in the past 15 years, academic, non-pro�t, and for-pro�t organizations

have all designed games to educate adults, professionals, and children about a wide range of security and privacy

issues, including online safety, phishing, digital citizenship, data security and network security [75]. Those designed for

children are focused on digital citizenship, privacy, and online safety [75]. For example, in DataK, players help the mayor

of the �ctional town Dataville make decisions which have consequences on the privacy of the town's citizens [70].

While many games have been designed for security and privacy education, few have been evaluated with users to

assess their usability and e�ectiveness [75]. Of the 54 games reviewed by Zhang-Kennedy and Chiasson, only 33%

had been evaluated with users. Most of the evaluated games were developed by academic researchers and have not

seen wide deployment [75]. The evaluation methodologies varied in rigour, and most assessed learning only with a

post-test, without establishing baselines using a pre-test [75]. Thus, the empirical e�ectiveness of games at meeting

their educational goals remains largely untested.

In Zhang-Kennedy and Chiasson's review, only three games were designed for classroom use [14, 29, 72]. While two

of these provide accompanying teacher guides, there is no evidence that these games were evaluated with children or

teachers. In addition, most have been archived or removed, possibly due to being outdated. This highlights an ongoing

challenge of designing cybersecurity educational tools, which quickly become outdated due to the rapid evolution of

technology, online risks, and cyberattacks. Addressing this issue, Zhang-Kennedy and Chiasson recommend designing

cybersecurity educational tools with high adaptability, so they can be easily updated with new cybersecurity information,

at a relatively low cost, with minimal disruptions to end users [75].

2.2 Game design principles and frameworks

2.2.1 Meaningful play.Motivated learners spend more time and e�ort on the learning activity, which leads to better

outcomes [31, 38, 39, 63]. To motivate learners, Salen and Zimmerman [65] recommend creating games that allow

players to engage in meaningful play, which emerges from their interaction with the game and their context of play. For

example, players playing a chess game on their own (i.e., arbitrarily moving the game pieces) have a less meaningful

play experience than those engaged in a match with another player. In both cases, players are interacting with the game,

however, their interactions in a match have a purpose which leads to a more meaningful play experience [65]. The

choices available in a game also contribute to players' experience, and all choices o�ered should a�ect the game state in

some manner [65] in order to be meaningful. The outcome of each action should be clear to the player, so they can use

it to create new meanings in the game. Finally, the relationships between actions and outcomes should be discernible

and integrated into the larger context of the game [65].
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2.2.2 Gee's principles for learning games.By analyzing the engaging aspects of popular entertainment games, Gee

found that games provide experiential learning (i.e., learning by doing), which is more fun and e�ective compared

to passive learning (i.e., learning facts) typically o�ered in schools [24, 25]. In the context of security and privacy,

passive learning provides children advice on how to stay safe online. While knowing these facts is important, they are

insu�cient when children actually face dangerous situations online. In these cases, active learning, where students are

allowed to practice being in these situations, is a more e�ective. Based on his work, Gee proposed 36 learning principles

for designing engaging classroom learning environments, utilizing the e�ective learning techniques in games [25]. He

also proposed 16 learning principles that he observed exhibited by good games [27].

2.2.3 Procedural rhetoric.Bogost [9] de�ned procedural rhetoric as the practice of using processes or mechanics

to construct an argument in a game. It is useful in educational games which make a statement to the player [9].

Games employing procedural rhetoric make their argument by embedding it within the rules of the game. As players

interact with the simulated game world, they progressively discover the argument presented by the game. The power

of procedural rhetoric is that players are more likely to believe an argument if they experience it for themselves in a

simulation, compared to being told about it. Procedural rhetoric has been used to design behaviour change games for

homelessness [64], understanding Attention De�cit Hyperactivity Disorder (ADHD) [28], energy conservation [18],

and healthy eating [22]. In Fitter Critters, a game to teach children healthy eating habits, players care for a virtual pet.

They make choices a�ecting the health of the pet, and consequently learn about health and nutrition. Each choice

has both positive and negative e�ects on the pet's well being, so players learn which choices are most bene�cial [22].

A study showed that it was positively received by children and resulted in increased nutrition knowledge, positive

attitudes toward healthy eating, and healthy eating self-e�cacy [66]. Based on their experience of designing this game,

Ferrara proposed the following guidelines for designing games using procedural rhetoric [22]:

P-G1: De�ning a core message for the game. The game must be designed around a clear and concise statement

of what the players should do or believe.

P-G2: O�ering meaningful choices. Meaningful choices should be o�ered, and there should be bene�ts to

making the least ideal choice, which will foster exploration and discovery.

P-G3: Enabling self-directed discovery. The game should allow self-directed discovery of the message, which

will give players a feeling of ownership and insight.

P-G4: Tying the message to strategy. Games with the goal of winning should embed the message into the

winning strategy, which will drive players e�ciently towards the message.

P-G5: Keeping the simulation realistic. The simulation should be realistic, giving it credibility and allowing

players to apply the learned behaviour in the real-world.

We use these guidelines as the basis of our security and privacy game. While previous work shows that procedural

rhetoric is e�ective for designing behaviours change games for di�erent domains, it has not yet been used to design

security and privacy educational games for classroom use.

3 A DAY IN THE LIFE OF THE JOSGAME

We designed a game to educate 11-13 year old children about cybersecurity, privacy, and digital literacy issues. Our

educational game had the following learning objectives:

(1) Improve tweens' understanding and knowledge of cybersecurity, privacy, and digital literacy issues.
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Fig. 1. Main screen ofThe JOsgame

(2) Develop tween's critical thinking skills about novel situations that they may face online, especially on social

media, as most will likely have social media accounts soon.

To meet our learning objectives, we used procedural rhetoric to create a game that provides an active learning

environment for children. Our goal was to create a game that allows children to explore, practice di�erent strategies,

and learn from their experiences.

3.1 Overview

The main message of our game is thatlife with digital media is complex, and the correct behaviour is not always clear.

However, we have choices and the choices we make have consequences (good or bad) on our personal and digital lives(P-G1).

Given this, we used a-day-in-the-life approach to design our game, where players follow the main characters of Jo and

Josie through a series of events in their daily life and help them make smart decisions online. The main characters are

avid social media users, and re�ect our target audience who are digital natives and use multiple electronic devices in

their daily lives. By playing the game, children are able to see possible consequences of their choices in a simulation

before they make them in the real world.

Since the game is meant to be used in classrooms, an additional constraint was to keep it short so that it can be

completed as part of a lesson (typically lasting under 60-minutes) and foster discussion among students. It also needed

to have measurable educational goals which can be used by teachers to evaluate students' performance. In collaboration

with us, our educational partners speci�ed the target audience, identi�ed educational topics, and created scripts for the

game.

Figure 1 shows the opening screen of our game, where the calendar represents a typical school month for the player.

The game has �ve days which are active in the calendar and are highlighted in red. Days with a dark grey background

have been completed by the player. As detailed in Table 1, each day addresses a di�erent cybersecurity, privacy, and

digital literacy topic, and includes �ve scenarios covering di�erent aspects of the topic (for a total of 25 implemented

scenarios � Appendix A). A short introduction and instructions on how to play the game are provided. To begin, players
Manuscript submitted to ACM
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(a) Introduction screen (b) Middle screen

(c) Choices screen (d) Newsfeed showing the consequences

Fig. 2. Scenes in a scenario of the game.

select a day from the calendar which directs them to the main screen for that day. The visual design is di�erent for each

day, re�ecting the topic addressed by the day, and the page links to �ve related scenarios. Each scenario shows Jo or

Josie in a situation where they require the player's help in deciding how to behave safely.

Figure 2 shows a scenario in the game. The �rst two screens present the scenario to the player. After viewing the

scenario, the player is presented with three choices and has to decide what Jo/Josie should do. For example, in this

scenario Josie takes a picture of a friend without her permission and wants to post it on social media. The player must

help her decide what she should do in this situation. After making a choice, the player immediately see the consequences

of their choice in the newsfeed component, which acts as an aggregator of the characters' digital media platforms. A

score helps the player keep track of how well they are doing in terms of making privacy-conscious choices.

3.2 Detailed functionality of the game

In this section, we provide details of the di�erent components in our game such as the scenarios, choices, newsfeed,

scoring, feedback, and the characters. We brie�y discuss these in terms of how they �t with procedural rhetoric theory.

Details on the application of procedural rhetoric and other relevant game design principles is provided in Section 3.4.

3.2.1 Scenarios.Composed of text and graphics, scenarios are presented via a series of animations. The scenarios are

quite diverse, for example Josie working with a friend in science class, or the siblings playing an online game with

friends. Scenarios within a day must be completed in temporal order. Progress is automatically saved when a scenario

is completed, so players can return to the game later. Players can replay completed days, which is useful if they want to

see the outcomes of di�erent choices. When replayed, the score and content of the newsfeed are adjusted accordingly.
Manuscript submitted to ACM
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Day Scenarios
Cyberbullying Spreading rumors, dealing with online bullies, and dealing with embarrassing photos.
Data privacy Providing data to apps, deleting online data, location tracking, phishing, and targeted advertising.
Online reputation Controlling audiences for media, dealing with unwanted photos, dealing with the pressure to

share personal content, preventing online impersonation, and managing online reputation.
Privacy and ethics Sharing others' personal information or content (e.g., photos, videos) without their consent, and

understanding copyright.
Fact checking Verifying the authenticity of information on social media, wikis, and websites, recognizing bias

and loaded language, and recognizing commercial content.
Table 1. Cybersecurity, privacy, and digital literacy topics addressed by the game

We spent signi�cant e�ort into devising realistic, relatable scenarios so that children are engaged and invested in the

game outcomes (P-G5) [22, 44]. When children are able to see themselves in situations presented in the game, they

are more likely to learn from them and apply the learned material to situations outside of the game [7, 44, 51]. Some

scenarios had the main characters engaging in negative behaviours (e.g., sharing someone's photo without permission).

To make these scenarios relatable, we framed them to represent situations where the characters accidentally engaged

in the behaviour without malicious intent. Our intent was for children to develop empathy for the characters, and

understand how children their age might engage in these behaviours. Thus, by playing the game, children not only saw

how to avoid these behaviours but could also develop an understanding and empathy for individuals (e.g., friends) who

might unintentionally engage in them.

3.2.2 Choices.The three choices in a scenario (Figure 2c) are the main mechanism of procedural rhetoric [10] in

the game (P-G2). We provided three choices for every scenario in the game, to adequately capture the nuances of the

choices available to children in real life, without creating a choice paradox1. Each choice may lead to positive and

negative consequences, displayed in the newsfeed, so players have incentives to engage in each option in the game.

For example, in the scenario shown in Figure 2c, if Josie chose to post the picture, then the newsfeed would show her

friends' reactions. Her friend So�a is mad at her for posting the photo, while others think the photo is funny, so she's

getting both positive and negative reactions to her choice, which re�ects something that may actually happen in real

life. From a privacy perspective, Josie would get 0 points for posting the photo, but this is contrasted with the social

capital that she gets from her friends' reactions in the newsfeed.

Through close collaboration with educators and formative user testing of the scenarios with children (Section 5),

we iteratively designed the choices so that the most security- and privacy-preserving choice is not obvious, requiring

players to critically think about the di�erent options and the situation. This allows players to explore and discover the

consequences of di�erent choices, and come to realize the main message of the game (P-G3). Players can take a risky

approach and pick all of the least security- and privacy-preserving choices, just to see their e�ects on Jo/Josie's digital

lives, or they can try to pick the safest choices in each case.

3.2.3 Newsfeed.The newsfeed is the second component of procedural rhetoric in our game. After making a choice,

players see the results and consequences of their choice in the newsfeed, which nudges them towards the main message

of the scenario. For example, in the scenario shown in Figure 2c, if the player chooses the option ofJosie should limit

who can see the photo, the newsfeed will show that Josie's friend Sophia is mad at her for posting the photo without

1The choice paradox is a psychological principle, where having too many choices makes users anxious and leaves them unable to make a choice. That
is because the more choices users have, the more e�ort they need to exert comparing all the di�erent options before making a choice. This process is
stressful, so when presented with too many options users are less likely to make a choice [67].
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8 Maqsood and Chiasson

her permission. The consequences shown will help the player reconsider their use of privacy settings on social media.

Seeing the consequences in the newsfeed will also promote re�ection, where players can think of their choice and how

it relates to their behaviour in the real world. After playing several scenarios, players should come to the conclusion

that life with digital media is nuanced, and they need to think critically about the available choices before taking action.

We designed the newsfeed to be an aggregate social media feed, staying away from mirroring any speci�c social

media platforms. Instead, the newsfeed shows a reverse chronological series of posts and actions from other people in Jo

and Josie's lives with no mention of platform. Some are public and others are private messages. Actions might include

�unfriending� or commenting on Jo or Josie's photos. Each posted item has a headshot image of the person and a textual

description. For each choice in the game, 3-5 new items appear in the newsfeed one at a time, using a fade-in animation.

As a consistent element in the game, and accessible from any screen, the newsfeed allows players to review the

consequences of their choices on demand, promoting further re�ection on the learned material. Players can display/hide

the feed and can switch between Jo and Josie's feeds (Figure 2d). When a scenario is played, the newsfeed is automatically

hidden by the game and it is automatically displayed again at the end of the scenario to show the consequences of the

player's choice. The visibility of the newsfeed is controlled by the game during a scenario, to guide players' attention to

relevant components as they progress through the scenario. The newsfeed can also help players review their choices,

which may encourage them to replay the scenarios and make di�erent choices to explore di�erent outcomes (P-G3).

3.2.4 Scoring and Feedback.Players choose one of three choices at the end of a scenario, and each choice is worth 0, 1,

or 2 points. The total score for the game is always visible (Figure 1) and re�ects children's overall privacy preserving

or socially-conscious mindset. After completing a scenario, players are told whether they made the most appropriate

choice. Detailed feedback is provided after a day is completed, and explains the player's performance for the whole day.

It shows their choices per scenario and associated score, then o�ers commentary and advice of better alternatives if

appropriate (P-G4). This review screen allows players to re�ect on their choices and the learned material, which is

intended to aid retention and application of the material to real world settings.

The feedback provided at di�erent points in the game (immediately after viewing the consequences of a choice

and after completing a whole day) provide children with several opportunities to re�ect on the consequences of their

choices. Re�ection allows children to realize what they did and how they can improve in the subsequent parts of the

game. To minimize disruptions, the short message at the end of a scenario only tells the player how their choice a�ected

Jo or Josie. The complete summary provided at the end of a day shows them their choice, consequences, the most

security- and privacy-preserving choice, and how they can improve in the future. This kind of re�ection leads to a

better understanding of the educational material than simply being told that a choice was least secure [11]. It also helps

with the retention and knowledge transfer of the material learned from the game [31].

Feedback was also made available directly to teachers. In parallel development, our partner organization hired

developers to build an educational portal, including a teacher evaluation module, to host The JOs and their other games.

This portal was developed based on feedback from teachers about their needs and with extensive consultation with us.

All outcomes of our game are available for tracking in the teacher evaluation module. Teachers can use this module to

monitor student performance through game scores and detailed reports about each student's game choices and actions.

3.2.5 Characters.It is important for children to have positive associations with the game characters, otherwise they

would be less inclined to learn from them [2, 37]. To facilitate positive associations, we chose two main characters

(a girl and a boy), and designed them to be representative of 11-13 year olds. We made sure that both Jo and Josie

were represented equally in game scenarios where they were the victims of negative behaviour and where they had an
Manuscript submitted to ACM
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opportunity to practice negative behaviour. We similarly tried to include diversity in ethnicity, abilities, and appearance

among the secondary characters. Jo and Josie are siblings who attend middle school and take part in extracurricular

activities such as basketball. They play video games, have cellphones, and use computers at school and at home for

homework. They engage with their friends in person and through various digital channels.

3.2.6 Navigation.We used an explicit control (Figure 2a, yellow arrow on right edge) to transition between scenes

within a scenario. This accommodates children's di�erent reading levels and speed by allowing them to control the

pace of transition. The game's logo, located at the top-left of the screen can be used to return to the Calendar page at

any time during game play. Players can only move forward through scenes, to reinforce the relationship with real life.

However, players can replay an entire day once completed in its entirety.

3.2.7 Language.The game could be played in English or French, and players select their preferred language from the

login screen. Both the English and French versions had the same visual design and used the same underlying technical

architecture, with a system parameter determining the language of the assets (e.g., text, graphics) to display. As their

progress is automatically saved, players can switch the language anytime during the game by returning to the login

screen and selecting a di�erent language. While the game is currently available in two languages, we created a modular

technical architecture, so more languages can be easily added in the future.

3.2.8 Audio.To reduce children's cognitive load, we minimized the amount of text used in the game and provided

audio narration for all text. Players can control the audio using the persistent audio player located at the top of the

screen. Narration was done by a hired voice actor in both English and French. Audio could be set to autoplay with each

scene transition, allowing children to follow along with text as it appeared on the screen.

3.2.9 Content.Game content was designed at an appropriate reading level for our target audience in collaboration

with K-12 Educators experienced in designing educational material for children. We minimized text where possible by

including meaningful and visually appealing graphics. The scenarios were designed to be realistic and representative of

the lives of 11-13 year old children to encourage transfer of lessons in the game to real world settings (P-G5). Scenarios

were designed to be lighthearted and humorous to keep children engaged. We implemented twenty-�ve scenarios, and

structured the visual design and technical architecture such that more scenarios (up to 150) can be added in the future

by adding content for the other days in the calendar.

3.3 Cybersecurity, privacy, and digital literacy principles

The principles of cybersecurity, privacy, and digital literacy are nuanced, and in many cases the correct behaviour

depends on the context of the situation and the user's personal beliefs and attitudes. For example, personal privacy

does not necessarily mean that an individual should never share any information about themselves, but rather that it is

an individualized choice and some people may choose to disclose more than others. In this case, our aim would be to

help players consider the consequences (good and bad) and make an informed decision for themselves.

This makes it challenging to design learning tools to improve children's cybersecurity and privacy knowledge and

behaviours. In The JOs game, the design team made a subjective determination about which choice was considered the

most security- and privacy-preservingoption in each scenario. Given the nuances of the situations represented in our

game, it is possible that some players may disagree with our choices. However, when this happens, we believe that it

will generate meaningful discussion among the players and the teacher about the di�erent choices in the game. This

type of discussion fosters critical thinking skills in children and creates a sense of agency, which is required when they
Manuscript submitted to ACM
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encounter these situations in real-life. Thus, the objective of our game is to create an environment that allows children

to explore di�erent aspects of nuanced cybersecurity, privacy, and digital literacy topics, and generate discussion, which

ultimately fosters their critical thinking skills.

3.4 Demonstration of game design principles

The JOs game exhibits characteristics of procedural rhetoric and various educational design principles to create an

environment that allows children to explore di�erent online safety behaviours and practice them in a safe environment.

The replayability feature makes failure a natural part of the learning process, as children can replay a scenario to

explore di�erent outcomes.

3.4.1 Gee's learning principles.Gee speci�ed sixteen principles [27] for designing e�ective educational games and

states that the number of principles applied to a game determines how e�ective it is as an educational tool. Thus, a game

becomes a better learning tool as it respects more principles. The JOs applies ten out of the sixteen principles. According

to Gee'sAgencyprinciple, an environment demonstrating these ten principles is an environment where players can

feel a sense of ownership over what they are learning, because they are helping to create the learning environment by

making choices in the game [27]. The following list shows the application of the remaining nine principles on The JOs

game.

Performance before competence. The JOs is self-contained and can be played by tweens with varying levels

of cybersecurity, privacy, and digital literacy skills. This aspect of our game respects thePerformance before

competenceprinciple, where players can perform in the game before becoming competent in it, which is the

reverse of traditional educational methods [27]. For players with low cybersecurity, privacy, and digital literacy

skills, we believe that the additional support and classroom conversations surrounding the game can be especially

bene�cial.

Just in time and On demand. Information in The JOs is broken down into chunks, and players are only provided

the relevant chunk when they need it in the game. For example, the content associated with each scenario is

split into various scenes and the newsfeed, to avoid overwhelming players with the content, in accordance with

the Just in time and On demandprinciple [27].

Pleasantly frustrating. By not making the most secure- and privacy-preserving choice obvious in a scenario,

The JOs respects thePleasantly frustratingprinciple [27], requiring players to critically think about the di�erent

options and the situation. However, we made sure that the most secure- and privacy-preserving choice is also

not impossible to �nd, so players are not left frustrated.

Risk taking. The design of the choices in The JOs also respects theRisk takingprinciple, because it allows players

to explore risky behaviours in a safe simulated environment, where the consequences are less severe than in the

real-world [27]. This design might lead players to choose riskier choices compared to the real-world, because

they are interested in exploring the consequences of these choices in a safe environment.

Production. The newsfeed respects theProductionprinciple, because players are in�uencing their own ending to

a scenario (i.e., story). This helps players feel empowered and in control of their learning, which should lead to

better engagement and improved learning of the content [27].

Interaction. The choices and constant feedback provided by The JOs, especially through the newsfeed respects

the Interactionprinciple, where players and the game world communicate through actions (by the player) and
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feedback (by the game) [27]. Through their actions in The JOs, players are able to interact with other characters

in the game, whose responses to their actions appear in the newsfeed.

System thinking. By applying theSystem thinkingprinciple, The JOs encourages players to think about the

relationships between di�erent systems (i.e., digital media platforms), and how their actions a�ect others in the

system [27]. For example, in scenarios involving social media, children learn how their actions a�ect others, and

also how the actions of other people a�ect their own privacy. In the scenario shown in Figure 2, after choosing to

post a photo without Sophia's permission, the player learns that Josie has accidentally compromised her friend's

privacy. Thus, the game helps children understand the security, privacy, and ethical implications in complex

socio-technical systems that represent the digital world.

Challenge and consolidation. This principle states that games should allow players to master a challenge before

presenting them with a new set of challenges that require the use of the mastered skills [27]. While this aspect is

not built into The JOs game, the replayability feature does allow teachers to implement this part of learning

outside of the game. For example, teachers can assign children a day, and only allow them to move on to the

second day once they have demonstrated su�cient mastery.

Identity. According to this principle, children learn from games when they can inhabit a character and manipulate

the character by making choices for them [27]. The JOs game respects this principle, as children can take on the

role of Jo or Josie and make choices that have consequences on their digital lives. Inhabiting these roles can also

increase children's engagement and commitment to playing the game, which results in deeper learning [27].

3.4.2 Meaningful play.Salen and Zimmerman's principles of meaningful play [65] are apparent in our game. Our

intention is that players will �nd the experience of playing the game meaningful, which will contribute to their

engagement and improved learning of the cybersecurity, privacy, and digital literacy content. Players make choices in

the game to create a story about the digital lives of Jo and Josie. Scenarios can be considered di�erent scenes in the

story. In each scenario, players make a choice on how they want that scene to end. Each choice is meaningful for the

player because it creates a di�erent ending for the scene. The choices a�ect the larger game context, by manipulating

the player's total game score. A player's experience in the game depends on the choices that they have made, which

means that players will have di�erent experiences. This contributes to the fun and replayability of the game. Players

may want to play the game again to make di�erent choices and experience di�erent outcomes. At any point, players

can review the story they have created so far by reviewing Josie and Jo's newsfeeds to see the consequences of their

choices on the characters' digital lives.

3.4.3 Procedural rhetoric.The theory of procedural rhetoric is evident in the design The JOs game. Speci�cally, our

design �ts with Ferrara et al's. design guidelines [22] for procedural rhetoric. We review parts of our design in light of

these principles.

(P-G1) De�ne a core message and (P-G5) Keep the simulation realistic:Our game has a main message, which the

players can piece together after playing multiple days in the game. To re-iterate, the main message of our game is that

life with digital media is complex, and the correct behaviour is not always clear. However, we have choices and the choices

we make have consequences (good or bad) on our personal and digital lives.

However, each scenario in the game also has its own message, which the player can discover by making choices

in the scenario and viewing the consequences of their choice in the newsfeed. For example, the scenario shown in

Figure 2, represents a situation that children actually encounter in the real-world.
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(P-G2) O�er meaningful choices:After presenting the scenario, players are provided with three possible choices, and

must pick an action that Josie should do (Figure 2c). We designed the choices to re�ect the real world so that the most

secure- and privacy-preserving choice was not always clear, requiring players to think critically of the choices and the

situation. This type of design allows players to explore and discover the consequences of di�erent choices, and also

makes each choice meaningful.

(P-G3) Enable self-directed discovery and (P-G4) Tie the message to strategy:After making a choice, players immediately

see the consequences of their choice on Jo and Josie's digital lives in the newsfeed. At this point, players may have an

�ah ha!� moment as they realize the unexpected e�ects of their choice on Jo and Josie. We used an animation to present

the events in the newsfeed sequentially to the player. This was partly done for usability, but also to create suspense

around the �nal outcome. For example, in the scenario shown in Figure 2c, if Josie chose to post Sophia's photo without

her permission, then the newsfeed will sequentially show her friends' reactions. Sophia will be mad at her for posting

the photo, while others think the photo is funny. The �nal event associated with this choice is that Sophia unfriends

Josie on social media. After viewing the consequences and re�ecting on their choice, the player may rethink their use

of privacy settings, they may understand the importance of respecting other people's privacy, and they may realize that

their expectations of privacy may not be the same as someone else's. Thus, the �nal message of a scenario depends on

the player's choices and their own personal experiences. This exempli�es the rhetorical aspect of procedural rhetoric,

where players experience the consequences of their choice, and then have to �gure out what that means for them.

To summarize, the choices and the newsfeed form the core of the procedural rhetoric in The JOs game. The choices

made by the player determine the consequences shown in the newsfeed. The newsfeed helps player re�ect, realize the

consequences of their actions, and come to the conclusion of what the scenario's main message is for them.

3.5 Design process

We used an iterative user-centered design process to create the game in collaboration with our partner organization. The

conceptual design of our game was inspired by an existing MediaSmarts' resource, �Jo Cool or Jo Fool� [46]. Designed

in 2000, the �Jo Cool or Jo Fool� quiz teaches 10-13 year-olds safe web browsing behaviours [46], and is still being used

in schools despite being signi�cantly outdated. The quiz also presents scenarios but is text-heavy and does not include

feedback like our newsfeed. The design and development of our game was completed over a period of three years, using

an interdisciplinary team of designers, developers, and K-12 Educators. We used a participatory design approach, where

all stakeholders were actively involved in the design process to ensure that the �nal product met their requirements.

Throughout this process, we conducted �ve user studies described in the following sections to evaluate aspects of the

game with children and teachers.

We began by conducting a user study of the �Jo Cool or Jo Fool� quiz to discover areas of weaknesses and strengths

(Study 1). The �ndings from the study were discussed with our educational partners to identify requirements for the

game, educational topics, and the target audience. Next, we created three candidate visual designs for the game and

evaluated them with children (Study 2). Feedback from this study was used to improve and create our �nal visual design,

which was then prototyped in Adobe Illustrator and partially implemented in HTML5. We conducted a user study to

evaluate this medium �delity prototype with children (Study 3). Using feedback from the study, we re�ned our visual

and game design and completely implemented them in HTML5 to create a production-quality game. We conducted a

two-part summative study with children on the high-�delity prototype to evaluate its usability and e�ectiveness at

meeting the learning goals (Study 4). We improved the prototype based on feedback from the children, and then tested
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(a) Design 1 (b) Design 2 (c) Design 3

Fig. 3. Three visual designs for The JOs game.

the prototype with teachers to explore how it can be used in classrooms (Study 5). In total, the game was evaluated

with 55 children and 21 teachers at various stages of the design process.

3.6 Implementation

The web-based game was developed in HTML5, CSS, and JavaScript, and is hosted on our partner organization's

educational portal for schools. The game is accessible to schools on all major web browsers, operating systems, and

desktop and mobile devices. It collects data on the player's progress (e.g., score, scenarios played, etc.), and stores it on

the portal through an API. In addition to saving game state, this portal also provides user authentication and a teacher

module, which allows teachers to review students' progress in the game. As the portal was not evaluated in our user

studies, we consider it out of scope for this paper. Further details on the portal and game architecture can be found

in [40].

4 USER STUDY 1: FORMATIVE EVALUATION OF THE �JO COOL OR JO FOOL� QUIZ

We conducted a formative user study with 16 children (7 girls, 9 boys) between the ages of 11 and 14 to evaluate the

existing �Jo Cool or Jo Fool� quiz [46]. Participants completed a pre-test questionnaire, completed parts of the quiz,

and then completed a post-test questionnaire. The quiz consists of twelve mock websites which users assessed to

determine whether the characters Jo and Josie made the correct decision. For example, a website might collect personal

information, and the user is asked whether Jo was right to provide his information. Each participant attempted two or

three websites in the quiz. The websites were assigned to ensure coverage of all scenarios.

Eye-tracking data revealed that children read the text line-by-line or in a zig-zag pattern. In the zig-zag pattern,

they read some text, drifted their gaze to another object on the screen, and then returned to the text. This pattern was

commonly observed in slow readers who frequently asked whether they really needed to read the text. Participants

skipped reading chunks of text on websites that were text-heavy. However, the eye-tracking revealed that participants

were drawn to Jo and Josie's faces, especially when the characters appeared to make eye-contact with them.

Participants felt they learned only a moderate amount from the game and this was con�rmed through the pre-test

and post-test knowledge questions. For 7 out of 12 scenarios, knowledge did not improve, because children already

had the correct knowledge or because they retained their misconception. Overall, children liked the characters of Jo

and Josie and the scenario-based approach. However, they did not like the visuals, found the content outdated, and

ignored large blocks of text. For our new game, we kept the main characters of Jo and Josie, a brother sister duo, and

the scenario-based approach since they were positively received by participants.
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5 USER STUDY 2: FORMATIVE EVALUATION OF THE VISUAL DESIGN

We created three alternative visual designs for the game (Figure 3) and tested them with eight 10-12 year old children

to evaluate the age appropriateness of the main characters, overall colour scheme, and design. For continuity, four

returned from the previous study. Participants were shown the three designs in random order. We asked about character

preference, layout, background, colour scheme, and also tested the text of some of the scenarios. Since the scenarios did

not have a visual representation, we read a script and asked about the content and choices available for Jo and Josie.

Based on the feedback, we combined the facial expressions of the characters in Design 1 with the bodies of Design 3,

and chose the colour scheme and layout of Design 3. Figure 1 shows our �nal design. Participants had a strong sense

of �wrong� and �right� in the scenarios. For example, in the bullying scenario they wanted to confront the bully or

ask them to stop. However, this is not always the best choice as confronting bullies can worsen the aggression. These

comments encouraged us to include scenarios where �correct� choice is unclear, so children can learn about more

nuanced situations. They also wanted more visuals to describe scenarios instead of text.

6 USER STUDY 3: FORMATIVE EVALUATION OF THE MEDIUM FIDELITY PROTOTYPE

This study assessed the usability of themedium �delity prototype, the interaction �ow, and the storyline before full

implementation. We fully implemented the cyberbullying day in HTML5, JavaScript, CSS, and SVG, and the remaining

four days were tested in PowerPoint using a wizard-of-oz approach. At this stage, we also implemented initial versions of

the scoring, newsfeed, and review screen in the web-based prototype. We conducted a user study of the medium-�delity

prototype with fourteen 11-13 year old children. For continuity, four returned from previous testing sessions. Participants

completed a pre-test questionnaire and interview, played the game, and then completed a post-test questionnaire and

interview (see [50] for details).

Each participant played the functional day in the web-based prototype and a second pseudo-randomly assigned day

in Microsoft PowerPoint. Participants were audio recorded and an eye-tracker recorded their gazes during game play.

Participants found the length of the content to be acceptable, found the scenarios interesting, enjoyed playing the game,

found the game fun, and liked the visual design. Returning participants liked the visual design better than the old quiz.

Eye-tracking data revealed that participants were attracted to characters' faces and other game elements, such as the

score and newsfeed. Qualitative feedback con�rmed that participants liked the scoring and newsfeed features. They

expressed excitement after receiving a high score or wanted to know how they could improve. Overall, participants

liked the game; they particularly liked how the game showed current events using electronic devices and social media.

They also liked the age appropriateness of the content, use of animations, and feedback.

7 USER STUDY 4: SUMMATIVE EVALUATION OF THE FUNCTIONAL GAME

We conducted a user study with twenty-�ve 11-13 year-old children to evaluate the functional prototype of our game.

Children played three days in the game and completed questionnaires and interviews to provide us with feedback on

the usability of the game. We also looked at whether their cybersecurity, privacy, and digital literacy knowledge and

behavioural intent improved after playing the game.

7.1 Research questions

We had the following four research questions for our user study:

RQ1-knowledge: Does the game improve children's cybersecurity, privacy, and digital literacy knowledge?
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Fig. 4. Methodology of the Study 4 with children

RQ2-intent: Does the game improve children's cybersecurity, privacy, and digital literacy behavioural intent?

RQ3-usability: Do children �nd the A Day in the Life of the JOsgame usable?

RQ4-perception: What do children think about theA Day in the Life of the JOsgame?

7.2 Methodology

We conducted a two-part study to evaluate the usability and e�ectiveness of our fully functional game with children.

The e�ectiveness of the game was determined by improvements in children's cybersecurity, privacy, and digital literacy

knowledge and behavioural intent. For our purposes, we use Ajzen's de�nition ofBehavioural Intentfrom the Theory

of Planned Behaviour: Behavioural intent represents users' perceived likelihood of engaging in a particular behaviour

in the future [1]. It is an antecedent of future behaviour and is determined by several factors, including users' attitude

toward the behaviour, subjective norms, and their perceived behavioural control [1]. To evaluate the e�ects of online

safety awareness training, it is common practice to measure users' behavioural intent, because we cannot put them

in dangerous situations to evaluate their actual behaviour [52, 68, 69]. For these situations, behavioural intent is an

appropriate measure, because it is a predictor of whether users will take part in certain behaviours in the future [1, 19].

Figure 4 shows the methodology of our study, which was approved by our University's Research Ethics Board (REB).

The �rst session took an hour, and the second session about 15 minutes. In Session 1, participants completed a pre-test

questionnaire and a short interview. Next, they played the English version of the game on a laptop and completed a

post-test questionnaire and interview. To keep the session length manageable, children played three of the �ve days,

selected using a Latin square. The game was instrumented and recorded players' choices, time to complete tasks, and

the number of points earned. An eye-tracker tracked participants' gaze during game play. They were also encouraged

to think-aloud while playing. The second session took place one week after the �rst, and assessed whether children

retained the knowledge learned in the game. In the second session, children completed a questionnaire and an interview.

The pre-test questionnaire included demographic questions and a security, privacy, and digital literacy knowledge

measure (SPDLK). OurSPDLK(Appendix B) had �fteen 5-point Likert scale knowledge questions (three questions per

day of the game).

The post-test questionnaire collected opinions of the game and repeated the SPDLK. The SPDLK was also included

in the one-week questionnaire to see if children improved and retained knowledge.

The interviews (Appendix C, Appendix D, Appendix E) evaluated whether children could apply their knowledge

to new situations. They were provided with �ve situation-based questions (one per day of the game), regardless of

which days they played, with reasoning that playing part of the game may raise their awareness and critical thinking

skills in related topics not explicitly covered. We asked what they would do, and how it would a�ect their privacy and
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Score (/10) Time (min:sec)

Day N M (SD) M (SD)
Cyberbullying 16 7.38 (1.15) 4:31 (0:54)
Data privacy 15 6.40 (2.20) 4:47 (0:52)

Online reputation 15 7.67 (1.95) 5:10 (1:10)
Privacy and ethics 13 9.54 (1.56) 4:48 (0:57)

Fact checking 16 4.69 (1.96) 5:13 (1:06)

Table 2. Children's mean game score and mean time per �day� (each day was played once per participant).

that of others. For example:All your friends are playing a popular online game so you decide to sign-up for the game

as well. When you sign-up, the game asks you to provide your full name (�rst and last name) and your home address, so

that other players can contact you. What would you do in this situation? How might this a�ect your privacy? How might

this a�ect others' privacy?We created three sets of the questions and used a Latin square to decide which to use in the

pre-test, post-test, and one-week interviews. The sets were similar in structure and evaluated the same topics, but had a

di�erent context to avoid children simply repeating their previous answers. Each interview took about 10 minutes and

was audio recorded.

7.2.1 Recruitment and Consent.Participants were recruited through social media parenting groups, snowballing, and

by distributing �yers in our local area. At the start of the session, a parent provided written consent for their child's

participation and the child provided verbal consent. Each participant received a $20 gift certi�cate or cash. Parents

were reimbursed for parking costs when applicable. Sessions took place in our research lab or other quiet, mutually

convenient locations (e.g., public library). When sessions took place outside the lab, we chose locations with minimal

distractions. We also ensured that other individuals were not nearby, to avoid accidentally audio recording them.

7.2.2 Participants.Ten girls and �fteen boys participated in the study. Fifteen were 11, nine were 12, and one was thirteen

years old. They spent an average of 1 hour and 27 minutes online per day. Participants had access to computers (96%),

tablets (80%), smartphones (44%), and music players (28%). Most used social media several times a day (40%), while

some used it daily (16%) or monthly (8%). Most children (92%) reported some knowledge of how to protect their privacy

online and how to behave on social media, saying they learned it from school (88%), parents (76%), and friends (16%).

7.3 Results

We analyzed the game logs, questionnaires, and interview data to evaluate the usability and e�ectiveness of the game.

7.3.1 Time and scores.Using the game logs, we tabulated some performance statistics. Table 2 shows players' mean

scores and the time they took to complete each day in the game. The number of participants (N) varies because

participants only played 3 game days each. On average, they took approximately 5 minutes to complete a day. The

scores show that participants found theethics of privacyday (i.e., ethics of sharing others' content) easiest. They found

the days coveringdata privacy, andfact checkinginformation most di�cult, which suggests that participants were least

familiar with these topics.

7.3.2 Addressing RQ1-Knowledge.To assess cybersecurity, privacy, and digital literacy knowledge, we analyzed data

from the SPDLK (Appendix A). While children only played three days in the game, they answered SPDLK and behavioural

intent questions corresponding to all �ve days in the game. When analyzing the data, we looked at the responses
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Total Pre-test Post-test One-week-test

Measure Score M (SD) % M (SD) % M (SD)%

SPDLK (3 days played) 45 33 (3) 73% 36 (4) 80% 36 (4) 80%
Behavioural Intent (3 days played) 27 17 (3) 63% 20 (3) 74% 21 (3) 77%

SPDLK (all days) 75 55 (4) 73% 60 (5) 80% 60 (5) 80%
Behavioural Intent (all days) 45 30 (4) 67% 35 (4) 78% 36 (5) 80%

Table 3. Children's SPDLK and behaviour scores at three time points, for the three days played, and all �ve days in the game. The Total Score column
indicates the total possible score for each measure.

corresponding to the days completed, and also for all the days, to see if learning from one topic improved their

understanding of the others.

Knowledge for Days Played: We tabulated participants' scores for the nine 5-point Likert scale questions from the

SPDLK corresponding to the days completed, and gave them a days-played knowledge score out of 45 (5 per question).

Table 3 summarizes participants' pre-test, post-test, and one-week days-played knowledge scores. We conducted a

one-way repeated measures ANOVA to determine whether children's days-played scores changed over time. Using a

Greenhouse-Geisser correction, we found statistically signi�cant di�erences in children's days-played scores over the

three time points (F(1.61, 38.69) = 41.61,p < .001,[ 2
? = .63). Post-hoc analysis using the Bonferroni correction revealed

that children's days-played knowledge scores improved signi�cantly from pre-test to post-test (p < .001) and from

pre-test to one-week test (p < .001). No signi�cant di�erences were found between post-test and one-week scores (p <

.116), suggesting that children retained the knowledge they learned in the game.

Knowledge for All Days: The scores for all �fteen 5-point Likert scale questions from the SPDLK were added to

give participants' an all-days cybersecurity, privacy, and digital literacy knowledge score out of 75 (5 per question)

(Table 3). We conducted a one-way repeated measures ANOVA to determine whether children's all-days scores changed

over time. Using a Greenhouse-Geisser correction, we found statistically signi�cant di�erences in children's all-days

scores over the three time points (F(1.56, 37.35) = 11.05,p < .001,[ 2
? = .32). Post-hoc analysis using the Bonferroni

correction revealed that children's all-days knowledge scores improved signi�cantly from pre-test to post-test (p < .004)

and from pre-test to one-week test (p < .004). No signi�cant di�erences were found between post-test and one-week

scores (p = 1.00). We thus see the same pattern as in the days-played scores.

7.3.3 Addressing RQ2-Intent.Children's behavioural intent scores were derived from the interview data. The interviews

were transcribed from audio recordings and we organized the responses in Excel according to the 15 interview questions

(3 questions� 5 scenarios). We coded each response on a 3-point scale (3 = very good, 2 = marginal, 1 = poor) for a total

out of 45 points2. Appendix F provides an example of how an interview question was scored on the 3-point scale.

A second researcher independently coded the responses for the �rst 13 participants. A Cohen's Kappa (k) test showed

moderate agreement between the two researchers' initial analysis of the pre-test (k = 0.65, 95% CI: .6 to .7,p < .001),

post-test (k = 0.62, 95% CI: 0.5 to 0.7,p < .001), and one-week-test scores (k = 0.57, 95% CI: 0.5 to 0.7,p < .001). In cases

of disagreement, both researchers discussed and consolidated the scores to be used in the �nal analysis. Since we

had moderate agreement, and had calibrated scores for the �rst half of the responses before continuing, only the one

researcher coded the responses for the remaining 12 participants.

2One question was poorly worded and could be interpreted in di�erent ways. This resulted in too much variability in responses. We assigned it the
middle score of 2 for each participant.

Manuscript submitted to ACM



18 Maqsood and Chiasson

Intent for Days Played: The behavioural intent days-played scores were computed from responses to three

scenarios relating to the Days children played in the game, giving participants a total score out of 27 (3 scenarios� 3

questions� 3-points per question). Table 3 shows a summary of children's days-played cybersecurity, privacy, and

digital literacy behavioural intent scores. We conducted a one-way repeated measures ANOVA to see if these scores

improved over time. Using a Greenhouse-Geisser correction, we found that the days-played intent scores signi�cantly

improved over the three time points (F(1.61, 38.69) = 41.61,p < .001,[ 2
? = .63). Post-hoc analysis using the Bonferroni

correction revealed that children's days-played intent scores improved signi�cantly from pre-test to post-test (p < .001),

and pre-test to one-week test (p < .001). No signi�cant di�erences were found between post-test and one-week scores

(p < .116).

Intent for All Days: We also looked at the behavioural intent scores for all �ve days in the game, which gave

a total score out of 45 (5 scenarios� 3 questions� 3-points per question) (Table 3). A one-way repeated measures

ANOVA found that the all-days scores signi�cantly improved over the three time points (F(2, 48) = 50.13,p < 0.001,[ 2
? =

.68). Post-hoc analysis with Bonferroni correction revealed that children's all-days behavioural intent scores improved

signi�cantly from pre-test to post-test (p < .001), pre-test to one-week test (p < .001), and post-test to one-week test (p <

.019); again showing that playing the game led to sustained improvements, this time in children's intent to take secure

and privacy-preserving actions if faced with situations requiring such decisions.

7.3.4 Addressing RQ3-Usability and RQ4-Perception.The post-test questionnaire, included seven questions to evaluate

the usability of the navigation, content, storyline, and fun of the game. One question measuring the challenge aspect of

the game, was interpreted di�erently by children, making the results unreliable, so we excluded it from our analysis.

All questions used a 5-point Smileyometer [62]. Participants were very positive in their responses. Most reported being

able to �nd and use the navigation controls easily, and found the game content easy to understand.

We gathered further usability feedback in the interviews. Some did not understand certain words in the game or

could not read the text because it was too small on a 13-inch laptop screen (1280� 800resolution). Most found the

storyline interesting and enjoyable because they learned new concepts (e.g., using the rumor busting website Snopes),

liked the overall design and artwork, liked the characters, and found the game realistic and relatable. One participant

explainedI liked that the scenarios were realistic. They could mentally prepare you if you encounter them in the future, so

you would know how to deal with them. Most participants found the game fun, because it o�ered lots of interactions,

engaged their critical thinking skills, included appealing graphics, and was relatable for their age group.

We asked children's opinion of the main characters, Jo and Josie, using open-ended questions. Most had positive

perceptions of the characters. 52% thought that the characters were nice, interesting, and likeable. 24% thought that the

characters were realistic and relatable. One participant statedThey were kind of relatable because they're around my age

and if I used social media more often, I could also be having these problems, so it would be valuable to play this game and

learn. We asked children to rate the characters' likeability on a 5-point Smileyometer, with 1 being very dislikeable

and 5 being very likeable. Most found the characters likeable (M = 4,SD= 0.64). Participants were clearly engaged

with the characters and had formed opinions of them. Many said they would like to be friends with Jo (40%) and Josie

(52%) if they were real people. Participants wanted to be friends with the characters because they had similar interests

(e.g, skateboarding, video games), thought they were nice, and smart. One participant statedJosie also seems like a nice

person, and she has a lot of good friends that would be able to back her up in situations, and by extension back me up in a

lot of sticky situations. Those participants who were unsure about being friends with Jo (44%) and Josie (36%) explained

that it was because they did not know enough about them or lacked shared interests.
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