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ABSTRACT

Even though the vast majority of children are online, our explo-
ration of the user authentication literature and available tools
revealed few alternatives specifically for authenticating chil-
dren. We create an authentication mechanism that reduces the
password burden for children and adds customizable parental
oversight to increase security. With Bluink, our industry part-
ner, we iteratively designed and user tested three parent-child
prototypes, with each iteration addressing issues raised in the
previous iteration. Our final design is a parent-child authen-
tication mechanism based on OpenID and FIDO U2F which
allows children to log in to websites without requiring a pass-
word and enables parents using their mobile device to remotely
determine whether a login request should be granted.
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INTRODUCTION

By 2014, 99% of Canadian children aged 8-15 years were
online outside of school [33] and 72% of children under 8 used
mobile devices [10]; both statistics represent sharp increases
in recent years. Similar statistics are available in other coun-
tries [4, 19,22]. Although parents enable this access, they also
express worry. In 2000, Canadian parents were primarily en-
thusiastic about the opportunities offered to children through
increased connectivity, but by 2011 the sentiment had shifted
to one of insecurity and fear for their children [32]. Research
suggests that a third of Canadian children 8-11 never have
an adult present when they are online [33], making it espe-
cially important that age-appropriate security mechanisms are
developed. Children often have accounts to access content
online [11, 33, 35], typically secured with an alphanumeric
password. However, password schemes and policies have

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).

MobileHCI 2017, September 4-7, 2017, Vienna, Austria
© 2017 Copyright held by the owner/author(s).

ACM ISBN 7?...$15.00

DOI: 77

Larry Hamid
Bluink Ltd

https://bluink.ca/

lhamid @bluink.ca

historically been designed with adults in mind, and have sig-
nificant drawbacks [6] even for adults. For example, they
have usability issues, primarily linked to memorability and
understanding of ‘good’ passwords [39].

Like adults [34], children demonstrate difficulty with pass-
words and resort to coping strategies [3,40]. The task may
be particularly difficult for children given that they are still
developing cognitive abilities [25,30]. This suggests that al-
ternative mechanisms are needed; however, the field of child
authentication has received very little attention. There ex-
ists only sparse research on children’s performance with ex-
isting mechanisms [3] and few child-friendly authentication
schemes [21,36]. Thus far, solutions have tended to focus on
parental monitoring tools [7,9, 12, 13].

We wanted to simplify child authentication while maintaining
the security of the protected accounts. In particular, we wanted
to remove the burden of authentication from child and use a
mobile solution to give parents the authority to allow or deny
a login to a particular service by the child without requiring
that the parent be physically present. This research was a
joint project between our academic research team and a local
technology company. Through an iterative process, we de-
signed and user-tested three different prototypes with parents
and children; each prototype addressed issues raised in the
previous iteration. This paper describes this design process,
addresses the successes and failures of each design, details our
final mobile prototype, and concludes with insight based on
our experiences. Our scope was limited to children aged 7-11
years logging onto websites, but could be extended.

In our initial attempt, we explored the feasibility of a mo-
bile parent-child password manager. The password manager
achieved password reduction and included parental controls to
shift the burden of managing passwords on to adults. However,
we found that this was not sufficient. Our second prototype
was based on OpenlD [28] and the FIDO universal two-factor
authentication standard(U2F) [31]. This second prototype also
involved parents in the authentication decisions. Based on
the feedback from the second user study, we created the third
prototype and evaluated it with participants as well.

Th main contributions of this paper are: (i) Exploring the
feasibility of a parent-child authentication mechanism, (ii) De-
signing, developing, and user testing three mobile prototypes,
(iii) Presenting insight based on our experiences.
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BACKGROUND

Knowledge-based authentication, such as passwords, will
likely remain the dominant method of user authentication [16]
for the foreseeable future despite their many usability and
security problems [15]. However, in some circumstances, it
is desirable to consider alternatives. We suggest that it is
unreasonable to expect children to effectively manage the
complexities of passwords such as knowing how to create
secure passwords, handling the memory burden associated
with strong passwords, and knowing how to securely manage
passwords (e.g., when and how is it safe to disclose them?).

Password Managers: One plausible alternative is a password
manager that stores and organizes passwords to help achieve
password reduction [15, 18]. Password managers may also
offer a variety of services, such as password-strengthening and
phishing protection. Most implementations require no server
side changes so they can be easily integrated into current au-
thentication schemes. They reduce login time and facilitate
the use of stronger passwords. Bonneau et al.’s authentica-
tion evaluation framework [6] evaluates web authentication
schemes in terms of usability, deployability and security. They
find that password managers are better in terms of usability
and security compared to passwords despite their potential
single point of failure and need to migrate accounts, but that
passwords remain more deployable. Building on these find-
ings, we concentrate our efforts on password managers [18]
and other means of reducing the password burden from users.

Most research on password managers has focused on the un-
derlying technical details; only a few have assessed of their
usability and its effects on security. For example, Chiasson et
al. [8] evaluated usability of two password managers, finding
that usability and trust are significant barriers to secure adop-
tion, with several instances of users unknowingly exposing
their accounts. A dual-possession password manager called
TAPAS was introduced by McCarney et al. [20] where a nearby
mobile device was used to securely transmit a password to a
paired device/computer, eliminating the need for a master pass-
word and helping users form an accurate mental model of the
system. Thus far, we have found no child-specific password
managers nor evaluations of their use with children.

OpenlD and Universal Authentication Framework: Other
approaches to addressing the password problem are also of
interest for this paper. The OpenlD OAuth 2.0 framework and
its implementation protocol OpenID Connect [24,29] support
decentralized user-centric authentication, enabling a user to
create an account with any OpenlD identity provider, such
as Google, and use their OpenlD credentials to login to any
co-operating websites (relying party) [37]. The OpenID Con-
nect protocol is based on JSON and RESTful HTTP API. The
identity provider manages credentials and processes authen-
tication requests for the relying parties. OpenlD technology
provides advantages [23] like password reduction, speedy sign
up, interoperability, and user control over their online identity.

The FIDO Alliance [1] offers two specifications for authentica-
tion protocols: Passwordless (UAF) and Second Factor (U2F).
FIDO’s protocols rely on public key cryptography (PKI), per-
form key exchange, and rely on signing login challenges to

verify the identity of clients. The Universal Authentication
Framework (UAF) [1] provides password-less online authen-
tication through the use of physical tokens or local authenti-
cation (such as entering a local biometric). Online services
can enable use of a range of local authentication mechanisms,
also removing the need for the online service to store and man-
age authentication credentials, and freeing users from having
to remember passwords. The UAF service authenticates a
device and then trusts local authorization to verify the user
from that device. On the other hand, the Universal 2nd Factor
(U2F) [31], offers secure second factor authentication. Users
login with the first factor in the usual manner (e.g., with a PIN
or password), then provide a second factor in the form of a
hardware device/authenticator which stores a user’s private
key and can be used to respond to a login challenge. When-
ever U2F is requested, the user provides the pre-registered
device as proof of identity. Both OpenID Connect and the
FIDO standards have enjoyed increasing support from ma-
jor online service providers (e.g., Paypal, Google, Microsoft,
Amazon, WordPress), and there have been some efforts at
creating technologies that merge the two approaches.

Children: Research about online security for children typi-
cally emphasizes parental controls or other monitoring tools.
For example, an automated tool named POCKET [7] was de-
vised to enforce the US Children’s Online Privacy Protection
Act [14], while SafeChat [13] and other online messaging
tools aimed at children provide encryption, offer parental mon-
itoring, and filter abusive words. Other alternatives include
hardware solutions, such as the Circle [17] device that pairs
with a home router and monitors all traffic via ARP spoof-
ing. It aids parents in managing all connected devices through
setting age filters, configuring screen-time for devices and
pausing internet access. The Circle Go app manages devices
outside the home network via VPN. More specifically for mo-
bile devices, the Limitly [26] app aids parents in tracking app
usage and setting screen-time limits. It also blocks children
from using apps that are not reviewed by their parents.

There exists sparse research on child authentication. Read and
Cassidy [27] carried out user studies with children aged 6-10,
looking at how children create passwords and investigating the
types of passwords they used. Mendori et al [21] designed an
icon-based authentication mechanism for children unfamiliar
with the alphabet. Tse et al. propose an iterative authentication
scheme [36] similar to a game for young children. Recently,
a comparison [3] of three graphical password schemes was
carried out, showing that children preferred passwords con-
sisting of selecting cells with images of distinct objects from
among decoys in a grid. Zhang-Kennedy et al. [40] explored
how families managed passwords. They found that adults usu-
ally bear the burden of managing children’s passwords, that
children frequently forget passwords, and that families often
resort to weak passwords to cope.

In this paper, we work towards finding an alternative authen-
tication mechanism for children. Furthermore, our final solu-
tion combines OpenID Connect and U2F in a novel way that
enables a parent to submit credentials through their mobile
device on behalf of the child wishing to log in to a website.



To-date, these protocols have only been used in single-user
scenarios rather than having one user vouch for another in the
authentication process.

METHODOLOGY

We employed an iterative process where we designed a pro-
totype, conducted a user study with parents and children to
evaluate usability and collect feedback, then redesigned the
prototype based on the results. In total, we designed three
prototypes with increasing fidelity, and conducted three user
studies. The user studies largely followed the same methodol-
ogy and were used as formative evaluations to guide the design
process. When available, parent-child pairs participated in
more than one iteration so that we could collect comparative
feedback on the progress of the prototype. The first two stud-
ies included 20 participants each (10 parents and 10 children
per study), while the last study included 30 participants (15
parents and 15 children). All studies were conducted in the lab
and involved the children and parents completing typical tasks
with the prototypes on laptops and mobile devices, providing
feedback through interviews, and completing questionnaires.
The children in our studies were between 7—11 years old and
attended the sessions with a parent.

All three studies were reviewed and cleared by our institu-
tion’s research ethics board. Parents completed written con-
sent forms and the children gave verbal assent; both had to
independently agree to the study to participate.

In the following sections, we first describe the three prototypes,
including results of the user studies as they relate to guiding
the next iteration. We include more detail about the study
methodology and results of the last user study which evaluated
our third prototype.

PROTOTYPES

In this section, we describe the progression from our first
low-fidelity prototype to our final high-fidelity iteration of the
proposed authentication system.

Prototype 1

After exploring existing solutions for child authentication,
we proposed a parent-child password manager which would
‘remember’ passwords for the child and could be configured
by parents. We created an interactive low fidelity mobile
app prototype that would enable users to interact with the
prototype and provide us feedback to redefine our design.
The goal was to provide a tangible artefact for participants to
consider and help articulate their requirements in relation to
child authentication.

We hand-sketched 25 individual screens on paper and rendered
them interactive using Prott!. In Prott, we linked the screens
and made them responsive to click/tap and swipe gestures.
Representative screens are illustrated in Figure 1.

This prototype was devised with two user groups in mind,
parents and children (Figure 1a). Key features of this prototype
enable parents to (i) manage accounts for multiple children,
each potentially containing credentials for several websites,
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Figure 1: Prototype 1 sample screens

(2) set up parental controls granting a child access to permitted
websites according to a predefined schedule, and (3) view a
child’s login history (Figure 1b). Furthermore, it provides
access to all of a child’s permitted websites together on one
screen protected via a single master password, and thus frees
them from remembering and managing passwords (Figure 1c).

From the first user study, we collected information about par-
ent and child password habits as well as feedback on Prototype
1. Our participants reported that children access the internet
through multiple devices, with tablets and laptops being most
popular. Most parents reported having to deal with children
forgetting passwords and locking accounts due to multiple in-
correct attempts, and, as a result, resorted to coping strategies
such using as weak or no passwords when possible, writing
down passwords in easily visible locations within the home,
and reusing passwords across accounts. No one currently used
a password manager for their child. The children were shown
text, graphical (selecting images from a set), and numerical
(PIN) passwords; they indicated preference for graphical pass-
words and PINs.

As feedback on the prototype, 7 out of 10 parents said that they
would use such a tool if it was available. Participants generally
liked the idea but some asked for additional features, namely
for email/phone notifications of the child’s activities, while
others asked for fewer settings. Highlighting the differences
between families, a few parents requested that the tool provide
total surveillance on their child’s activities, while a few others
disliked the idea of a parent-controlled password manager
because ‘they trusted their child’.

Prototype 2

We recognized that simply transferring the task of password
management to parents was insufficient. Several parents pre-
ferred the idea of additional parental controls and mentioned
many difficulties with passwords. We chose to explore a
solution that would largely eliminate passwords without weak-
ening the security of the child’s online accounts.


https://prottapp.com/

Child Login

Access granted
successful

Parent device
receives
push notification

Child enters Login
credentials

Child Login

Access denied "
fail

Figure 2: Prototype 2 login workflow

Our second prototype was a medium-to-high fidelity parent-
child authentication mechanism based on the OpenID and U2F
protocols. It enables parents to allow or deny authentication re-
quests from their children for supported websites, and without
the need for the child to enter a password. In this scheme, the
child visits a supported website from any device, enters their
username, and sends an authentication request to the parent
device through push notifications. The parent can remotely
approve or deny the request, which determines whether the
child is logged in to the website. The parent can configure
their app to automatically approve or deny requests for certain
websites based on a pre-determined schedule. For example, a
parent may decide that the child can always log in to a given
game website between 3pm and 4pm on weekdays without
waiting for explicit permission, or may decide that all requests
be automatically denied after 9pm.

Depending on the family, some children may always be near
their parents when they request access to websites, and so
the parent can verify through offline channels that it really is
the child attempting to log in (e.g., calling out from the next
room). As an additional layer of protection, an optional master
password can be set for the child. This password is presented
on the website using a traditional PIN interface, except that
each cell contains both an image and a digit to help with mem-
orability. In this way, a parent has additional assurance that it
really is the child requesting access in situations where offline
verification is inconvenient. It also satisfies children’s concern
that a sibling or friend gains access to their account. The
prototype also provided functionality to include an optional
message/emoji with the authentication request and response
for a brief online conversation between the parent and child.

We designed the Ul, defined the user interaction model and
workflow of the prototype. Ideally, we would have had a single
prototype incorporating all of the desired functionality as per
our design. However, due to our industry collaborator’s time
constraints and development cycle, we had two complemen-
tary prototypes, each demonstrating different features, that
together covered the full range of functionalities.

Our second user study had parent-child pairs interact with the
interface on mobile devices/iPads. The pairs could actually
complete (and deny) the authentication process across multiple
devices with a fictional website. Other parental functionality,
such as creating child accounts and setting schedules for au-
tomatically accepting/denying requests, was tested through a
medium-fidelity user interface.
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Figure 3: Prototype 2 sample screens

Participant demographics for this study were similar to the
previous study. Children primarily used tablets to go online,
they had passwords for a handful of accounts (although three
of the youngest participants used accounts that auto-logged
in so that they did not need to worry about passwords), and
similar coping mechanisms were reported. Six children said
that they currently need to ask permission from their parent to
log in online.

The study revealed that most parent-child pairs could easily
complete the login process; however, the three 7-8 year olds
who usually auto-logged in had difficulty because they had
never encountered a login process before. Eight of the chil-
dren wanted a master password and most families wanted
some form of messaging as part of the process. Parents faced
some difficulty with the configuration tasks. Some issues were
due to limitations of the medium-fidelity prototype, but others
were with the design of the interface. For example, rules could
be defined using a timetable interface, where users selected
the type of rule (always-ask-for permission, automatically-
approve, automatically-deny) and highlighted the days/times
to which the rule was applicable. Parents were initially con-
fused by the interface, neglecting to enable a rule once created
or clicking on inactive interface elements. Apart from design



improvements, we gained knowledge of user needs and pref-
erences to tailor the proposed solution further. Despite the
initial confusion, 8 parents said they would configure rules
rather than attending to every individual login request. One
noteworthy feature request came from a parent who mentioned
needing a ‘override’ option to temporarily disable rules and
return to an always-ask-for-permission state for situations such
as a child needing exceptional access to complete homework.

Prototype 3

We iterated our design based on participant interactions with
previous prototypes and the feedback provided. From this
improved design, Bluink developed a high fidelity prototype
of the authentication mechanism, entitled KinderSurf (Fig-
ure 5). Multiple fictional websites that supported OpenlD
authentication were created for parent-child pairs to test the
login process. KinderSurf is based on the OpenID Connect
and U2F protocols and largely follows the same design as our
second prototype.

Child interaction: A typical login interaction unfolded as
follows. A child visits a compatible website, clicks the login
button (Figure 4a), and enters their credentials. At minimum,
the child enters their OpenlID username (Figure 4b), but may
also enter their master graphical/PIN password if it is enabled
for the child’s account. The website waits for a parent de-
vice to respond to the authentication request (Figure 4c). If
access is granted, then the child logs in, otherwise an error
message is displayed. Parents may also auto-allow/auto-deny
requests through pre-configured rules which would respond
immediately to a child’s login request.

Parental controls: Besides receiving push notifications when
their child requests login permission on a website, the parental
mobile app enables parents to register new devices attached
to their account, create and manage associated child accounts,
configure access rules on a per child and per website basis
(rules can also be duplicated and modified between child ac-
counts or across websites), set an optional master password
for the child, and view a child’s login history.

USER STUDY 3 METHODOLOGY

We also conducted a lab-based user study for the final high
fidelity KinderSurf prototype with 30 participants. We had 15
parents (4 males, 11 females; mean age = 40.3 years), and 15
children (9 males, 6 females; mean age = 9.2 years); 7 pairs
had previously participated in studies of the earlier prototypes.

The studies followed the same general process for each par-
ticipant: (i) pre-test interview relating to current online and
password practices, (ii) prototype testing with specific tasks,
(iii) post-test interview pertaining to their experience with the
prototype, preferences and overall feedback. Interviews were
audio-recorded, and the researcher took notes during the ses-
sion about task completion, challenges observed, and other
noteworthy events. Sessions lasted approximately 60 minutes
in total per family. We completed the sections involving the
children first, then gave them activities to entertain them (e.g.,
small crafts, colouring) while we worked with the parents.

Computer O
Laptop N
Tablet [
Smartphone I

Ipod

o
[

2 3 4 5 6 7 8
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Figure 6: Most frequently used device by parents and children.
Each participant could select only one option.

The children’s tasks also involved the experimenter interacted
as the parents. The children requested login and were ap-
proved by the parent/experimenter for the first website, logged
out, and then attempted to login but the parent/experimenter
denied the request. Children were then interviewed about their
opinion of the system and what they would do under various
circumstances, such as when a parent denies their request.

The parents subsequently interacted with the other features of
the parental app, completing tasks relating to registering new
devices, adding and editing child accounts, adding and editing
rules, temporarily overriding rules, viewing their child’s login
history, and seeing what happens when multiple parent devices
are registered and child login requests arrive. Parents were
then interviewed about their impressions and feedback.

USER STUDY 3 RESULTS

We first summarize responses to the pre-interviews, followed
by results from using the prototype, and feedback from the
post-interview and questionnaire.

Online behaviours

Children had between 1 and 10 accounts, with a mean of 3 ac-
counts per child. We asked both parents and children whether
the child needed permission before going online; Figure 7
highlights the difference in opinion between the two groups,
with more parents believing that children require permission.
We asked the children whether their parents knew when they
were online; 8 said yes, 2 said their parents did not know, and
the remaining 3 said maybe.

Approximately three-quarters of participants (73% of children,
80% of parents) said it was acceptable for children to share
passwords within the family. We asked children how they
chose a password and the most common responses were to
use ‘the usual one’ or to reuse an existing password. We asked
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permission to go online?

children whether they would like to have only one password
for all accounts. Many mentioned that it would be convenient
to remember only one password, but recognized the danger if
someone learned the password.

As seen in Figure 6, mobile devices are very popular among
our participants. More than half of children primarily used
tablets to go online, while others used computers and lap-

tops. Half of parents reported that their smartphone was their
primary device, followed by laptops and computers.

Children Tasks

As shown in Figure 8a, most children were able to complete all
of the tasks, although some needed help initially. For the first
task, 11 children were able to request login without help, while
remaining completed with some help. However, when asked to
log in to a second website, everyone did so without assistance.
Some children needed assistance to locate the logout button
(which may be more a reflection of our test website’s design
than the children’s inability to logout). The three children who
‘failed’ the task actually closed the browser window rather
than press the logout button.

With the first login, the parent/experimenter approved the
authentication request so the child logged in successfully. For
the second authentication request, the parent/experimenter
denied access. At this point, we asked the children what would
they do if they were denied access. Most children said they
would try a different website. Some added that they would ask
their parent in-person or via text/email why they were denied.
One child said she would keep sending authentication requests
until her parent approves the login. Clearly the system should
monitor for such inappropriate repeat requests and implement
a configurable delay or lock-out function.

Parent Tasks

Figure 8b summarizes the tasks completed by the parents. The
parental tasks were more numerous and more complex since
they required activities such as configuration of parent devices,
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child accounts, and access rules. Parents were generally able
to complete the assigned tasks; some required minor guidance
from the experimenter, but then could accomplish the task.

The Rules interface was most problematic because the tasks
were more complex, but also because the interface had some
inconsistencies that led to usability issues. In particular, par-
ents initially had difficulty locating and using the Rules page
(under the Child tab); parents were confused because the page
required both horizontal and vertical scrolling but these used
different gestures, and they expected some of the labels to act
as buttons. Once they had a chance to explore the interface
and get some clarification, all but one parent was able to com-
plete the second rules task. Another task where parents had
difficulty was to find the exception button to override the rules.
The option was located on the Child tab, but parents expected
it on the Rules page.

Post-questionnaire
After interacting with the system, participants answered ques-
tions relating to their experience with the prototype.

Children: As shown in the Figure 9a, 10 children agreed to
use KinderSurf after having tried it. We asked children if they
would prefer to log in the “‘usual’ way (i.e., with a password)
or with KinderSurf. Children said they preferred passwords
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0% 1% 20% 0%  40%  S0% 0%  70%  BO%  S0%  100%
Number of participants

u Strongly agree W Agree  Neutral m Disagree W Strongly disagree

(a) Children

You liked the KinderSurf app - ‘ ‘ ‘ ‘ ‘ ‘ .
You would use the KinderSurf app _ ‘ ‘ ‘ .
You would prefer to set up rules (auto _ ‘ ‘ ‘ ‘ ‘
allow/deny)
You would prefer to receive every login _ ‘ ‘ -
notification
You would set up same rules for siblings _ ‘ ‘

You would set up a password for your child, - ‘ ‘ ‘
even if you receive notifications.

You would allow children to turn off the
parental consent feature of this app, if
possible.

You would send additional feedback to your
child when you approve/deny a request, if — ‘ ‘ ‘
available.

You find KinderSurf's parental consent
ism secure pared to regular _ ‘ ‘ ‘ ‘ ‘

website logins

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Number of participants

u Strongly agree ® Agree  Neutral M Disagree M Strongly disagree

(b) Parents

Figure 9: Post-questionnaire responses

because they did not want to wait for their parents to respond
to login requests. We note that this would largely be mitigated
if parents set up auto-accept rules for known websites and an
agreed upon schedule. Twelve children would still want some
form of password to login even with the parental oversight
because they felt it would be safer.

In contrast with parents who feel that parental control is neces-
sary, the children were not as enthusiastic. If given the option,
most children would prefer that their parent is simply noti-
fied that a login occurred, rather than having the parent give
explicit permission. Lastly, eight children would turn off the
parental control feature if it was possible.

Parents: Parent responses to Likert scale questions are avail-
able in Figure 9b. Most parents liked the idea of KinderSurf
and would use it if available. Parents also agreed that they
would use functionality like creating ‘auto allow/deny rules’.
Despite having a complex interface, all parents appreciated the
rules feature. Furthermore, when parents were asked if they



would add the optional child password, we received mixed
responses. The most common reason given for not adding
a password was that ultimately it would be the parents who
would have to remember it. Not surprisingly, most would
not want their child to have the ability to disable the parental
consent feature. Parents also said they would send additional
feedback to their children through the app. Finally, parents
viewed KinderSurf as more secure than regular websites.

Suggestions: We solicited suggestions from both groups on
improving KinderSurf and how to make it more intuitive.

Children requested more privacy options on their end, includ-
ing the ability to turn off parental consent. Children under-
stood that their parent would be a better judge of whether the
website they are visiting is safe. However, they did not like
the idea of waiting for the parent to provide a response.

Parents generally liked KinderSurf. They requested additional
features, turning it into a more full-fledged parental monitor-
ing system. They requested the ability to remotely log out their
child from a current website, to set daily screen-time limits, to
monitor the total time spent on websites, and to configure de-
vice priority when more than one parental device is registered.
Moreover, they found the Rules screen a little confusing on
their first encounter and suggested having some sort of demo
help on first use.

KINDERSURF SYSTEM ARCHITECTURE

In designing KinderSurf, we had several technical require-
ments. The first was to find an architecture that would work
across all platforms (e.g., web, native apps, PCs, mobile de-
vices). The second requirement was to select an architecture
that would be easily adoptable by children and parents, but
also easily adoptable by the industry.

This drove us to leverage the OpenID Connect [24] and FIDO
U2F technology [31], as shown in Figure 10. It is unique
from other efforts at merging the two technologies because
two different users take part in the authentication process. It
is initiated by the child, who triggers the OpenlD (first factor)
authentication, which in turn triggers the U2F protocol (sec-
ond factor) and requests a response to the login challenge by
the parent’s remote mobile device. Both the child’s OpenID
account (and optional password) and the pairing of the parent
device to the account occur a priori during a registration phase.
The scheme uses the U2F network registration and authen-
tication protocol, but does not require a separate hardware
authenticator (such as a USB device).

During login, a child initiates a login request by entering their
OpenlD (unique id) and optional password, which is used
by OpenlD provider to look up the authorizing parent userid
and device. Usually, the OpenlID provider authenticates the
users by their credentials alone. However with KinderSurf,
if this initial authentication is successful, it further queries
the parent’s device. FIDO U2F uses the parent’s device as
the second authentication factor and verifies the authorization
identity. The parent device receives a push notification that
provides the child id and the website to be accessed. The U2F
challenge occurs in the background. The parent’s decision
to allow or deny login is conveyed to the OpenID Connect

OpenID U2F
Connect Provider Authenticating Device

Relying Party

Child sends consent request

Display error message
(Authentication fail)

Relay request to parent device
(Authentication pass)

Verify Parent Device b
(U2F - challenge response)

- Respond to push notification|
Relay the parent’s decision —
«—2Y 1€ parent s deciblon

Figure 10: KinderSurf’s system architecture

provider, that in turn either authorizes the request or denies
access to the website on the child’s device. Given that parents
authenticate the child and each request, the OpenlID passwords
are optional for children.

DISCUSSION
Apart from design improvements and suggestions for addi-
tional features, the user studies provided additional insight.

Importance of Iterative design and prototyping: The design
of our prototype evolved over three complete iterations. Each
iteration helped us recognize and correct flaws, gather addi-
tional requirements, and make the system more usable. We
found that participants were engaged and able to envision
themselves using the product when they could interact with a
prototype, enabling them to consider additional features and
consider what would make the most sense for their family. In
particular, we found that children were more engaged when
interacting with the prototype versus when being interviewed.
While carrying out a task, the children had a reference point
and context for their comments, compared to the interview
where they were asked questions about past or future situations
they had to imagine or recall.

Our experience supports the benefits of early and frequent
prototyping, particularly when the tool being designed is ad-
dressing a problem from a novel perspective. Our parents did
not initially understand the benefit of KinderSurf, but once
they had a chance to experience it and have a say in shaping its
functionality, many recognized its value and wanted to know
when it would be ready for the market.

Furthermore, the progression from lower to higher fidelity pro-
totypes demonstrated a shift in participant feedback. Parents
were much more willing to offer extensive feedback on the
low-fidelity prototypes and offer suggestions for new features;
it was evident that the parents saw it as an idea on paper to
which they could contribute and not an app already built. The
children, however, offered more thorough comments and sug-
gestions with the higher-fidelity prototypes. It seems that the
children had more difficulty envisioning use of the tool when
it was still in low-fidelity stages but then had stronger opinions
once they could actually try it out. With the low-fidelity proto-
types, the children focused on (trivial) missing functionality.
For example, if one website icon was enabled for clicking in
the prototype as an example, the children told us that they
wanted to click on the other websites.



User Studies with Children: Ideally, the child and parent
portions of our user testing session would have been sepa-
rate since in real life they would not be co-located during use.
However, conducting lab testing with young children can be
challenging and we wanted to make sure that the children were
comfortable. In our methodology, parents remained nearby but
were encouraged to sit apart from their child. However, there
were instances when the parent sat directly with the child and
would unintentionally start assisting them during the session.
Also, if the child did not know an answer, they asked their
parents for advice. We further found that children sometimes
changed their answers depending on whether they thought
their parent was listening (in these instances, we included the
“alone’ answer if we were tabulating responses). For example,
children were more likely to admit that they would try to dis-
able the parental controls when their parent was not listening.
Thus, to the degree that it is feasible, we recommend conduct-
ing the interactive prototype tasks together but separating the
parent and child for interviews and feedback.

When working with children, we found that interaction with
the prototype engaged them more than the pre and post inter-
views. This is likely because the prototypes provided more
context versus having to imagine a hypothetical situation or
remember interaction that had occurred previously. Further-
more, we recommend that sessions with children be short and
have very specific tasks. Although fairly obvious, it is worth
re-iterating the importance of using language that is easy to
interpret for the target age group.

Features and flexibility: Most tools for the online protection of
children rely on parental control. For example, Circle [17] en-
ables control of devices on a home network and enforces limits
on screen time, but it does not address user authentication. We
specifically propose an authentication mechanism for children
that helps achieve password reduction and includes parents in
the process. Our scheme offers some autonomy to the child,
but still enables parents to have oversight. We envision that
most families would configure the system using rules so that
the child could login and access pre-approved websites dur-
ing specified times, giving them autonomy while maintaining
boundaries. Some parents felt that even this level of oversight
was infringing on the child’s privacy. On the other hand, sev-
eral parents wanted additional parental controls, beyond the
scope of an authentication mechanism. These opposing views
highlight the vast range of family dynamics and norms, and
suggest that any parent-child mechanism needs to accommo-
date a range of preferences and situations. It is interesting
(although perhaps not surprising) to note that children pre-
ferred that their parents have a passive role (e.g., being able
to check history logs or receive notification of recent logins)
but that most parents preferred having a more active role in
determining which logins were acceptable.

We found that families rely extensively on mobile devices.
Parents frequently had more than one device that they use
regularly and wanted access to the Kindersuf app from each,
as well as needing to coordinate devices between both parents
or caregivers. It was clear that the mobile platform was most
suited for our parental approval task.

Security risks: Any new authentication mechanism should be
assessed for security since a mechanism with security vulnera-
bilities may fail to meet its intended purpose. Both OpenID
and U2F have been extensively evaluated for security [2, 38].
Bonneau et al. [5, 6] have previously proposed the “UDS”
(usability-deployability-security) framework for evaluating
web-based authentication schemes. A main finding is that no
scheme fully addresses all criteria and, thus, the ideal scheme
depends on the context of use and threat model. OpenID has
already been evaluated and results show that generally it has
substantial benefits over passwords in terms of usability and
security. Several types of second factor authentication have
also been evaluated and show that they are generally better
than passwords for security. Our assessment based on the
UDS framework is that KinderSurf does not introduce any
additional significant technical vulnerabilities.

However, a few vulnerabilities are noteworthy, particularly
those dealing with human factors. First, KinderSurf has the
advantage of parental authorization which acts as a second
factor authentication; however, the parent may not actually
know for sure that it is the child logging in rather than an
impostor. We have discussed the implementation of additional
verification checks, such as whether the login requests comes
from a known device, or whether the login attempt follows
established usage patterns. Exceptions could then be flagged
to the parent, overriding any existing rules, and ask for explicit
authorization. The parent could then use other communication
channels to verify that it is in fact the child logging in.

The impostor might also be a sibling or friend attempting to
log in to a child’s account, and this was the primary concern
of the children in our studies. The optional child password
should help with this particular threat.

Another possible vulnerability is that children bypass this
system by creating new individual accounts on the websites,
instead of logging in with their OpenID credentials. This
is of particular concern with older children who may have
the knowledge and means to complete such a task. Based
on this and other studies that we have conducted, We do not
anticipate that younger children would be capable of such
deception because most account creation processes require
that the user confirms receipt of an email sent to the associated
email address, which most younger children do not possess.

Children might be able to gain access to the parent’s device
used to authorize login requests (e.g., they find Mom’s phone)
and then authorize themselves. We included the option for
parents to have an authorization password on their device, if
this threat is of particular concern.

In these last two cases, we note that the threat model has
shifted from an unknown online attacker attempting to guess
a weak password to an insider threat (in this case, the child
themselves). If children have reached a stage where these or
other bypass strategies are is feasible, technological barriers
are unlikely to stop them. We argue that the protection of-
fered by KinderSurf is still improved compared to traditional
passwords for web accounts.



Limitations: The main limitation in our studies relate to
ecological validity due to prototype limitations and the lab
settings. The prototypes and websites were created specifically
for testing purposes, and while they included the required
functionality, they were not finished products. Furthermore,
we conducted our studies in a controlled environment and
attempted to mimic real-life usage scenarios. However, parents
and children were co-located and had limited time to interact
with the software. In a real-life setting, participants would
have more time to familiarize themselves with the software,
and their perception of the system may differ, when using the
software in day-to-day life compared to the 60 minute session.

Limitations of the proposed KinderSurf mechanism include
that it is only available on sites which have OpenlD authenti-
cation enabled. Although limiting, the Openld community is
growing and includes providers like Google and Amazon, so
adoption is becoming more widespread.

CONCLUSION

In this paper, we describe our efforts at iteratively designing,
prototyping, and testing a parent-child authentication mech-
anism. Our solution combines OpenID Connect and U2F
technology to minimize the password burden for children and
provide parents with oversight functionality that is config-
urable to be as passive or active as appropriate for their family.
Parents can use their mobile device to remotely grant or deny
login requests from their children, or can configure the system
to automatically accept or deny requests for specific websites
according to a predetermined schedule. Many parents admit-
ted that they were not initially looking for such a tool but that
after interacting with the system, they felt it was needed for
their family. With the vast majority of children online from a
very young age, age-appropriate authentication mechanisms
are critical.
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