Helping Users Create Better Passwords:
Is this the right approach?
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ABSTRACT

Users tend to form their own mental models of gpadswords
regardless of any instructions provided. They atsal to favour
memorability over security. In our study comparirtg/o
mnemonic phrase-based password schemes, we faurgrising
number of participants misused both schemes. liot@aitor not,
they misused the system such that their task cfwasl creation
and memorization became easier. Thus, we belietdanbtead of
better instructions or password schemes, a newoappr is
required to convince users to create more seclsgwmads. One
possibility may lie in employing Persuasive Teclogyl

1. INTRODUCTION

Users tend to form their own mental models of secand what
makes good passwords, which typically results & dfeation of
insecure but easily recalled passwords [1,2]. These assisting
users in forming proper mental models is crucial ahieve
greater security. Many approaches have been saghetst
increase both password security and usability, aslpassword
managers, graphical passwords, and phrase-bassdquds; but
none have proven widely acceptable.

Despite their usability and security limitationkete is incentive
to ameliorate upon standard text-based passwortse shey
remain the most prevalent form of authenticatione @uggested
improvement is the use of mnemonic phrase-basedwopads
(herein called fnemonic passwords’) [5,6], where a password is
based upon a memorable phrase. For example, thsgHt have
ten fingers and toes” could give “lh10f&t” as a pasrd. These
offer a potential solution that requires little oo change in
existing systems while promising increased memdtitaband
security. We conducted a user study to evaluateihaility and
security of two different mnemonic password schemes

We discovered that while those participants whocesssfully
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2. BACKGROUND

In a study with 400 students, Yan et al. [6] fouhdt mnemonic
passwords were as secure as random passwords aadseoore
than standard passwords. Their evaluation wasddrtid guessing
passwords using a standard password cracking daticand did
not examine the mnemonic phrases chosen by pantitsp

Kuo et al. [5] collected survey data comparing dtad passwords
versus mnemonic passwords from 290 individuals.yTioeind
that the majority of mnemonic passwords were basedxternal
sources, such as famous movie quotes or song.lyftoss, the
passwords were found to be only as secure as regasswords,
if not less, since it would be trivial for attackdp build an attack
dictionary based on such external sources.

Jeyaraman and Topkara [4] developed a system tloatldw
generate a fictitious news headline as a mnemdmiase to assist
users in remembering their password. Unfortunatidlg, system
was only tested with randomly generated lowercasswords, for
which it managed to create mnemonic headlines (5% and
62.7% of six- and seven-character passwords raspctThe
usability and user acceptance of such a systenmetasvaluated.

3. STUDY METHODOLOGY

Sixteen university students, 8 male and 8 fematamn fvarious
faculties and programs participated in our studyenspecializing
in computer security. A pre-test questionnaire ate@ that
approximately half of participants were concerndmbua the
security of passwords yet all reported re-usingywasds.

Participants were randomly assigned to either ¢ffecenstructed
phrase group &ef’) or the pre-defined phrase groupA(to”).

For each trial, members of the Self group were irequo create
and input their own mnemonic phrase from which thlegn
derived a password, whereas members of the Autapgveere

created mnemonic passwords appeared to have strongerandomly given one of ten pre-defined phrases oittwio base

passwords, a large portion of participants optedsignificantly
weaker question-and-answer based passwords, nefect
inaccurate mental models of the system. Users tdetteate the
easiest-to-remember passwords, regardless of atryétions.
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their password. Both groups created and confirmbdir t
password, spent at least 30 seconds on a distgetsts, and then
logged in using their password without being praedpby the
corresponding mnemonic phrase.

Participants received verbal instruction on how doeate
mnemonic passwords. They were also given a sheetritEn
instructions, including an example, and were adligeread the
instructions before continuing with the experimeRarticipants
could refer to this sheet at any time during tresism.



For each trial, the mnemonic phrase and all entpesswords
were recorded. After successfully confirming th@assword,

users answered two questions addressing the eapasseivord
creation and perceived password memorability. Upampletion

of ten trials, participants filled out a post-tgstestionnaire about
their perceptions and attitudes on mnemonic pastswvor

4. RESULTSAND DISCUSSION

Our experiment did not turn out the way we expeckedir of the
eight participants in the Self group and two of #ight in the
Auto group failed to use the mnemonic passwordesysas
intended. Instead of converting the phrase intonamonic, they
interpreted their phrase as a question, giving thie$wer as their
password. We identify this behaviour as questioth-amswer or
“Q&A”. Conversely, those who used the system as interede
identified as the Mnemonic” participants. During analysis, we
discovered that this unexpected grouping of Q&A hfremonic
better delineated behaviour than our intended @xeatal groups
of Self and Auto. We hypothesise that Q&A particifsaformed
inaccurate mental models of mnemonic passwords.

Visual inspection of the passwords revealed thatehcreated

through the Q&A method contained complete words and

predictable numerical suffixes (such as “123"), asdsuch appear
to be much weaker than those created using thendate
Mnemonic method, which contained random parts ofdao
mixed cases, punctuation, and special characters.

Because our intention was for participants to chomsmemonic
passwords, we investigated the prevalence of dgaditronyms in
their passwords. We found that even when primeduse
acronyms through an example in the instructionsl (aading the
phrases for the Auto group with commonly abbredaterds),
only 36% of created passwords used chatting acrenym

Despite this, letter sequences corresponding tttishaacronyms
were common in all participants’ passwords, evenemwh
participants were not intentionally using the agros as
abbreviations. 95% of created passwords containddast one
such sequence of letters corresponding to an acrdoynd in
Google’s top ten search results containing liststaft acronyms.
The security impact of this finding may warrant thar
investigation.

Our small sample size meant that statistical Sicariice was not
reached on any of the following reported differemcbut we
believe that they are still worth noting and thataeger study
would lead to statistically significant results. erhpost-test
guestionnaire showed that on a 10-point Likert escaking the
ease of logging into the system (where 1 represesmisdifficult

and 10 represents very easy), Mnemonic participeeperted a
mean score of 3 (median of 4), while Q&A particifsareported a
mean score of 4.2 (median of 4). Mnemonic participdailed to
login an average of 4.2 times throughout the sassiompared to
1.2 times for Q&A participants. Typically, sevetabin failures
occurred on one trial, rather than being peppeceaka all trials.

When asked to compare the security of the new @gproersus
traditional text passwords on a 10-point Likertlscgarticipants
who chose Mnemonic passwords felt that these were secure
than traditional passwords, reporting a mean sebie6 (median
of 7). Participants who took the Q&A approach didt rieel
strongly one way or another, reporting a mean saifré.7

(median of 6). When asked to compare the guesgabflthe new
approach versus traditional passwords, neither mnoerceived
much difference, with Mnemonic participants repagtia mean
score of 6.2 (median of 7) and the Q&A participar@gorting a
mean score of 5.3 (median of 5.5), on a 10-poikelti scale.
These responses raise some troubling questionst aksmrs’
mental models of authentication. For example, wioybd users
think that the mnemonic approach was more secusn th
traditional passwords, yet regard them as equaksgable?

What does this mean for
recommend them? Our main feeling after conductiig gtudy is
that weak understanding of users’ mental modetitiientication
makes it difficult to instruct users on their choiof password.
The typical approach of instructing users was afféctive way
of influencing their behaviour as intended. We siste that
instead of instructing users and relying on theiderstanding, we
should perhaps “persuade” them to behave in wagsléad to
greater security. We propose that using Persudsigbnology [3]
principles, interfaces could be designed to fopt@per mental
models and motivate users to behave more secuvédy.are
currently investigating persuasive approaches kiese this goal
for both text-based and graphical passwords.

5. CONCLUSION

We conducted a study to explore the usability aecusty of

mnemonic passwords. Despite the experimental gesird both
verbal and written instructions, 6 out of 16 useic not create
passwords using mnemonic phrases. This leads believe that
the use of instruction was not effective and tha¢ use of
mnemonics as a viable way of improving memorab({tyd hence
usability) is questionable. It was also apparerst thsers had
incomplete or inaccurate mental models of authetitin. In light

of these facts, it is our belief that conventiomaglproaches to
bridging the gap between security and usabilitghsas improved
instructions and new password schemes, may ndiebsdlution.

Rather than instruct or impose new password schemves
propose that “persuading” users to choose bettaswzds,

through the use of Persuasive Technology, may reffeetively

guide them to create more secure and more memavab$vords.
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