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ABSTRACT
Direct-to-consumer (at-home) DNA testing allows users to gain
ancestry and health information. Previous research has found users
to be unconcerned about privacy relating to at-home DNA testing,
with incomplete understanding of the process. The shared nature
of DNA amongst biological relatives is not always considered by
users, and the consequences may be underestimated. We ask: how
do individuals perceive DNA ownership, and what do they see as
plausible consequences of sharing this data? Are individuals equally
concerned about at-home ancestry and health DNA testing? Do
these perceptions differ between users and non-users? To inves-
tigate these questions, we conducted an online survey with 310
participants. Through statistical analysis, we compare responses for
ancestry and health data, and for users and non-users. We discuss
our results, their implications, and highlight areas for potential
future research.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy.
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1 INTRODUCTION
At-home DNA testing services, like those provided by Ancestry
DNA or 23AndMe, provide users the ability to learn more about
their ancestry or health [1, 6]. The use of these services has grown
exponentially since 2013 [46]. Common reasons disclosed by users
for taking these at-home DNA tests include seeking a connection
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with biological relatives, seeking to understanding more about
personal health, and general curiosity of their ancestry [5, 9, 48].

However, the identifiable nature of DNA, combined with unclear
privacy policies from at-home DNA testing companies [41], present
a series of privacy risks. Cases of misuse have surfaced in the past
(e.g., discrimination against someone with certain health markers
in their DNA [59]), and this sensitive data continues to be shared on
social media [40]. Furthermore, third parties (e.g., insurance compa-
nies [40]) with whom the data is shared may also have incentive to
use this data in ways that are detrimental to the user. The potential
for privacy violations can also extend far beyond the individual
taking the test, possibly revealing secrets from ancestors long de-
ceased, with varying degrees of accuracy. By sharing their own
DNA, individuals are also sharing partial DNA of their biological
relatives (including descendants yet to be born) [14], which creates
unique challenges in networked genetic privacy [21].

Given the privacy risks related to at-home DNA testing, we
seek to understand more about individuals’ perceptions of the
topic. Research indicates that users find many benefits in this
service [7, 24, 27], with some privacy concerns revolving around
control of their data, possible misuse, and inaccuracy of test re-
sults [26, 32, 35]. Many users do not consider privacy in their deci-
sion to complete an at-home DNA test [48], and may have an in-
complete and inconsistent understanding of genetic privacy [7, 48].
Non-users’ understanding may also vary highly depending on their
degree of interest in the topic [27]. Literature comparing user and
non-user perceptions is, however, limited. Additionally, the infor-
mation provided by ancestry DNA testing differs greatly from that
of health DNA testing. Despite this, we find no literature address-
ing whether individuals distinguish between ancestry and health
data in their perceptions of genetic privacy. We formulate our two
research questions based on this gap in the literature: RQ1: How do
privacy perceptions of at-home DNA testing differ based on whether
it is for ancestry or health purposes? and RQ2: How do users’ and
non-users’ privacy perceptions of at-home DNA testing differ?

We conducted a 2× 2 between-subjects study, using a 15-minute
survey to explore more fine-grained perceptions of genetic privacy.
We surveyed users and non-users (defined as individuals who have
explicitly chosen not to take an at-home DNA test), thereby getting
opinions from individuals who had thought about the tests and
taken a decision one way or the other. We compare whether par-
ticipants perceive risks differently for ancestry and health-related
DNA testing, and whether users and non-users respond differently.
Our research finds few differences between perceptions of ancestry
and health data, but many differences between users and non-users.
We discuss participant misconceptions highlighted by our data and
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associated risks. Furthermore, we propose privacy-enhancing miti-
gations to address gaps in usable privacy for users trying to learn
how their data is used, as well as for non-users seeking knowledge
about the DNA testing process.

2 BACKGROUND
Prior to at-home DNA testing kits, completing a DNA test was rare
and usually only prescribed by medical professionals [4]. Tradi-
tionally done using a saliva sample, at-home ancestry testing pro-
vides users the opportunity to meet biological relatives, trace their
past [6], and access genealogical databases [38]. At-home health
testing claims to assess disposition to certain diseases [1, 4, 29]. Sales
from private DNA testing companies declined in mid-2019 [18], and
throughout 2020 [19, 20]. Many major at-home DNA testing com-
panies pledged to follow guidelines designed by privacy advocacy
groups [39] amidst rising privacy concerns during this time. Even
so, the at-home DNA testing market is projected to exceed $10
billion USD by 2028 [47].

2.1 User Attitudes
Users perceive many benefits to at-home DNA testing [7, 24, 48],
and are interested in expanded testing services [23]. Some users
complete these tests to contribute their DNA for research pur-
poses [11, 56, 57], while others perceive a more recreational use for
it [5, 7, 56].

Ancestry tests are often used to unite adopted children with their
biological relatives [9], reunite families separated over generations
or as refugees [16], and make progress in solving staggered cases
of violent crimes [31]. It has also been considered for, and used
in, supporting evidence that a user belongs to an ethnic minority
group [30, 60]. Many are also interested in health-related testing to
obtain information about their traits and likelihood of developing
certain diseases or health conditions [48]. Many complete a test
with the intent of sharing their results with a physician [22].

Users have expressed concerns about at-home DNA testing re-
lated to privacy, unwanted information, and accuracy [7, 13, 24, 26,
32, 35]. However, in a study conducted by Roberts et al., 40% of
participants had not considered the negative effects of taking an
at-home DNA test prior to completing one [48]. Furthermore, users
may not understand the sensitivity of their DNA data [7, 24]. Many
also trust the protections of DNA-testing companies and current
legislature to protect them (and their data) from misuse [7, 24, 34].
The literature also suggests feelings of resignation. Users have in-
dicated a desire for control over their data [7, 23], but they are also
cynical on whether there is any privacy at all [26].

2.2 Potential Risks
The benefits associated with at-home DNA testing are countered
with several privacy risks. Furthermore, these tests could possibly
be misleading [12]. The accuracy behind health-related at-home
DNA tests is questionable [52], with moderate to high risk of false
positives [54]. Studies also show that test results do not motivate
behavioural changes in users [25].

Additionally, at-home DNA testing may result in incorrect ge-
netic inferences for a population [58]. DNA can also reveal informa-
tion about individuals’ phenotype [29] (physical traits observable

to the human eye, for example: eye, hair, and skin colour), possibly
making them identifiable in real life. This also extends to facial
features, which can be predicted by genome data with as few as six
relevant genes [44].

The potential for privacy violations can extend far beyond the
individual taking the test. By sharing their own DNA, individuals
are also sharing the DNA of their past biological relatives, those
who are living, and those yet to be born [14]. This creates unique
challenges in networked genetic privacy [21].

Limited research exists on users’ understanding of the networked
nature of DNA. Grandhi et al. [24] found that some users acknowl-
edged that doing a DNA test could put their family at risk from
law enforcement, or from a future, currently non-existent, risk [24].
In contrast, others expressed entitlement to others’ data for the
greater good (for example, in the case of family-tree building) or
had not considered their family members’ privacy [7].

2.3 Non-user Attitudes
Based on the existing literature, non-user attitudes vary depending
on how interested they are in at-home DNA testing. Our review un-
covered one study exploring the specific perspectives of non-users
regarding at-home DNA testing. Using focus groups with 62 partic-
ipants with varied interest, Hazel et al. [27] found a wide range of
opinions. Some non-users thought of ancestry tests as quick and
fun, while others acknowledged them as valuable tools [27]. Many
participants did, however, have concerns regarding control and
misuse of data that might harm them or their families [27]. Ruhl
et al. [49] surveyed 1000 participants to understand perceptions
of at-home DNA testing. Most (80%) were non-users. No compar-
isons were made between users and non-users. Around half of
all participants surveyed by Ruhl et al. [49] had privacy concerns
surrounding genetic testing.

Grandhi et al. [24] compared the privacy concerns of users, non-
users who were willing to take an at-home DNA test, and non-
users who were unwilling to complete an at-home DNA test. Those
who are unwilling to take a DNA test had the highest average
level of privacy and security concerns, while existing users had the
lowest level. Some non-users did, however, trust in the DNA testing
companies’ privacy protections and existing legal protections. Even
so, many more expressed concerns about data misuse, storage, and
sharing.

3 METHODOLOGY
In this 2 × 2 between-subjects study, we examine the differences
in privacy attitudes and perceptions between users and non-users
and between health and ancestry data. Our study was cleared by
our university’s Research Ethics Board. We formulated our survey
using an iterative design process and pilot tested the completed
survey with two participants per condition to finalise its design.

3.1 Recruitment and Participants
We recruited participants using the online crowdsourcing platform
Prolific [43], which is dedicated specifically to research studies. The
surveys themselves were hosted on Qualtrics Survey Software [45].
Participants completed a 1-minute pre-screener to assess eligibility
for the main survey. To be eligible for the pre-screener, participants
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Table 1: Number of participants who completed each version
of the survey (after cleaning of the data).

Study Condition # of Participants

UA User Ancestry 76
NUA Non-User Ancestry 85
UH User Health 64

NUH Non-User Health 85

Total 310

needed to reside in Canada and be over 18. Participants were paid
according to the rate recommended by Prolific at the time: 0.13 GBP
for the pre-screener, and 1.88 GBP for the main survey.

In total, 998 participants were pre-screened. The pre-screener
asked participants to identify whether they had completed at-home
DNA testing for ancestry or for health purposes. After cleaning the
pre-screening data, 190 pre-screening participants had previously
used at-home DNA testing and all were invited to complete the
appropriate version of our survey. Health users (UH) completed
the health version, ancestry users (UA) completed the ancestry
version; anyone indicating both were assigned to health because
we had fewer health respondents. A random selection of 200 non-
users from the pre-screened pool were pseudo-randomly assigned
to either survey condition to ensure 100 participants per condition.
From the 390 (i.e., 190 users + 200 non-users) invitees, a total of 328
participants completed the main survey.

We excluded 18 responses, 13 because participants failed one
of the attention checks, 5 because there were other indicators of
unreliable data (e.g., straight-lining). While the process of data
exclusion was subjective, the number of surveys removed was small
enough that we were able to err on the side of caution. Table 1
summarizes participants per condition in the main survey after
data cleaning.

A detailed breakdown of participant demographics for our main
survey can be seen in Appendix A. 56% of participants were men,
42% were women and 1.3% were of other genders. Approximately
half of our participants were aged 25 – 34, but ages ranged from 18
– 74. Similarly, approximately half of participants had undergrad-
uate degrees, and the most common occupations were in Science,
Engineering (20% of all participants).

3.2 Survey Design
Each survey began with a consent form, and all questions con-
tained a “prefer not to answer” option. At the end of each survey,
participants were once again provided the opportunity to with-
draw their data. As is the norm on Prolific, only participants who
completed the surveys were paid. Survey materials are available in
Appendix C.

Pre-screener: In the pre-screener we asked participants about
their general geographic location, and whether they had completed
and received the results of an at-home DNA test. If so, they were
asked whether the test was for ancestry or health purposes (or
both), and to indicate the DNA testing company from a provided
list. If not, we asked about their comfort with completing an at-
home DNA test. Those who indicated some level of discomfort were
asked whether they had explicitly chosen not to complete a DNA

test; those who chose not to complete a test were included in our
study. The pre-screener took approximately 1 minute to complete.

Main survey: Our survey consisted of 145 questions (excluding
attention checks), which draw from existing literature [7, 24, 26, 32].
The questions were organised in 11 blocks as described in Table 2.

Non-demographic questions were 4-point Likert scale questions,
with the exception of the Effects (3-point scale) and Scenarios (bi-
nary scale) blocks. The order of questions within each block was
randomised. Prompts in the Scenarios block were based on actual
incidents (e.g. [10, 15, 37, 42, 59]). The main survey took approxi-
mately 15 minutes to complete.

We used inferential statistics to look for differences between
users and non-users (UA versus NUA, UH versus NUH ) and between
ancestry or health-related DNA data (UA versus UH, NUA versus
NUH ). We perform between-subject comparisons (unpaired groups).
We do not assume normality, and so conduct non-parametric tests.
The Likert-scale options within each question block were identical
but differed between blocks. Therefore, we used theHolm-Bonferroni
family-wise adjustment per block (family) of questions rather than
experiment-wise.

Blocks 2 to 10 consisted of Likert scales, so we conducted Mann-
Whitney U tests (p < 0.05, two-tailed) on the individual questions,
given the ordinal nature of their data. The Scenario block consisted
of binomial data (Yes, No), so we performed Fisher’s exact test.

4 RESULTS
We have grouped our question blocks into four themes. For each
theme, we present the relevant question blocks, discuss any overall
trends in the data across conditions, and then we identify the main
results relating to our two research questions: RQ1 – comparing
ancestry and health conditions, and RQ2 – comparing user and
non-user conditions. Detailed statistical results are available in the
accompanying figures, but for readability, we focus on the main
results in the text. The Likert scale options were 4-point unless
otherwise indicated.

4.1 The shared value of DNA
We first discuss how participants perceive the value of their data:
what it can do for them and for others. This section includes results
from the following question blocks:

• In the Data Sharing block, participants rated how comfort-
able they felt sharing their data with thirteen entities which
could be viewed as third-parties.

• In theData Usage block, participants rated their comfort with
their data being used for seven different purposes. Most use
cases involved various entities completing research using
DNA data.

• In the Contributions block, participants rated how much they
would like other DNA testing users to volunteer their own
data for these same seven use cases.

• In the Effects block, participants rated how their own DNA
test would affect each of ten entities on a 3-point scale: posi-
tively, negatively, or no effect. The entities included individu-
als in their personal life (e.g.: biological relatives, colleagues)
and entities from other parts of their life (e.g.: insurance
rates).
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Table 2: Survey organization. N = number of questions.

Question Block Description N

1. Demographic Info Age, gender, geographic location 6
2. Control Who controls or manages their submitted DNA data? 8
3. Access Who has access to their submitted DNA data? 13
4. Deletion What happens if they delete their DNA data? 7
5. Concerns How concerning are given risks surrounding testing? 9
6. Data sharing With whom do participants feel comfortable sharing their DNA data? 13
7. Data usage For which reasons are participants comfortable with their DNA data being used? 7
8. Contributions Under which circumstances should other users of at-home DNA tests share their DNA data? 7
9. General attitudes What are participants’ general perceptions of genetic privacy (including DNA ownership)? 11
10. Effects Who does their at-home DNA test affect? 10
11. Scenarios How plausible and likely are given scenarios involving at-home DNA testing? [21 scenarios, 3 questions

each]
63

Table 3 presents medians per condition and results from the
inferential statistics. Overall, participants prefer sharing for al-
truistic purposes. Across conditions, participants were generally
comfortable sharing their data with the DNA company, university
researchers, and non-profit researchers, but not other entities. Many
participants were somewhat comfortable with helping improve the
DNA testing company’s services, or with academic or non-profit re-
search but generally uncomfortable with their data being used for
government and law-enforcement research (and investigations).

RQ1 [Shared value]: Health users are more likely than an-
cestry users to want others to volunteer their data, and perceive
a positive effect on their government benefits.

Contributions. We found statistically significant differences show-
ing that health users (UH) were more likely than ancestry users
(UA) to want others to contribute their data for police investigations,
government research, academic research, and research by the police.

Effects. Only one question was statistically significant. Health
users (UH) were more likely than ancestry users (UA) to perceive
positive effects on their government benefits.

RQ2 [Shared value]: Users are more at ease sharing their
data, more likely to think others should share too, and perceive
more positive effects of sharing.

Data Sharing. Analysis shows statistically significant differences
where users (UA, UH) were more comfortable sharing their data
with all thirteen listed entities than non-users (NUA, NUH). Statis-
tically significant differences were also found between users and
non-users in relation to data usage. Health users (UH) were more
comfortable than non-users (NUH) with their data being used for
every listed purpose. Ancestry users (UA) were significantly more
comfortable with their data being used: by the DNA-testing com-
pany for research, by law enforcement for police investigations, and
by pharmaceutical companies for research.

Contribution of others. Analysis shows statistically significant dif-
ferences between users and non-users, with users voicing stronger
agreement that others should volunteer their data for various pur-
poses. Non-users had little to no interest in this type of sharing
by others. We found statistically significant differences between
health users (UH) and non-users (NUH) for each of the seven pur-
poses. In each case, users (UH) were more likely to want others
to contribute their data than non-users (NUH). Only two of seven

questions showed statistically significant differences between an-
cestry users (UA) and non-users (NUA), with users reporting higher
agreement.

Effects. Overall, participants perceived very little effect of their
DNA test onmost entities.Where statistically significant differences
occurred, users were more likely to perceive positive effects and
non-users were more likely to perceive negative effects. Health
users (UH) perceived significantly more positive effects than non-
users (UH) on themselves, their parents, their future children, and no
effects (compared to negative) on their their employment prospects,
their insurance rates, and their government benefits. Ancestry users
(UA) also perceived more positive effects than non-users (NUA)
from using DNA tests on themselves, friends, future children, and
their colleagues), as well as on their insurance rates.

4.2 Potential for negative consequences
In the following section, we discuss participants’ perspectives to-
wards potential negative consequences resulting from their test.
We include the following blocks of questions:

• In the Access block, participants rated the likelihood that
each of 13 entities had access to their data.

• In the Concerns block, participants rated their level of con-
cern for each of nine potential at-home DNA testing related
concerns identified from previous research. Several concerns
presumed that certain entities from the Access block had
partial or complete access to ancestry and/or health data.

• In the Scenarios block, participants were presented twelve
different scenarios that were either based on a real situa-
tion that had occurred within Canada, or based on existing
concerns noted in relating literature. Participants answered
whether the scenario was: (1) possible, (2) likely to happen
in Canada, and (3) likely to happen anywhere in general.
Figure 1 displays a heatmap summarizing responses and
Figure 5 summarizes results of the inferential statistics tests.

Table 4 summarizes the medians and statistical results relating
to the Data access and Concerns blocks. Across conditions, the
majority of participants thought that the DNA-testing company had
access to users’ DNA data. Participants further thought it likely that
many other entities also had access to their data. Many participants
expressed apprehension over the listed concerns, with over half
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Data sharing:  How comfortable are you sharing your 
ancestry/health data with:

Medians UA-UH NUA-NUH UA-NUA UH-NUH
UA NUA UH NUH U p U p U p U p

The DNA company itself  2  3  2  3 2225 1.000 3236 1.000 4795 <0.001 4091 <0.001
The general public  4  4  4  4 2116 1.000 3397 1.000 4215 <0.001 3368 0.003
Other users of the at-home DNA testing company  3  4  3  4 2044 1.000 3336 1.000 4388 <0.001 3703 <0.001
Your employer  4  4  3  4 2500 1.000 3787 1.000 4258 <0.001 3634 <0.001
The government  4  4  3  4 2743 1.000 3588 1.000 3767 0.038 3562 0.002
Law enforcement  4  4  3  4 2590 1.000 3711 1.000 3856 0.035 3376 0.007
Pharmaceutical companies  3  4  3  4 2858 0.497 3857 1.000 3922 0.024 3588 0.002
Insurance companies  4  4  3  4 3029 0.086 3873 1.000 3985 0.007 3852 <0.001
Advertisers  4  4  4  4 2332 1.000 3646 1.000 4159 <0.001 3423 0.001
For-profit companies  4  4  3  4 2454 1.000 3459 1.000 4228 <0.001 3867 <0.001
University researchers  2  3  2  3 2639 1.000 3758 1.000 3895 0.038 3431 0.007
Non-profit researchers  2  3  2  3 2688 1.000 3880 1.000 3992 0.022 3475 0.007
Investors in the DNA testing company  4  4  3  4 2741 1.000 3408 1.000 3980 0.007 3953 <0.001

Data usage: How comfortable are you with your data being used:
Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
By the DNA-testing company to improve their services.  2  3  2  3 2592 1.000 3322 1.000 4241 0.001 3975 <0.001
By the government for research.  3 3  2  3 2794 0.690 3807 1.000 3927 0.054 3623 0.001
By law-enforcement for research.  3 4  2  4 2887 0.337 3396 1.000 3799 0.084 3863 <0.001
By law-enforcement for police investigations.  3 4  3  4 2683 1.000 3750 1.000 4071 0.011 3643 0.001
By pharmaceutical companies for research.  2 3  2  3 2611 1.000 3431 1.000 3977 0.041 3576 0.001
By academic institutions for research.  2 2  2  2 2733 0.851 3477 1.000 3743 0.084 3542 0.002
By non-profit organisations for research.  2 2  2  2 2483 1.000 3545 1.000 3847 0.084 3269 0.019

Contributions: Rate how much you would like others who have 
also completed the test to contribute their ancestry/health-related 
DNA data for the following purposes:

Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
For research by the DNA-testing company to improve their services.  2  3  2  3 2397 0.877 3721 1.000 4812 <0.001 3910 <0.001
For research by the government.  3  3  2  4 3098 0.021 3461 1.000 3373 0.417 3718 <0.001
For research by the police.  4  4  3  4 2998 0.046 3695 1.000 3750 0.121 3673 <0.001
For police investigations.  4  4  3  4 3070 0.023 3457 1.000 3574 0.369 3772 <0.001
For research by pharmaceutical companies.  3  3  2  3 2872 0.115 3741 1.000 4107 0.011 3684 <0.001
For research by academic institutions.  2  2  1  2 3152 0.010 3945 1.000 3910 0.085 3761 <0.001
For research by non-profit organisations.  2  3  2  3 2921 0.101 4111 0.743 3889 0.085 3402 0.007

Effects: Rate the overall effect your ancestry/health genetic test 
results would have on each of the following entities:

Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
Yourself  1  2  1  1 2631 1.000 3302 1.000 4107 0.002 3572 <0.001
Your employment prospects  2  2  2  2 2501 1.000 2859 0.083 3513 0.090 3661 <0.001
Your siblings  2  2  1  2 2578 1.000 3601 1.000 3560 0.290 2924 0.396
Your friends  2  2  2  2 2335 1.000 3686 1.000 3747 0.011 2999 0.377
Your colleagues  2  2  2  2 2322 1.000 3518 1.000 3573 0.031 2881 0.396
Your insurance rates  2  2  2  3 2784 0.197 2604 0.021 3815 0.011 4118 <0.001
Your parents  2  2  2  2 2345 1.000 3049 1.000 3596 0.290 3237 0.028
Your potential government benefits  2  2  2  2 2758 0.047 3572 1.000 3539 0.290 3258 0.012
Current, existing children  2  2  1.5  2 2358 1.000 3625 1.000 3403 0.290 2507 0.513
Future children  1  2  1  1 2800 0.197 3887 0.661 3938 0.031 3130 0.018

Table 3: Data sharing, Data usage, Contributions (4-point Likert scale, 1: most positive, 4: most negative), and Effects (3-point
scale) question blocks. Medians per condition and the Holm-Bonferroni adjusted statistical results of Mann-Whitney U tests.
Green cells with italics indicate statistically significant results.
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Data access: Who has access to your most recent ancestry/health data?
Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
The DNA company itself  1  1  1  1 2104 0.634 3459 1.000 3209 1.000 2409 1.000
The general public  4  4  4  4 2426 1.000 3003 0.279 2977 0.945 2951 1.000
Other users of the at-home DNA testing company  3  4  4  4 1948 0.410 2976 0.401 3128 1.000 2703 1.000
Your employer  4  4  4  4 2821 0.356 3832 1.000 2854 0.803 2785 1.000
The government  3  3  3  2 2886 0.410 3330 1.000 2484 0.079 2747 1.000
Law enforcement  3  3  3  2 2710 0.800 3351 1.000 2159 0.003 2323 1.000
Pharmaceutical companies  3  3  3  2 2893 0.410 3873 1.000 2381 0.026 2286 1.000
Insurance companies  3  3  3  3 2990 0.177 3685 1.000 2358 0.021 2581 1.000
Advertisers  3  3  3  3 2574 1.000 3602 1.000 2719 0.397 2435 1.000
For-profit companies  3  3  3  3 2486 1.000 3067 1.000 2649 0.318 2645 1.000
University researchers  3  2.5  2.5  2 2950 0.269 3605 1.000 2160 0.002 2413 1.000
Non-profit researchers  3  2  2  3 2827 0.569 3547 1.000 2650 0.318 2723 1.000
Investors in the DNA testing company  3  3  3  3 2419 1.000 3233 1.000 2839 0.850 2799 1.000

Concerns: In your own life, please rate your level of concern with each of 
the following:

Medians UA-UH NUA-NUH UA-NUA UH-NUH
UA NUA UH NUH U p U p U p U p

Your ancestry/health results influencing your job prospects.  3  3  3  2 2699 0.512 4155 0.309 2671 0.291 2096 0.192
Finding out unwanted ancestry/health information  3  3  2  2 3161 0.006 4359 0.088 2897 0.587 2600 1.000
Finding unwanted family secrets as a result of an ancestry DNA test.  3  3  2  3 2944 0.062 3838 1.000 3185 0.981 3086 0.385
Surveillance due to an ancestry/health DNA test.  2  2  2  2 2412 0.994 3951 1.000 2689 0.291 1929 0.017
Accuracy of ancestry/health at-home DNA tests.  2  2  2  2 2921 0.062 3526 1.000 2536 0.124 2633 1.000
Genetic discrimination as a result of an ancestry/health DNA test.  3  2  2  2 2869 0.062 3707 1.000 1990 <0.001 2195 0.385
Ancestry/health information from a DNA test relevant to your 
immediate or extended family being public  2  2  2  2 2602 0.994 3524 1.000 2453 0.047 2323 0.446
Adjusted insurance rates due to an ancestry/health DNA test.  2  2  2  2 2614 0.994 3645 1.000 2287 0.018 1891 0.011
Your ancestry/health data being used for profit.  2  1  2  1 2820 0.266 3222 1.000 1738 <0.001 2250 0.385

Table 4: Data access and Concerns question blocks (4-point Likert scale, 1: most positive, 4: most negative). Medians per condition
and the Holm-Bonferroni adjusted statistical results of Mann-Whitney U tests. Green cells with italics indicate statistically
significant results.

of participants choosing concerned or very concerned on nearly all
questions.

As shown in Figure 1 and Table 5, participants across all condi-
tions believed most provided scenarios were plausible. While many
scenarios were perceived likely to happen in general, many thought
they were less likely to happen in Canada.

RQ1 [Consequences]: Health participants are more likely
than ancestry participants to be concerned about, and perceive
the possibility of, some negative consequences. We found only a
few statistically significant differences between health and ancestry
conditions. Where differences occurred, participants in the health
conditions (UH, NUH) were generally more aware of, concerned
about, and more likely to believe the likelihood of some negative
consequences than participants in the ancestry conditions (UA,
NUA).

Concerns. Statistical analysis showed that health users (UH) were
significantlymore concerned than ancestry users (UA) about finding
out unwanted information from a DNA test.

Scenarios. Where statistically significant differences exist, par-
ticipants in the health conditions (UH, NUH) were more likely to

perceive negative scenarios as either possible or likely. Participants
in the health conditions (UH, NUH) believe that it is possible, and
likely, that life insurance rates would increase based on their at-home
DNA test. Health users (UH) were also more likely than ancestry
users (UA) to believe that it is likely that individuals being detained
at a border have their DNA collected for health tests.

Additionally, significantly more health non-users (NUH) than
ancestry non-users (NUA) believe that their child could be prevented
from attending school due to results of an at-home genetic test. They
also think it more likely that those with certain health traits would
have their data stored by the government indefinitely.

Statistically significant results also show that health non-users
(NUH) were more likely than ancestry non-users (NUA) to perceive
that at-home DNA tests can be used to provide proof of Indigenous
status, that their DNA test could help them detect a medical condition,
and that submitting animal DNA to an at-home DNA testing company
for humans would produce error-free results within Canada.

RQ2 [Consequences]: Non-users are more concerned than
users about some negative consequences and think these are
more likely.
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Figure 1: A heatmap with the percentages of participants who responded “yes” to whether each scenario was (a) possible, (b)
likely in Canada, and (c) likely in general. Darker cells represent higher agreement.

Access. We found statistically significant differences for four (out
of 13) entities who may have access to DNA data: ancestry non-
users (NUA) were significantly more likely than ancestry users (UA)
to think that law enforcement, pharmaceutical companies, insurance
companies and university researchers had access to their data.

Concern. Analysis shows statistically significant differences be-
tween users and non-users for several listed concerns. Ancestry
non-users (NUA) were more concerned than ancestry users (UA)
about discrimination, their family data being public, the adjustment
of insurance rates, and the use of their data for profit. Health non-
users (NUH) were more concerned than users (UH) about surveil-
lance, and the adjustment of insurance rates.

Scenarios. We found statistically significant differences between
users and non-users for only a few scenarios; in each case, non-users
were more likely to think that the given scenarios were possible
and likely to occur.

Considering whether scenarios were possible, we found statisti-
cally significant differences where ancestry non-users (NUA) were
more likely than users (UA) to believe that individuals being de-
tained at a border could have their DNA collected and that individuals
with certain traits could have their data stored by the government
indefinitely. Statistical analysis also showed that health non-users
(NUH) were significantly more likely than users (UH) to believe

that individuals being detained at a border could have their DNA
collected for health-related tests, that a potential employer could
come across a candidate’s health DNA test results online, and use
them in their hiring decision, and that it was possible to be falsely
suspected in a criminal investigation based on health at-home DNA
testing results.

Considering the likelihood of scenarios happening in Canada, we
found statistically significant differences where ancestry non-users
(NUA) were more likely than users (UA) to think that at-home an-
cestry DNA tests could be used to provide proof of Indigenous status,
that those with certain ancestry traits could have their data stored
by the government indefinitely, that one could be falsely suspected
in a criminal investigation based on DNA test results, and that sub-
mitting an animal’s DNA to an at-home DNA testing company for
humans would produce error-free ancestry results.

Considering the likelihood of scenarios happening in general, we
found only four instances where there were statistically significant
differences. Ancestry non-users (NUA) were more likely to believe
that individuals detained at a border have their DNA collected for
ancestry tests, that an ancestry test would increase their life insurance
rates, and that individuals with certain ancestry traits could have
their data stored by the government indefinitely. Health non-users
(NUH) were more likely than users (UH) to think that life insurance
rates increase based on your health DNA test results.
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Scenarios
Is this possible? Is this likely in Canada? Is this likely in general?

UA-UH NUA-NUH UA-NUA UH-NUH UA-UH NUA-NUH UA-NUA UH-NUH UA-UH NUA-NUH UA-NUA UH-NUH

Individuals being detained at a border having their 
DNA collected for ancestry/health tests. 0.843 0.552 0.027 0.032 1.000 1.000 0.349 0.733 0.038 1.000 <0.001 0.194
Ancestry/health at-home DNA tests being used to assist 
in deportation cases. 1.000 1.000 0.736 0.507 0.656 1.000 0.075 1.000 1.000 1.000 0.262 1.000
A potential employer coming across your 
ancestry/health DNA test results online, and using them 
in their decision to hire you. 1.000 1.000 0.050 0.019 1.000 1.000 0.553 1.000 1.000 1.000 0.235 0.475
Your life insurance rates increasing based on your 
ancestry/health at-home DNA test. 0.048 0.030 0.243 0.311 0.068 0.012 0.053 0.095 0.021 0.483 <0.001 0.050
Your child being prevented from attending school due 
to the result of an at-home ancestry/health genetic test 
they completed. 1.000 0.026 1.000 0.071 1.000 1.000 0.886 1.000 0.796 0.052 1.000 0.565
Ancestry/health data that you agreed to be used for 
research being used by for-profit companies. 1.000 1.000 0.683 0.500 1.000 1.000 0.309 0.799 1.000 1.000 0.326 0.189
Ancestry/health at-home DNA tests being used to 
provide proof of Indigenous status. 1.000 1.000 1.000 1.000 1.000 <0.001 <0.001 1.000 1.000 1.000 1.000 1.000
An ancestry/health at-home DNA test helping you 
detect a medical condition. 0.279 0.177 1.000 1.000 0.279 0.306 0.886 1.000 0.021 0.067 1.000 1.000
Databases of users' ancestry/health DNA results helping 
law enforcement successfully solve cold cases. 1.000 1.000 1.000 0.391 1.000 1.000 0.133 0.247 1.000 1.000 1.000 1.000
Submitting an animal's DNA to an at-home DNA 
testing company for humans producing error-free 
ancestry/health results. 1.000 1.000 1.000 1.000 1.000 <0.001 <0.001 1.000 1.000 1.000 1.000 1.000
Individuals with certain ancestry/health traits having 
their data stored by the government indefinitely. 1.000 1.000 0.011 0.391 1.000 <0.001 0.005 0.521 1.000 1.000 0.003 0.244
Being falsely suspected in a criminal investigation 
based on ancestry/health at-home DNA testing results. 1.000 1.000 1.000 0.033 1.000 1.000 <0.001 0.793 1.000 0.440 0.235 0.134

Table 5: Scenarios block: results of Fisher’s Exact tests (1: Yes, 2: No). Green cells with italics indicate statistically significant
results.

4.3 General attitudes towards DNA data
In this subsection, we discuss the General Attitudes block of ques-
tions. Participants rated their agreementwith each of ten statements
about DNA ownership, DNA sensitivity, and privacy risks. In gen-
eral, participants across all conditions perceived high individual
ownership over their data (Table 6). They were generally uncon-
cerned with how others chose to share their data, but our results
indicate that they considered their own data to be highly sensitive.

RQ1 [Attitudes]: We found no statistically significant dif-
ferences between ancestry and health conditions for general
attitudes.

RQ2 [Attitudes]: Where differences occurred, non-users ex-
pressed more privacy-conscious attitudes towards DNA data
than users. Analysis showed statistically significant differences be-
tween users and non-users on six out of ten questions in this block,
with non-users expressing significantly more privacy-conscious
attitudes than users. Non-users (NUA and NUH) were more likely to
think that their DNA data was their own and was unlike other types
of data, and less likely to be annoyed if others hid their DNA results.
Non-users were also less interested in finding biological family and
saw little value in contributing their data to the community. Health
non-users (NUH) were also more likely than users (UH) to think
that they could be identified through their DNA data.

4.4 DNA data management
In this section, we consider participants’ understanding of data
permanence in relation to their DNA data and their understanding
of how much control various entities have in managing their DNA
data.

• In the Deletion block, we asked participants to assume that
they deleted an account affiliated with at-home DNA testing.
Participants then answered six questions related to what
happens to their data in these circumstances.

• In the Control block, participants rated how each of eight
entities were involved in controlling their DNA data.

Table 7 details findings for this section. Overall, participants
across all conditions thought at least some of their data was likely
to stay on the platform despite user actions to delete an account.
Responses for the Control block were generally similar across con-
ditions. Participants perceived the at-home DNA-testing company
and the owner of the DNA have some or all control over the DNA
data. Conversely, participants perceived non-profit partners or other
users to have little to no control over the DNA data.

RQ1 [Management]: Health users are more likely than an-
cestry users to believe their DNA data will be deleted. Statistical
analysis revealed only one statistically significant difference be-
tween the ancestry and health conditions. Health users (UH) were
more likely than ancestry users (UA) to believe that their DNA test
results are deleted with their account.
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General attitudes: Rate how strongly you agree or disagree with 
each of the following statements

Medians UA-UH NUA-NUH UA-NUA UH-NUH
UA NUA UH NUH U p U p U p U p

I can be identified by the DNA sample I provided for ancestry testing.  2  2  2  1 2350 1.000 3982 0.576 2679 0.521 1879 0.006
My family might find out things they didn't want to know.  2  2  3  2 2212 1.000 3297 1.000 2686 0.521 2081 0.105
My DNA is my information and my information alone.  2  1  2  1 2120 1.000 3278 1.000 2297 0.009 1646 <0.001
What I do with my DNA is my business.  1  1  2  1 2140 1.000 3211 1.000 2567 0.073 2117 0.105
My family have a right to be concerned about my ancestry DNA test.  2  2  2  2 2939 0.171 3609 1.000 3003 0.792 3021 0.264
I am interested in finding biological family with a DNA test.  2  3  2  3 2360 1.000 3351 1.000 4274 <0.001 3825 <0.001
I do not need anyone's consent to take an ancestry DNA test.  1  2  1.5  2 2199 1.000 3297 1.000 3423 0.521 2756 0.576
Making my ancestry DNA test results public adds to the community.  3  3  3  3 2087 1.000 3472 1.000 4103 0.002 3342 0.006
People who hide their ancestry DNA results annoy me.  3  4  3  4 2466 1.000 3841 1.000 4275 <0.001 3422 0.002
Ancestry DNA data is just like any other data.  3  3  3  3 2223 1.000 3706 1.000 4309 <0.001 3407 0.014

Table 6: General attitudes question block (4-point Likert scale, 1: most positive, 4: most negative). Medians per condition and the
Holm-Bonferroni adjusted statistical results of Mann-Whitney U tests. Green cells with italics indicate statistically significant
results.

Deletion: When you delete your account, how likely is it that:
Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
Your raw DNA is deleted.  3  4  3  4 2887 0.126 3402 1.000 3760 0.092 3756 <0.001
Your personally identifiable information is deleted (name, email address, 
mailing address, etc).  3  3  2  3 2832 0.202 3621 1.000 3978 0.019 3694 <0.001
Your account is inaccessible indefinitely.  3  3  3  3 2477 0.599 3327 1.000 3570 0.157 3440 0.002
Your account can be reactivated.  2  2  2  2 1943 0.202 3593 1.000 2753 0.157 1986 0.008
Your ancestry/health DNA test results are deleted.  3  4  3  4 3015 0.016 3780 1.000 4076 0.009 3860 <0.001
People can still find your account on the website.  3  2  3  3 2194 0.599 3293 1.000 2352 0.013 2052 0.011

Control: How involved would each entity be in deciding how your 
health related DNA data is managed? That is, who controls your DNA 
data?

Medians UA-UH NUA-NUH UA-NUA UH-NUH

UA NUA UH NUH U p U p U p U p
The DNA company itself  1  1  1  1 2206 1.000 3401 1.000 3155 1.000 2576 1.000
The general public  4  4  4  4 2296 1.000 3465 1.000 3913 0.037 3150 0.105
Other users of the at-home DNA testing company  3  4  3  4 2213 1.000 3454 1.000 3728 0.413 3011 0.789
The government  3  2  3  2 2670 1.000 3557 1.000 2367 0.025 2270 0.678
For-profit partners of the company  3  2  3  2 2088 1.000 3616 1.000 3082 1.000 2265 0.789
Non-profit partners of the company  3  3  3  3 2374 1.000 3486 1.000 2945 1.000 2513 1.000
Investors  3  3  3  3 2299 1.000 3314 1.000 2930 1.000 2585 1.000
Yourself (the person completing the DNA test)  2  2  1.5  2 2713 1.000 3478 1.000 3086 1.000 3034 0.789

Table 7: Deletion and Control question blocks (4-point Likert scales, 1: most positive, 4: most negative). Medians per condition
and the Holm-Bonferroni adjusted statistical results of Mann-Whitney U tests. Green cells with italics indicate statistically
significant results.

RQ2 [Management]: Non-users are more skeptical than
users of data deletion. Analysis revealed statistically significant
differences between users and non-users in all questions of the
Deletion block, with non-users being more skeptical of deletion, but
few statistically significant differences relating to control.

Deletion. We found statistically significant differences for all
questions between health users (UH) and non-users (NUH), and for
half of questions between ancestry users (UA) and non-users (NUA).
Non-users were more likely think that data would be retained in
several forms and that information from a deleted account could
still be visible to others.

Control. We found statistically significant differences on two
questions within the Control block. Ancestry users (UA) were more
likely than non-users (NUA) to believe that the general public had
some control over users’ DNA data, and were less likely to believe
that the government had control over DNA data.

5 DISCUSSION
5.1 Research questions
Our research questions focus on the differences between partici-
pants’ privacy perceptions of ancestry and health DNA data, as
well as those between users and non-users of at-home DNA testing.
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Addressing RQ1, we find few significant differences between partic-
ipants in the ancestry and health DNA test conditions. Addressing
RQ2, we find more differences between the privacy perceptions of
users and non-users.

RQ1: Ancestry versus Health. We found no statistically significant
differences between ancestry and health conditions for most survey
questions. However, we note four areas where most statistically
significant differences occurred.

Participants thought health data should be shared for purposes
leading to the greater good, but not necessarily ancestry data; par-
ticipants were significantly more likely to believe that health data
should be contributed by others for research by the government
and police, to academic institutions, and for police investigations.
Similarly, users were significantly more likely to believe health test-
ing (as opposed to ancestry) would positively affect users’ potential
government benefits.

Users in the health data condition (UH) were also significantly
more concerned about discovering unpleasant information than
ancestry users (UA). Unpleasant news related to health can be
perceived as a risk to one’s life, potentially with serious medical
implications to the user or their biological family members. In
comparison, ancestry tests may not have such severe negative
consequences.

Significantly more participants in the health conditions believed
some of the privacy-compromising scenarios to be likely within
Canada or in general. Such scenarios include being tracked by the
government, or receiving an increase in life insurance rates.

Finally, significantly more health users (UH) believed their DNA
test results would be deleted upon account deletion. These par-
ticipants may (incorrectly) believe that their DNA results would
be treated with as much sensitivity (and possibly regulation) as
medical information [8].

Our findings support the limited related literature in the field.
For example, in Baig et al.’s study [7], users perceived health data to
be valuable for research and development of potentially life-saving
drugs/treatments. Participants have also expressed concerns about
increased health and life insurance rates in the past [7, 24], noting
that insurance premiums are tied to an individual’s health. Many
also feel uneasy about negative consequences of health testing, and
finding out they may potentially have a life-altering condition [7].

RQ2: Users versus Non-users. We found that users of at-home
DNA testing services associated numerous benefits with DNA test-
ing, while non-users considered these tests to have more risks and
fewer benefits.

Several users many benefits with DNA testing: lower insurance
rates, improvements to government benefits, and better employ-
ment prospects. Users were also significantly more likely to believe
DNA tests would have positive effects on their family members.
They were more comfortable sharing their data with third-parties,
and wanted others to share their data as well. Additionally, users
generally believed that finding family members was a benefit of
at-home DNA testing.

In contrast, non-users were not interested in finding family mem-
bers, and did not associate other benefits with the tests. In fact, sig-
nificantly more non-users perceived risks associated with at-home
DNA testing, such as an increase in insurance rates or negative

consequences from an employer accessing results online. Non-user
participants were generally more privacy conscious, more protec-
tive of their personal data, and less trusting of third-parties. Sig-
nificantly more non-users thought genetic data was different from
other data.

Our study results aligns with existing literature; several studies
have shown that users perceive benefits much more strongly than
non-users, and perceivedmore control over their data [24, 49]. Many
users had an incomplete understanding of privacy and risk [24],
or had not considered risks in their decision [48]. Non-users, con-
versely, had concerns about control, and perceived several more
privacy risks [24, 27], even though some considered the process
to be fun [27]. Additionally, non-users in other work [27] have
similarly expressed concerns over protecting family members’ pri-
vacy in the case of a criminal investigation or previously hidden
information.

5.2 Misconceptions
Our survey results suggest that many participants have an incom-
plete understanding of risks associated with at-home DNA testing.
We highlight participant misconceptions, discuss these risks, and
explain any resulting implications below.

Re-identification. In our survey, users were significantly less
likely than non-users to believe that it was possible to be traced back
through their DNA sample. However, not only can DNA be used to
trace the individuals themselves [28, 33, 50], but it can also be used
to identify their relatives, including those who have not taken a
DNA test [17, 50]. This is a serious gap in users’ understanding of
at-home DNA tests considering that more than half of individuals
with Northern European heritage in the United States can currently
be identified using user uploaded DNA [50].

Data misuse. As part of our survey, we aimed to understand the
degree to which participants perceived the plausibility and like-
lihood of their data being misused in various circumstances. We
investigated these perceptions using scenarios based on either real
life events, concerns, or benefits of genetic testing. While most par-
ticipants considered all scenarios plausible, significant differences
were found between users’ and non-users’ perceptions.

Non-users were significantly more likely to believe a variety of
negative scenarios to be plausible, and likely to happen in Canada
and in general. Users considered several negative scenarios unlikely
but many of our scenarios have in fact already happened [10, 15, 59]
or are technically feasible [42]. This suggests another serious gap in
users’ knowledge. Many instances of misuse have been presented
in the media over the years. In one case, discrimination based on
health-related data occurred [59] on the basis of markers for a
disease that had not manifested in the user. In this incident, the
DNA information was also shared with unauthorised individuals by
the organisation who had received the information in confidence.
This demonstrates that users’ health-relatedDNAdata, evenwith its
perceived sensitivity, may not always be treated with the expected
confidentiality.

It is also plausible that such information may inadvertently
be revealed to unintended parties. Several entities, for example,
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use social media to conduct research on individuals, such as web-
scraping to investigate suspects in criminal investigations, or Face-
book searches by hiring managers to research a potential future
employee [51, 55]. Having DNA information online may publi-
cise it beyond the user’s intended network, and could present fur-
ther negative consequences such as negatively affecting their job
prospects [3, 53].

Permanence of data. Although participants perceived control of
their data, intricate details of the associated privacy policies may
indicate otherwise [41]. In our survey, significantly more users than
non-users demonstrated the belief that DNA data would be deleted
with their account. This is not always the case. An at-home DNA
testing company experienced an error while merging information
into their main database and deleted information temporarily reap-
peared in users’ accounts [36]. This suggests it had remained stored
somewhere on their system. The company claims that the data was
permanently deleted after the merge [36] but the incident reveals
that data might not be deleted as some believe.

Implications. Based on our data, and existing literature [7], users
are more likely than non-users to consider DNA data to be similar
to any other form of data, such as web tracking cookies used for
advertising or personalization purposes, or financial information
such as credit card numbers. While these carry privacy risks, the
stakes are much higher for DNA data and users seem indifferent
to these risks. DNA is inherently identifiable, and is permanently
linked to its owner [41]. If the data is leaked or misused, it cannot
be replaced or changed by the user (compared to a password or
credit card number). In addition, the consequences associated with
misuse are arguably more severe with DNA data, such as when it
is used to discriminate against users in various scenarios.

DNA data presents networked, relatively unique privacy risks to
which most users pay little attention. A user’s DNA data is linked
to their immediate and extended biological family members, past,
present, and future, who may also suffer negative consequences as
a result [14, 21]. Family members have no control or say over what
happens to this data (i.e., their own partial DNA)[21].

DNA test results cannot be easily rescinded even by users; it is
unclear how long data exists on these platforms or what happens to
it beyond the lifespan of the initial testing company (e.g., company
mergers or dissolutions) [41]. Furthermore, family members of
users have no real mechanism in place to request removal of their
partial data and they are unlikely to even be informed in case of
data breaches or misuse.

As such, our study results are concerning. Users generally con-
sider the effects of their DNA test to be positive on family members,
while non-users perceive there to be no effect. Users also seem to
have weaker understanding of the consequences of a data breach:
why their DNA is unique and the risks they present. This may be
exacerbated by perceived control over their data: that is, being able
to delete it permanently gives them a way to “take it back” [7]. They
also underestimate the likelihood of negative scenarios in their own
country of residence. In comparison, our non-users presented more
privacy-conscious attitudes, which may have factored into their
decision to not take an at-home DNA test.

5.3 Proposed privacy-enhancing mitigations
Dedicated dashboard. Users currently have no efficient method

of viewing with whom their data is shared or who has already
accessed it. For example, DNA testing companies may provide a
list of academic publications resulting from the use of their con-
sumers’ data [2] but may not provide any indication to the user
about whether their data was actually shared for any given study.
Furthermore, users may wish to be informed if new study results
are relevant to them.

Providing a usable dashboard for users to view their data, view
(or, ideally, control) who has access to it, and see the outcomes
of data sharing would be a step towards informed data use. Such
a dashboard could, at the very least, list the entities who have
received this data, what the data has been used for, and what the
outcomes are (if any) of the related research. In addition, providing
opportunities for users to filter based on study results, look for
certain keywords, and perhaps introducing tools for organisation
would make this information manageable.

We recognise that this may be counter to some business models
that rely on data sharing despite privacy consequences to end-
users; recent legislation (e.g., GDPR) signals increased interest in
user rights. As such, regulations could require such dashboards to
be provided by vendors.

Awareness campaign. We support the development of informa-
tional materials to clarify common misconceptions surrounding
at-home DNA testing, and provide knowledge of the process itself.
We suggest including information about accuracy and limitations
of at-home DNA testing, discussion of common misconceptions
relating to re-identification, misuse, and potential consequences,
and highlighting the potential effects on immediate and extended bi-
ological family members’ privacy. This information could be shared
by neutral third parties and/or DNA-testing companies could be
required to supply this information to individuals before selling
DNA tests.

5.4 Limitations and Future Work
Participants may have self-selection bias given their interest in the
topic. Given the length of the survey, questions may have primed
participants to respond in a way geared towards privacy. Due to the
nature of the topic, the social desirability effect may have caused
participants to respond how they think researchers expect them to
respond. Finally, we assigned non-users randomly to the health or
ancestry condition. An alternative could be explicitly asking about
their interest in either and basing assignment on this interest, but
it is unclear how this may have affected responses.

Future research on genetic privacy could investigate perceptions
relating to biological family members and related privacy consid-
erations when deciding to take a test. The design of an interface
that helps users manage their DNA data more efficiently would
help add to the literature on privacy. Also, limited research explores
how individuals develop their understanding of at-home DNA test-
ing. Conducting a study with individuals who explicitly chose not
to take an at-home DNA-test may also reveal insights relating to
privacy. Finally, based on our results, a follow-up survey could be
designed to confirm the more general concepts identified in this
paper.
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6 CONCLUSION
Despite privacy concerns by individuals, the monetary value of the
at-home DNA testing market is expected to reach a record high
within the next decade. While benefits are perceived by many, there
continue to be many privacy risks associated with such services. We
explored whether users and non-users perceive the privacy of such
services differently through a survey with 310 participants.We gath-
ered participants’ perceptions of the benefits and risks of genetic
testing, their understanding of data access and permanence, and the
effects such tests have on their biological family members. We fur-
ther compare whether these perceptions differ across ancestry and
health data. We found users to be significantly less concerned about
privacy than non-users, perceiving significantly more positive ef-
fects to themselves and others. In contrast, non-users displayed
several privacy concerns, and were less comfortable sharing their
data. In addition, health data was implied to be more valuable to
the greater good, and potentially more sensitive, though there were
fewer statistically significant differences between the health and
ancestry conditions. We discuss common misconceptions based on
our findings, and highlight its relevance to the current literature.
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A PARTICIPANT DEMOGRAPHICS

Demographic Number of Percentage of
participants participants

Gender
Male 173 55.8%
Female 131 42.2%
Non-binary 3 1.0%
Genderfluid 1 0.3%
Prefer not to answer 2 0.6%
Age
18 – 24 78 25.2%
25 – 34 152 49.0%
35 - 44 55 17.7%
45 - 54 14 4.5%
55 - 64 8 2.6%
65 - 74 1 0.3%
Prefer not to answer 2 0.6%
Highest/current level of education
Elementary school 0.3%
High school 34 11.0%
College 27 8.7%
Technical, trade school, or apprenticeship 17 5.5%
Undergraduate degree (Bachelor’s) 154 49.7%
Graduate degree (Master’s, PhD) or professional degree 68 21.9%
Post-graduate certificate or diploma 7 2.3%
Prefer not to answer 2 0.6%
Occupation
Administrative Support 19 6.1%
Art, Writing, Journalism 5 1.6%
Business, Management, and Financial 39 12.6%
Education 16 5.2%
Legal 8 2.6%
Medical 6 1.9%
Science, Engineering, and IT Professional 61 19.7%
Service 20 6.5%
Skilled Labour 7 2.3%
Student 58 18.7%
Unemployed 21 6.8%
Retired 5 1.6%
Other 38 11.3%
Prefer not to answer 10 3.2%

Table 8: Detailed breakdown of participant demographics: age, gender, province of residence, level of education, and occupation.
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B DESCRIPTIVES (MEAN, STANDARD DEVIATION, MEDIAN)
We provide additional descriptive statistics relating to each question in our survey, organised by block. We present them in the following
format:Mean (Standard Deviation) (Median).

All blocks, except the Effects block, follow a 4-point Likert-scale (1: most positive option, 4: most negative option). The Effects block
follows a 3-point scale (1: Positive, 2: No effect, 3: Negative).

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)
Your raw DNA is deleted. 3.26 ( 0.79 ) ( 3 ) 3.50 ( 0.74 ) ( 4 ) 2.95 ( 0.85 ) ( 3 ) 3.52 ( 0.83 ) ( 4 )

Your personally identifiable 
information is deleted 
(name, email address, 
mailing address, etc).

2.68 ( 0.90 ) ( 3 ) 3.07 ( 0.94 ) ( 3 ) 2.40 ( 0.85 ) ( 2 ) 3.04 ( 0.98 ) ( 3 )

Your account is inaccessible 
indefinitely.

2.81 ( 0.74 ) ( 3 ) 3.01 ( 0.84 ) ( 3 ) 2.66 ( 0.79 ) ( 3 ) 3.11 ( 0.90 ) ( 3 )

Your account can be 
reactivated.

2.08 ( 0.79 ) ( 2 ) 1.89 ( 0.74 ) ( 2 ) 2.25 ( 0.62 ) ( 2 ) 1.92 ( 0.83 ) ( 2 )

Your ancestry/health DNA 
test results are deleted.

3.20 ( 0.78 ) ( 3 ) 3.53 ( 0.77 ) ( 4 ) 2.77 ( 0.84 ) ( 3 ) 3.47 ( 0.78 ) ( 4 )

People can still find your 
account on the website.

2.76 ( 0.83 ) ( 3 ) 2.35 ( 0.94 ) ( 2 ) 2.89 ( 0.83 ) ( 3 ) 2.47 ( 1.01 ) ( 3 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)

Your ancestry/health 
results influencing your job 
prospects.

2.76 ( 1.06 ) ( 3 ) 2.47 ( 1.04 ) ( 3 ) 2.50 ( 0.95 ) ( 3 ) 2.14 ( 1.01 ) ( 2 )

Finding out unwanted 
ancestry/health information 2.80 ( 0.88 ) ( 3 ) 2.62 ( 1.03 ) ( 3 ) 2.25 ( 0.88 ) ( 2 ) 2.22 ( 0.92 ) ( 2 )

Finding unwanted family 
secrets as a result of an 
ancestry DNA test.

2.87 ( 0.93 ) ( 3 ) 2.85 ( 1.01 ) ( 3 ) 2.42 ( 0.98 ) ( 2 ) 2.72 ( 0.97 ) ( 3 )

Surveillance due to an 
ancestry/health DNA test.

2.28 ( 0.99 ) ( 2 ) 2.01 ( 1.05 ) ( 2 ) 2.24 ( 0.95 ) ( 2 ) 1.79 ( 0.91 ) ( 2 )

Accuracy of 
ancestry/health at-home 
DNA tests.

2.28 ( 0.84 ) ( 2 ) 1.99 ( 0.99 ) ( 2 ) 1.90 ( 0.67 ) ( 2 ) 1.96 ( 0.92 ) ( 2 )

Genetic discrimination as a 
result of an ancestry/health 
DNA test.

2.78 ( 1.01 ) ( 3 ) 2.10 ( 1.03 ) ( 2 ) 2.31 ( 1.02 ) ( 2 ) 2.01 ( 0.96 ) ( 2 )

Ancestry/health 
information from a DNA 
test relevant to your 
immediate or extended 
family being public

2.41 ( 0.90 ) ( 2 ) 2.04 ( 0.92 ) ( 2 ) 2.25 ( 0.92 ) ( 2 ) 2.05 ( 0.90 ) ( 2 )

Adjusted insurance rates 
due to an ancestry/health 
DNA test.

2.39 ( 1.05 ) ( 2 ) 1.90 ( 1.00 ) ( 2 ) 2.21 ( 0.83 ) ( 2 ) 1.78 ( 0.85 ) ( 2 )

Your ancestry/health data 
being used for profit.

2.03 ( 0.86 ) ( 2 ) 1.38 ( 0.71 ) ( 1 ) 1.78 ( 0.89 ) ( 2 ) 1.55 ( 0.84 ) ( 1 )

Deletion: When you delete your account, how likely is it that:

Concerns: Please rate your level of concern with each of the following:
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Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)
The DNA company itself 1.37 ( 0.67 ) ( 1 ) 1.38 ( 0.77 ) ( 1 ) 1.44 ( 0.61 ) ( 1 ) 1.46 ( 0.81 ) ( 1 )
The general public 3.47 ( 0.66 ) ( 4 ) 3.74 ( 0.47 ) ( 4 ) 3.51 ( 0.69 ) ( 4 ) 3.76 ( 0.48 ) ( 4 )
Other users of the at-home 
DNA testing company

3.09 ( 0.91 ) ( 3 ) 3.36 ( 0.74 ) ( 4 ) 3.24 ( 0.80 ) ( 3 ) 3.39 ( 0.83 ) ( 4 )

The government 3.01 ( 0.87 ) ( 3 ) 2.58 ( 0.96 ) ( 2 ) 2.84 ( 0.88 ) ( 3 ) 2.59 ( 0.95 ) ( 2 )
For-profit partners of the 
company

2.67 ( 0.99 ) ( 3 ) 2.59 ( 1.07 ) ( 2 ) 2.87 ( 0.82 ) ( 3 ) 2.59 ( 1.14 ) ( 2 )

Non-profit partners of the 
company

2.87 ( 0.85 ) ( 3 ) 2.73 ( 0.88 ) ( 3 ) 2.89 ( 0.76 ) ( 3 ) 2.79 ( 0.91 ) ( 3 )

Investors 2.80 ( 0.92 ) ( 3 ) 2.64 ( 1.01 ) ( 3 ) 2.85 ( 0.81 ) ( 3 ) 2.78 ( 1.04 ) ( 3 )
Yourself (the person 
completing the DNA test)

1.96 ( 1.03 ) ( 2 ) 1.94 ( 1.06 ) ( 2 ) 1.69 ( 0.83 ) ( 1.5 ) 1.94 ( 1.00 ) ( 2 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)
The DNA company itself 1.28 ( 0.64 ) ( 1 ) 1.29 ( 0.72 ) ( 1 ) 1.44 ( 0.76 ) ( 1 ) 1.38 ( 0.85 ) ( 1 )
The general public 3.61 ( 0.61 ) ( 4 ) 3.54 ( 0.57 ) ( 4 ) 3.64 ( 0.52 ) ( 4 ) 3.73 ( 0.47 ) ( 4 )
Other users of the at-home 
DNA testing company

3.01 ( 0.94 ) ( 3 ) 2.96 ( 1.01 ) ( 3 ) 3.33 ( 0.84 ) ( 4 ) 3.27 ( 0.96 ) ( 4 )

Your employer 3.67 ( 0.64 ) ( 4 ) 3.55 ( 0.66 ) ( 4 ) 3.42 ( 0.77 ) ( 4 ) 3.51 ( 0.61 ) ( 4 )
The government 2.80 ( 1.03 ) ( 3 ) 2.39 ( 1.00 ) ( 2 ) 2.47 ( 0.99 ) ( 3 ) 2.52 ( 1.09 ) ( 2 )
Law enforcement 3.05 ( 0.92 ) ( 3 ) 2.46 ( 1.01 ) ( 2 ) 2.84 ( 0.90 ) ( 3 ) 2.59 ( 1.11 ) ( 2 )
Pharmaceutical companies 3.04 ( 0.86 ) ( 3 ) 2.58 ( 0.97 ) ( 3 ) 2.73 ( 0.88 ) ( 3 ) 2.46 ( 1.06 ) ( 2 )
Insurance companies 3.22 ( 0.79 ) ( 3 ) 2.74 ( 1.00 ) ( 3 ) 2.78 ( 1.05 ) ( 3 ) 2.72 ( 0.96 ) ( 3 )
Advertisers 3.21 ( 0.88 ) ( 3 ) 2.92 ( 1.00 ) ( 3 ) 3.11 ( 0.84 ) ( 3 ) 2.92 ( 1.03 ) ( 3 )
For-profit companies 2.93 ( 0.98 ) ( 3 ) 2.59 ( 1.07 ) ( 3 ) 2.92 ( 0.90 ) ( 3 ) 2.86 ( 1.04 ) ( 3 )
University researchers 2.95 ( 0.88 ) ( 3 ) 2.38 ( 0.84 ) ( 2 ) 2.59 ( 0.87 ) ( 2.5 ) 2.41 ( 0.98 ) ( 2 )
Non-profit researchers 2.88 ( 0.91 ) ( 3 ) 2.54 ( 0.93 ) ( 3 ) 2.59 ( 0.92 ) ( 2 ) 2.59 ( 0.97 ) ( 3 )
Investors in the DNA 
testing company

2.79 ( 0.90 ) ( 3 ) 2.59 ( 1.00 ) ( 2 ) 2.75 ( 0.89 ) ( 3 ) 2.76 ( 1.05 ) ( 3 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)

By the DNA-testing 
company to improve their 
services.

2.11 ( 0.87 ) ( 2 ) 2.70 ( 1.02 ) ( 3 ) 1.98 ( 0.81 ) ( 2 ) 2.84 ( 0.99 ) ( 3 )

By the government for 
research.

2.68 ( 1.04 ) ( 3 ) 3.08 ( 0.90 ) ( 3 ) 2.41 ( 0.99 ) ( 2 ) 3.00 ( 0.90 ) ( 3 )

By law-enforcement for 
research.

2.91 ( 1.06 ) ( 3 ) 3.25 ( 0.92 ) ( 4 ) 2.56 ( 1.02 ) ( 2 ) 3.34 ( 0.91 ) ( 4 )

By law-enforcement for 
police investigations.

2.97 ( 1.01 ) ( 3 ) 3.44 ( 0.85 ) ( 4 ) 2.80 ( 0.98 ) ( 3 ) 3.38 ( 0.87 ) ( 4 )

By pharmaceutical 
companies for research.

2.43 ( 1.01 ) ( 2 ) 2.85 ( 0.92 ) ( 3 ) 2.27 ( 0.94 ) ( 2 ) 2.92 ( 1.06 ) ( 3 )

By academic institutions 
for research.

2.01 ( 0.87 ) ( 2 ) 2.32 ( 1.04 ) ( 2 ) 1.81 ( 0.77 ) ( 2 ) 2.40 ( 1.07 ) ( 2 )

By non-profit organisations 
for research.

2.17 ( 0.93 ) ( 2 ) 2.52 ( 1.02 ) ( 2 ) 2.11 ( 0.86 ) ( 2 ) 2.54 ( 1.08 ) ( 2 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)
The DNA company itself 2.04 ( 0.93 ) ( 2 ) 2.89 ( 0.9 ) ( 3 ) 2.11 ( 0.84 ) ( 2 ) 3.06 ( 0.92 ) ( 3 )
The general public 3.34 ( 0.79 ) ( 4 ) 3.78 ( 0.52 ) ( 4 ) 3.53 ( 0.71 ) ( 4 ) 3.86 ( 0.38 ) ( 4 )

Data access: Who has access to your most recent ancestry/health DNA data?

Control: Who controls your ancestry/health data?

Data sharing: How comfortable are you sharing your ancestry/health data with: 

Data usage: How comfortable are you with your data being used:
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Other users of the at-home 
DNA testing company

2.96 ( 0.94 ) ( 3 ) 3.56 ( 0.73 ) ( 4 ) 3.22 ( 0.71 ) ( 3 ) 3.69 ( 0.58 ) ( 4 )

Your employer 3.25 ( 0.94 ) ( 4 ) 3.81 ( 0.48 ) ( 4 ) 3.23 ( 0.89 ) ( 3 ) 3.76 ( 0.48 ) ( 4 )
The government 3.29 ( 0.88 ) ( 4 ) 3.57 ( 0.76 ) ( 4 ) 3.08 ( 0.93 ) ( 3 ) 3.59 ( 0.70 ) ( 4 )
Law enforcement 3.33 ( 0.84 ) ( 4 ) 3.60 ( 0.79 ) ( 4 ) 3.23 ( 0.85 ) ( 3 ) 3.59 ( 0.74 ) ( 4 )
Pharmaceutical companies 3.09 ( 0.87 ) ( 3 ) 3.44 ( 0.85 ) ( 4 ) 2.77 ( 0.94 ) ( 3 ) 3.31 ( 0.93 ) ( 4 )
Insurance companies 3.42 ( 0.84 ) ( 4 ) 3.74 ( 0.69 ) ( 4 ) 3.00 ( 0.99 ) ( 3 ) 3.71 ( 0.59 ) ( 4 )
Advertisers 3.50 ( 0.72 ) ( 4 ) 3.87 ( 0.46 ) ( 4 ) 3.58 ( 0.64 ) ( 4 ) 3.89 ( 0.31 ) ( 4 )
For-profit companies 3.32 ( 0.80 ) ( 4 ) 3.75 ( 0.58 ) ( 4 ) 3.36 ( 0.63 ) ( 3 ) 3.85 ( 0.36 ) ( 4 )
University researchers 2.38 ( 0.94 ) ( 2 ) 2.75 ( 1.03 ) ( 3 ) 2.23 ( 0.79 ) ( 2 ) 2.69 ( 0.96 ) ( 3 )
Non-profit researchers 2.57 ( 0.98 ) ( 2 ) 3.02 ( 1.09 ) ( 3 ) 2.38 ( 0.88 ) ( 2 ) 2.88 ( 1.00 ) ( 3 )
Investors in the DNA 
testing company

3.29 ( 0.88 ) ( 4 ) 3.71 ( 0.59 ) ( 4 ) 3.08 ( 0.90 ) ( 3 ) 3.78 ( 0.52 ) ( 4 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)

For research by the DNA-
testing company to 
improve their services.

2.01 ( 0.97 ) ( 2 ) 2.96 ( 0.99 ) ( 3 ) 2.03 ( 0.98 ) ( 2 ) 2.89 ( 1.06 ) ( 3 )

For research by the 
government.

3.11 ( 1.01 ) ( 3 ) 3.28 ( 0.83 ) ( 3 ) 2.61 ( 0.99 ) ( 2 ) 3.27 ( 0.92 ) ( 4 )

For research by the police. 3.29 ( 0.91 ) ( 4 ) 3.55 ( 0.78 ) ( 4 ) 2.89 ( 0.98 ) ( 3 ) 3.47 ( 0.92 ) ( 4 )
For police investigations. 3.28 ( 0.93 ) ( 4 ) 3.45 ( 0.89 ) ( 4 ) 2.81 ( 1.02 ) ( 3 ) 3.47 ( 0.95 ) ( 4 )
For research by 
pharmaceutical companies.

2.63 ( 1.06 ) ( 3 ) 3.14 ( 0.87 ) ( 3 ) 2.28 ( 1.09 ) ( 2 ) 3.00 ( 1.10 ) ( 3 )

For research by academic 
institutions.

2.16 ( 0.95 ) ( 2 ) 2.56 ( 1.07 ) ( 2 ) 1.66 ( 0.78 ) ( 1 ) 2.39 ( 1.08 ) ( 2 )

For research by non-profit 
organisations.

2.49 ( 1.03 ) ( 2 ) 2.87 ( 1.02 ) ( 3 ) 2.11 ( 0.94 ) ( 2 ) 2.60 ( 1.09 ) ( 3 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)

I can be identified by the 
DNA sample I provided for 
ancestry testing.

2.00 ( 0.75 ) ( 2 ) 1.86 ( 0.89 ) ( 2 ) 2.06 ( 0.88 ) ( 2 ) 1.62 ( 0.80 ) ( 1 )

My family might find out 
things they didn't want to 
know.

2.46 ( 0.82 ) ( 2 ) 2.28 ( 0.95 ) ( 2 ) 2.56 ( 0.74 ) ( 3 ) 2.31 ( 0.88 ) ( 2 )

My DNA is my information 
and my information alone. 1.80 ( 0.79 ) ( 2 ) 1.46 ( 0.77 ) ( 1 ) 1.90 ( 0.72 ) ( 2 ) 1.44 ( 0.61 ) ( 1 )

What I do with my DNA is 
my business.

1.49 ( 0.60 ) ( 1 ) 1.31 ( 0.62 ) ( 1 ) 1.58 ( 0.59 ) ( 2 ) 1.42 ( 0.70 ) ( 1 )

My family have a right to 
be concerned about my 
ancestry DNA test.

2.56 ( 0.96 ) ( 2 ) 2.52 ( 1.08 ) ( 2 ) 2.17 ( 0.94 ) ( 2 ) 2.40 ( 0.92 ) ( 2 )

I am interested in finding 
biological family with a 
DNA test.

2.32 ( 0.97 ) ( 2 ) 2.99 ( 0.92 ) ( 3 ) 2.34 ( 0.88 ) ( 2 ) 3.06 ( 0.88 ) ( 3 )

I do not need anyone's 
consent to take an ancestry 
DNA test.

1.57 ( 0.76 ) ( 1 ) 1.80 ( 0.97 ) ( 2 ) 1.75 ( 0.93 ) ( 1.5 ) 1.79 ( 0.86 ) ( 2 )

Making my ancestry DNA 
test results public adds to 
the community.

2.73 ( 0.89 ) ( 3 ) 3.24 ( 0.83 ) ( 3 ) 2.80 ( 0.89 ) ( 3 ) 3.29 ( 0.78 ) ( 3 )

General attitudes: Rate how you strongly you agree or disagree with each of the following statements:

Contributions: Rate how much you would like others who have also completed the test to contribute their 
ancestry/health-related DNA data for the following purposes:
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People who hide their 
ancestry DNA results annoy 
me.

3.32 ( 0.79 ) ( 3 ) 3.81 ( 0.42 ) ( 4 ) 3.30 ( 0.69 ) ( 3 ) 3.69 ( 0.54 ) ( 4 )

Ancestry DNA data is just 
like any other data.

2.64 ( 0.99 ) ( 3 ) 3.29 ( 0.83 ) ( 3 ) 2.76 ( 0.89 ) ( 3 ) 3.20 ( 0.88 ) ( 3 )

Users Ancestry (UA) Non-Users Ancestry (NUA) Users Health (UH) Non-Users Health (NUH)
Yourself 1.26 ( 0.53 ) ( 1 ) 1.60 ( 0.64 ) ( 2 ) 1.17 ( 0.46 ) ( 1 ) 1.70 ( 0.80 ) ( 1 )

Your employment prospects 2.00 ( 0.41 ) ( 2 ) 2.16 ( 0.40 ) ( 2 ) 1.92 ( 0.45 ) ( 2 ) 2.34 ( 0.59 ) ( 2 )

Your siblings 1.55 ( 0.53 ) ( 2 ) 1.69 ( 0.58 ) ( 2 ) 1.50 ( 0.56 ) ( 1 ) 1.66 ( 0.67 ) ( 2 )
Your friends 1.80 ( 0.43 ) ( 2 ) 2.00 ( 0.31 ) ( 2 ) 1.84 ( 0.41 ) ( 2 ) 1.95 ( 0.37 ) ( 2 )
Your colleagues 1.92 ( 0.36 ) ( 2 ) 2.06 ( 0.24 ) ( 2 ) 1.95 ( 0.33 ) ( 2 ) 2.05 ( 0.41 ) ( 2 )
Your insurance rates 2.08 ( 0.46 ) ( 2 ) 2.34 ( 0.53 ) ( 2 ) 1.87 ( 0.61 ) ( 2 ) 2.58 ( 0.59 ) ( 3 )
Your parents 1.54 ( 0.55 ) ( 2 ) 1.71 ( 0.62 ) ( 2 ) 1.56 ( 0.53 ) ( 2 ) 1.86 ( 0.65 ) ( 2 )
Your potential government 
benefits

2.03 ( 0.40 ) ( 2 ) 2.16 ( 0.53 ) ( 2 ) 1.82 ( 0.43 ) ( 2 ) 2.13 ( 0.65 ) ( 2 )

Current, existing children 1.59 ( 0.55 ) ( 2 ) 1.74 ( 0.60 ) ( 2 ) 1.53 ( 0.57 ) ( 1.5 ) 1.61 ( 0.61 ) ( 2 )
Future children 1.45 ( 0.53 ) ( 1 ) 1.75 ( 0.67 ) ( 2 ) 1.26 ( 0.48 ) ( 1 ) 1.58 ( 0.69 ) ( 1 )

Effects: Rate the overall effect your ancestry/health genetic test results would have on each of the following entities:
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C SURVEY MATERIALS  

There are 4 versions of this survey with slightly modified questions. Each question contains a Prefer not to answer option. We 

specify the user version of each question with U: and the non-user version with NU: . 

 

 

(ancestry version intro) All questions in this survey apply only to ancestry related genetic tests. That is, at-home DNA tests done to 

understand genetic ethnicity (where your 'ancestors' were from), or see potential DNA matches (others who may be related to you). 

(health version intro) All questions in this survey apply only to health related genetic tests. That is, at-home DNA tests done to 

understand how your DNA might influence your overall health (for example, how likely you are to develop a disease, how your DNA 

influences overall wellness - like whether you are more/less likely to be affected by caffeine - and whether you are a carrier for 

certain genes). 

 

Q1. U: Have you given consent to the testing company to have your ancestry/health-related DNA data used for research?  

     NU: Would you give consent to the testing company to have your ancestry/health-related DNA data used for research?     

 

Yes / No / Unsure / Prefer not to answer 

 

Q2. U: Think of your most recent DNA test completed for ancestry/health purposes. Who currently has access to your 

most recent ancestry/health data?  

NU: Assume you have completed a DNA test for ancestry/health purposes. Who would have access to your 

ancestry/health data?    

Question block with 4 options (No access, Probably doesn’t have access, Probably has access, Definitely has access) 

- The DNA company itself    - The general public.    - Other users of the at-home DNA testing company                 - Your employer 

- The government.                - Law enforcement              - Pharmaceutical companies     - Insurance companies    - Advertisers 

- For-profit companies          - University researchers     - Non-profit researchers             - Investors in the DNA testing company 

             

Q3. U- How comfortable are you sharing your most recent ancestry/health data with:  

       NU- How comfortable would you be sharing your ancestry/health data with:       

Question block with 4 options (Very uncomfortable sharing, Uncomfortable sharing, Comfortable sharing, Very comfortable sharing) 

- The DNA company itself    - The general public.    - Other users of the at-home DNA testing company                 - Your employer 

- The government.                - Law enforcement              - Pharmaceutical companies     - Insurance companies    - Advertisers 

- For-profit companies          - University researchers     - Non-profit researchers             - Investors in the DNA testing company 

 

 

Q4. U: Think back to your most recent ancestry/health at-home DNA test. How involved is each entity in deciding how your 

ancestry/health-related DNA data is managed? That is, who controls your DNA data? 

      NU: Assume you have completed an ancestry/health at-home DNA test. How involved would each entity be in deciding 

how your ancestry/health-related DNA data is managed? That is, who controls your DNA data? 

Question block with 4 options (Not at all involved, Uninvolved, Involved, Very involved) 

    

- The general public   - Yourself (you, the owner of your DNA)    - The DNA testing company itself                - The government   

- Other users of the at-home DNA testing company                     -  For-profit partners of the company           - Investors 

- Non-profit partners of the company 

 

Q5. U: Assuming that your ancestry/health-related data has been stripped of identifiers (for example, your name), please 

indicate how comfortable you are with your data being used:  

NU: Assuming you completed a DNA test, and your ancestry/health-related DNA data has been stripped of identifiers (for 

example, your name), please indicate how comfortable you would be with your data being used:  

Question block with 4 options (Very uncomfortable, Uncomfortable, Comfortable, Very uncomfortable) 

- By pharmaceutical companies for research     - By the government for research                         

- By law-enforcement for police investigations   - By the DNA testing company to improve their services 

- By academic institutions for research               - By non-profit organisations for research    

- By law-enforcement for research 

         

Q6. U: Think of your most recent at-home DNA test completed for ancestry/health purposes. Please rate the degree to 

which would you like others who have also completed the test to contribute their ancestry/health DNA data for the 

following purposes:  

NU: Assume that you have completed an at-home DNA test for ancestry/health purposes. Please rate the degree to which 

would you like others who have also completed the test to contribute their ancestry/health DNA data for the following 

purposes: 

Question block with 4 options (Not at all, A little it, Somewhat, Very much) 

- By pharmaceutical companies for research     - By the government for research                         
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- By law-enforcement for police investigations   - By the DNA testing company to improve their services 

- By academic institutions for research               - By non-profit organisations for research   - By law-enforcement for research 

 

Q7. U, NU: Please rate how strongly you agree or disagree with each of the following statements: 

Question block with 4 options (Strongly disagree, Disagree, Agree, Strongly agree) 

- I can be identified by the DNA sample I provided for ancestry/health testing 

- My family might find out things they didn't want to know                        - My DNA is my information and my information alone 

- What I do with my ancestry/health DNA is my business                       - I am interested in finding biological family with a DNA test 

- People who hide their ancestry/health DNA test results annoy me      - Ancestry/health DNA data is just like any other data 

- I do not need anyone else's consent to take an ancestry/health DNA test   

- Making my ancestry/health DNA test results public adds to the community 

- My family have a right to be concerned about my ancestry/health DNA test,  

 

Q8. U, NU: For the following question, if an option doesn’t apply to you, please answer hypothetically. 

Please rate the overall effect your ancestry/health-related genetic test results would have on each of the following entities:  

Question block with 3 options (Negatively, No effect, Positively) 

- Yourself                              - Your siblings                                         - Your friends                                   - Your colleagues       

- Your parents                       - Your potential government benefits     - Your employment prospects          - Future children         

- Current, existing children    - Your insurance rates                            - Your parents 

 

Q9. U: Think of your most recent ancestry/health-related DNA test. When you delete your account, how likely is it that: 

NU: Assume you have completed a DNA test for ancestry/health purposes. If you were to delete your account, how likely is 

it that: 

Question block with 4 options. (Very unlikely, Unlikely, Very likely, Likely) 

- Your DNA is deleted.                       

- Your personally identifiable information is deleted (name, email address, mailing address, etc)  

- Your account is inaccessible indefinitely                      

- Your account can be reactivated       

- Your ancestry/health DNA test results are deleted   

 - People can still find your account on the website. 

 

Q10. U, NU: Below, you are presented with a series of potential scenarios. 

Please rate: (1) whether each scenario is possible (2) how likely each scenario is to occur in [country of residence]  

(3) how likely each scenario is to occur in general (worldwide). 

3 question blocks (Is this possible?, Is this likely in [country of residence]?, Is this likely in general?), with 2 options each (Yes, No) 

- Individuals being detained at a border having their DNA collected for ancestry/health tests 

- Ancestry/health DNA tests being used to assist in deportation cases 

- A potential employer coming across your ancestry/health DNA test results online, and using them in their decision to hire you 

- Your life insurance rates increasing based on your ancestry/health DNA test  

- Your child being prevented from attending school due to the result of an ancestry/health genetic test they completed 

- Ancestry/health data that you agreed to be used for research being used by for-profit companies, 

- Ancestry/health related at-home DNA tests being used to provide proof of Indigenous status,   

- An at-home ancestry/health DNA test helping you detect a medical condition,  

- Databases of users' ancestry/health DNA results helping law enforcement successfully solve cold cases,  

- Submitting an animal's DNA to an at-home DNA testing company for humans producing error-free results,  

- Individuals with certain ancestry/health traits having their data stored by the government indefinitely,  

- Being falsely suspected in a criminal investigation based on ancestry/health DNA testing results. 

 

Q11. U, NU: In your own life, please rate your level of concern with each of the following: 

Question block with 4 options (Very unconcerned, Unconcerned, Concerned, Very concerned) 

- Your ancestry/health DNA results influencing your job prospects            - Finding out unwanted ancestry/health information  

- Finding unwanted family secrets due to an ancestry/health DNA test      - Surveillance due to an ancestry/health DNA test  

- Accuracy of ancestry/health at-home DNA tests                                       - Your ancestry/health data being used for profit  

- Adjusted insurance rates due to an ancestry/health DNA test 

- Genetic discrimination as a result of an ancestry/health DNA test   

- Ancestry/health information from a DNA test relevant to immediate or extended family being public 

 

Q12. You have reached the end of the questionnaire. If you select "submit" and advance to the next screen, you will no 

longer be able to withdraw your data.  

 

Submit my responses / I wish to withdraw from the study and have my data removed. I understand that I will not be paid. 
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