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ABSTRACT

At-home DNA testing has become increasingly popular due
to the ability to be able to gain both ancestry and health infor-
mation, as well as connect with others who share your DNA.
Do users have reasonable mental models of how these sys-
tems work? Do users have privacy concerns and what do they
understand as the benefits and risks involved? We conducted
27 interviews with Canadian users of at-home DNA testing
companies. Our interviews covered perceived and desired data
use, data management, data sharing practices, control over
data, and any regrets. Our qualitative analysis revealed that
many users have inconsistencies in their mental models and
liken their DNA data to their data stored with existing tech-
nologies, such as social media, rather than health data. They
are generally either dismissive of privacy concerns towards
themselves or their relatives or they had not considered privacy
in their choice. We discuss our findings and propose possible
future work in this area.
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INTRODUCTION

Direct-to-consumer (DTC) or at-home Deoxyribonucleic acid
(DNA) testing has recently gained popularity. At-home DNA
testing companies provide ancestry or health-related informa-
tion for consumers that is thought to be beneficial [24,40]. For
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instance, they may help adoptees learn about their biological
families [24], or identify health concerns to prompt users to
reduce risks of some diseases [17,24,37,40]. On the other
hand, there is no clear evidence that such results promote more
positive health behavior [17]. Moreover, the emergence of at-
home DNA tests has resulted in many privacy, ethical, and
legal questions [1-3,6,9, 10, 14, 15,21-23,25,33,35,36,45].

The intrinsic characteristics of DNA make it personally
identifiable information [2, 22, 40], even if stored anony-
mously [21,40]. However, the privacy policies from at-home
DNA testing companies are unclear on how they store DNA
samples (e.g., [36]). Moreover, these databases are often
shared with third parties [27,28, 38, 40], which poses consent
issues; DNA testing results reveal details of the individual and
of other family members [3, 15] who have not consented to
such testing.

Further, social media users share sensitive DNA information
online while unaware of potential consequences [33]. These
disclosures could be used by unsolicited third parties, such
as health insurance companies, to genetically discriminate
against individuals [33].

Existing laws to prevent genetic discrimination inadequately
protect the privacy of individuals and better data governance
is needed [1,25,45]. For example, some laws in the US [8]
and Canada [49] prohibit genetic discrimination, but do not
apply to all situations. US laws do not apply to using DNA
test results for life insurance cases [25,45] and Canadian laws
do not apply to scientific or pharmaceutical research [1].

Given these privacy and legal concerns, it is important to
understand individuals’ mental models towards at-home DNA
testing services. Previous research [5,16,17,24,37] has looked
at users’ motivations and desires for requesting the service,
and their awareness of such services. However, there is a lack
of a deeper understanding of individuals’ mental models of the
service and potential risks or privacy concerns. For example,
there is no literature on users’ perception of how companies



handle their sample, how third parties access their data, or how
comfortable individuals are with such access. Moreover, there
is a lack of exploration of individuals’ needs, expectations, or
a potential regret over requesting the service.

To address this research gap, we conducted 27 interviews
in Canada with individuals who have analyzed their DNA
through DTC companies. We explored users’ privacy percep-
tions of these companies and probed aspects like data man-
agement, regret, and privacy. Users underestimated risks and
were generally ambivalent towards privacy, especially if it im-
peded their primary goal. Users expressed desire for complete
transparency over the handling of their data and wanted some
level of control. We discuss implications of our results and
highlight a need for transparency from DTC companies.

BACKGROUND

Over 12 million Americans have already requested tests from
23andMe and AncestryDNA and the number of consumers
continues to grow [28]. Such DNA testing companies provide
ethnicity, geographical ancestry, or health screening [16].

Perceived Benefits

These services have many benefits. For example, DNA
databases can help families reunite, especially those searching
for their biological parents [24] or extended families.

The health screening provided by these companies can also
help users learn about their medical history and the probability
of getting certain diseases [40]. Learning this information
can in theory help users reduce risks of such diseases [16,
37]. However, there is controversy surrounding the purported
health-related benefits [26,37], and no evidence supporting
a resulting positive behavior change [17]. The link between
DNA and some diseases is also in question [22]. In addition,
with such large and diverse samples of DNA, companies utilize
their databases to conduct medical research that can contribute
to the treatment of many serious diseases, such as cancer or
Alzheimer [40].

These databases are useful to law enforcement in solving
cold cases or identifying criminals [18,39,43]. However, the
accuracy of DTC DNA tests is questionable, which increases
chances of mistaken identity [18]. Moreover, users might have
been unaware that their DNA data will be shared with law
enforcement when they requested the service [18].

Privacy and Ethical Concerns

However, several privacy concerns exist [2,3,3,6,9,10,15,21—
23,33,36,45]. First, the genomic information stored in DNA
inherently introduces many privacy and ethical concerns [2,
22]. The human genetic sequences that make up the DNA is
unique to most people, and represents a person’s identity [2,
22,40]. Therefore, improper use or leakage of such sensitive
information can lead to irreversible consequences since a DNA
cannot be replaced or revoked [2,22]. Moreover, even if DNA
samples are anonymized, individuals can be re-identified [21,
35,40,45]. Further, privacy policies often fail to clarify how
DNA samples will be handled by the companies [35, 36].

Second, DNA databases are often used by third parties [27,28,
38,40] such as pharmaceutical and drug companies [28], and

law enforcement [18,39,43]. While some of these partnerships
are claimed to be for the advancement of medical research [28],
sharing such sensitive data can be problematic due to the
networked privacy reasons and limitations of existing legal
governance, discussed next.

Third, having DTC companies analyze, store, and share DNA
information with third parties introduces issues related to con-
sent and networked privacy [3,15]. DNA tests can reveal sensi-
tive information belonging to other family members/relatives
(including deceased or unborn ones) [3]. These individuals
have not given permission for others to learn about their ances-
try or health profiles [3,40], or to share such information with
third parties [15] or on social media [33]. Yet, many privacy
policies do not articulate clear policies around consent [35].

Finally, misconceptions by the general public regarding DNA
tests might lead them to inadvertently disclose sensitive in-
formation on social media [33]. In many cases, users express
regret over some of their previously shared social media posts
later on, especially when their posts relate to strong senti-
ments [50] or reveal too much information [41]; it is plausible
that they may also regret disclosing sensitive DNA results.

Legal Governance and privacy policies

Unlike DNA tests requested by a doctor, at-home DNA tests
lack governance from laws that adequately protect the privacy
of individuals [36]. Although some laws to prevent genetic
discrimination exist, they have limitations [1,25,45]. In the
US, The Genetic Information Nondiscrimination Act [8] pro-
hibits genetic discrimination with respect to employment and
health insurance. However, it does not extend to disability and
life insurance [25,45] nor to employers with fewer than 15
employees [25]. The Genetic Non-Discrimination Act [49]
in Canada similarly prohibits some companies and employers
from using genetic test results. The act does not apply to those
providing health-related services or to pharmaceutical or scien-
tific researchers [1]. It is recommended that users understand
the risks to their data by reading and understanding the terms
and conditions/privacy policies [36]. However, the readability
and clarity of these policies is low [14,35] and they pose unre-
solved privacy and trust issues [14], since they are often biased
in the companies’ favor [35]. Moreover, the companies are
free to change their privacy policies at any time [22], further
raising trust concerns.

Individuals’ Experience, Motivations, and Concerns

Previous work [5, 16, 17,24, 37] has explored motivations be-
hind individuals requesting at-home DNA testing. Results
from studies with early adopters [16,37] show that individuals
were motivated to learn about their health, but had miscon-
ceptions about the service. Participants were also willing to
share their data with medical practitioners for recommenda-
tions on health improvement [16]. Later studies also show
that most individuals’ motivations centered around the wish
to learn about the risk of specific diseases [17,24,37]. Other
reasons for requesting the service include curiosity [16,37,47],
contributing to research [47], or the desire to learn about bio-
logical families by adoptees [24]. Users’ awareness of risks



related to such tests was still low, although had slightly in-
creased in some study conditions and contexts, depending on
participants’ demographics [37] .

Several researchers have considered privacy issues relating to
at-home DNA testing [2,6,9, 10, 15,21-23], and others have
proposed technical frameworks that might mitigate some of
these issues [22]. However, many issues remain unresolved.
Previous work considering consumers’ experiences focused
on understanding why they request the service and mainly
consisted of survey feedback. There is a lack of qualitative
research to understand consumers’ recent mental models of
the topic, especially to explore consumers’ attitudes, concerns,
or potential regrets after requesting an at-home DNA test.

METHODOLOGY

Our study explores users’ privacy perceptions and mental
models of at-home DNA testing companies and their services.
We use an online questionnaire and an interview guide for
data collection. We explore: 1) What do participants think is
happening with their data? E.g., who can access it, who has
control over it, and for how long is it being stored?, 2) Do
participants have privacy concerns?, 3) How would they like
their data to be managed?, 4) Do participants have any regrets
in relation to their DNA testing?

The study was cleared by our Research Ethics Board. After
iterative design of our research instruments, we pilot tested the
study with two undergraduate students; one had reasonable
knowledge in security. We found no major concerns that
resulted in changes to the study design.

Recruitment and Participants

Recruitment notices mentioned only at-home DNA testing to
avoid self-selection by users particularly interested in privacy
or regrets. Participants were recruited through posters placed
across campus and in public places within our city (e.g., public
libraries). We also posted the study on a social media page
for advertising the university’s research studies and on groups
dedicated to discussing this type of DNA testing service (after
getting permission from the group owner). We further posted
Other recruitment methods included snowballing and email to
acquaintances who further distributed recruitment materials.
We recruited only participants who: 1) were over 18 years
of age, 2) were residing within Canada, 3) were comfortable
communicating in English, and 4) had used and received the
results of at least one at-home DNA testing kit. These crite-
ria were checked through an online screening questionnaire
(described in the following section). Participants received $20.

We recruited 27 eligible participants (17 female and 10 male)
with most participants (n = 15) aged between 18 — 34 years
old. In all, 7 were recruited on campus. The remainder were
had at least a college degree, and the majority had completed
either an undergraduate or a graduate degree/certificate. Par-
ticipants worked in various fields, such as business, education,
medicine, science/engineering, administration, art/journalism.
Others were either retired, unemployed, or students. More
participants had completed at-home DNA testing for ancestry

purposes (n = 27) than for health purposes (n = 9). The ma-
jority of participants (n = 26) had received their test results
within the past 3 years. Ten participants had completed multi-
ple DNA tests. Out of 27 participants, only 4 refused to have
their genetic data used for research, and 12 chose not to share
it with websites.

Participants read and signed a consent form that explained
the study’s purpose and procedure, and requested permission
for audio-recording. Personally identifiable information was
limited to participants’ voice. Participants were assigned a
pseudonym that is not linked to their identity (e.g., P1-P27);
these pseudonyms were used during data analysis.

Procedure

We had two main steps to complete the study: an online screen-
ing questionnaire, and an in-person session consisting of a
pre-interview questionnaire and an interview.

1. Screening: We emailed interested potential participants a
link to a screening questionnaire (hosted on Qualtrics ).
The questionnaire took less than 2 minutes to complete and
only those who qualified were contacted for an in-person
session. The questionnaire had its own consent form and
collected potential participants’ demographics, whether they
have used at-home DNA testing services, and the number
of time they used such a service for ancestry or for health
purposes. It asked them to select the companies used from
a pre-populated list of 13 companies; they could add other
companies or select that they have not used such services.

2. In-person session: The sessions were conducted in-person

or online using video-calling software, such as Skype or
Google Hangouts, and were audio-recorded. Each session
lasted approximately 60 minutes. It started with a pre-
interview questionnaire that participants completed through
Qualtrics, followed by a semi-structured interview where
the researcher collected participants’ feedback verbally.

Pre-Interview Questionnaire

The pre-interview questionnaire consisted of the following
categories of questions (all questions included ‘Prefer not to
say’ option):

Demographic questions: We collected participants’ gender,
age, level of education, and occupation.

At-home DNA testing history: we asked: (1) how many
times they have completed an at-home DNA test for an-
cestry and health purposes, (2) when they took their most
recent test, (3) whether they have given consent to have their
genetic data used for research, (4) with which websites, if
any, they have shared their raw DNA data.

Access to their most recent data: We considered ancestry
data and health data separately. We asked if they believed
12 different entities had access to their data These were a
5-point Likert scale questions ranging from ‘no access’ to
‘definitely has access’. Only the 9 participants who com-
pleted a health DNA-test answered the health section.

1https ://www.qualtrics.com/
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Preference for access to data: Participants rated their com-
fort with sharing their data with the same 12 entities. We
considered ancestry and health data separately using 5-point
Likert questions (‘very comfortable sharing’ to ‘very uncom-
fortable sharing”). Only the 9 participants who completed a
health DNA-test answered the health section.

Purposes of use: We asked participants to rate how comfort-
able they are with having their data used for research by
7 different entities. These were 5-point Likert questions
(‘very comfortable’ to ‘very uncomfortable’).

Reflection on use: Using 5-point Likert questions (‘very
likely’ to ‘very unlikely’), we asked participants whether
they would change anything about their decision to test their
DNA if given the opportunity. We specifically asked about
9 options and included the ability to add others if needed.

Reconsidering their decision: We asked participants if they
had any regrets that would cause them to reconsider their
decision to take a test. Participants could select one or more
of the provided options, including that they had no regrets
or adding their own if it was not in the list.

Interview Questions

The semi-structured interview expanded upon the question-
naire, and consisted of questions surrounding participants’ 1)
DNA testing history, 2) understanding of the process, includ-
ing storing, sharing, and deletion practices, anonymization
procedures, and control over their data, 3) perceived risks,
including third-party access, data leaks, privacy risks, and im-
pact on others, and 4) overall experience, expectations, and
regrets. The interviewer had a script with 34 main questions
along with probes to elicit more detail if the participant needed
prompting.

ANALYSIS

In total, we collected 15 hours of audio, which was transcribed
using the online transcription software, Trint 2. The transcripts
were then edited by the research team to ensure accuracy. Inter-
view data was analysed using inductive thematic analysis [12].
While editing the transcripts, the first author made note of any
themes occurring in the data. These 24 initial themes were
then used as the basis for the first code book. Three transcripts
were coded with this set of codes, then the themes were re-
vised. The second codebook had 59 finer-grained codes. The
first author and a second researcher then coded 9 transcripts
(including the initial 3) using the second codebook and adding
any missing codes. This resulted in a final codebook of 19
themes subdivided into 85 codes. The researchers then each
re-coded these 9 transcripts with this third codebook. At this
point, the percentage agreement for the transcripts coded by
the two researchers was 97.72% overall. The two researchers
then met to clarify any misconceptions, and agreed to continue
analysis using the third codebook. Finally, each researcher
independently and separately coded another 9 transcripts each.
In summary, one third of transcripts were coded multiple times
by two researchers until agreement was reached on a suitable
codebook, then the remaining two-thirds were evenly divided
and independently coded by one researcher each.

2https ://www.trint.com/

RESULTS

We first summarize the questionnaire data, followed by the re-
sults of our qualitative analysis by theme, noting links between
themes as appropriate.

Questionnaire Results

We focus on two sections of the questionnaire, namely which
entities users perceive to have access to their DNA data and
with whom they would be comfortable sharing this data if they
had the choice. A wording error on the Likert scale labelling
for the health data questions meant that we unfortunately only
collected responses for these questions from 7 of the 9 partic-
ipants who had completed health testing. Due to this small
number of participants for the health questions, we did not
conduct inferential statistics between the ancestry and health
results. Instead, we present descriptive statistics to provide
context for the following qualitative analysis.

Figures 1 and 2 summarize this Likert scale data. The num-
bers in the cell represent how many participants selected each
Likert scale option (grid columns) per entity (grid rows). Cells
are colored to represent popularity; darker shades represent a
higher number of participants selecting this option.

For example, Figure 1 shows that most users find it highly
unlikely that their employer has access to their ancestry data,
but many believe it likely that other users of the same ancestry
service do have access. It is noteworthy that roughly half of
users believe that third-parties such as insurance companies,
advertisers, for-profit companies, and researchers do not have
access to their data (‘no access’ or ‘probably no access’).
Similar patterns emerge for the health data — most users do
not think that their health DNA data is shared.

In Figure 2, most users are very uncomfortable with advertis-
ers and for-profit companies having access to their ancestry
data; they are generally uncomfortable with giving access
to most third-parties. Notable exceptions are that they are
generally comfortable sharing with other users of the ances-
try system and with academic researchers. For health DNA
data, participants were generally uncomfortable sharing with
anyone, except that they were comfortable with sharing their
health data with academic and non-profit researchers.

Perceived Benefits

Greater good: Participants perceived several benefits to both
themselves and for the greater good as a result of completing
an at-home DNA test. Most participants thought their data
could be used to advance humankind in some way via research,
either because their “DNA holds information that would be
beneficial for medical research”(P22), or “just [for] improv-
ing knowledge of science” (P9). By analysing DNA data,
researchers could potentially “figure out ways to cure some
of these diseases that people have” (P10), perhaps by identi-
fying better links between illness and genes, or by improving
existing medical treatment or gene therapy.

Academic institutions were most trusted for this research, with
pharmaceutical companies as a close second (contrary to the
questionnaire responses). That being said, it was occasion-
ally mentioned that giving pharmaceutical companies control
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Figure 1. Perceived likelihood that various entities have access to partic-
ipants’ most recent ancestry and health DNA data.

might backfire since they are for-profit: “There’s also a catch
that a lot of pharmaceutical companies are for profit so it
could make it that they create something but they won'’t dis-
tribute it at a fair price”(P24). Some participants also believed
the Canadian government could play a role in conducting this
research, considering Canada’s universal healthcare system.

Law enforcement have also used DNA data to aid in their in-
vestigations, which participants generally perceive as positive.
As one participant describes it, “If my DNA can solve a crime
or puts someone in jail that... deserves to be there and has
done the crime, or [if it] exonerates somebody that hasn’t done
the crime, then I'm all for it”(P10).

Connecting families: Some participants have used at-home
DNA testing kits to help them find family. Others have been
contacted by users who are either building their own family
tree or searching for family. The ability to answer questions
relating to family history, either for themselves or for others,
is generally seen as favourable. As one participant recalled,
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Figure 2. Participants’ comfort level with sharing their most recent an-
cestry and health DNA data with various entities.

“Someone contacted me. She’s related to my mom’s side but she

never knew her father growing up and then she found family.
She didn’t know who he was. Now she’s there and she knows
people so it’s kinda cool” (P14). One participant did, however,
comment on the privacy implications of contacting family who
may not want to be contacted: “These [stories] can be positive.
But even there, did the biological mom want to be found by
the biological kid? I don’t know” (P6).

Achieving goals: Participants who had completed only a sin-
gle at-home DNA test had usually done so simply out of curios-
ity, or for fun. Participants who had completed more than one
at-home DNA test generally did so to achieve personal goals.
Common goals included genealogy research (building of a
family tree), the search for family connections, and the desire
to understanding the participant’s family history. Even these
participants acknowledged the entertainment value of the test-
ing. A participant whose main goal was gathering genealogy
data commented, “It’s just a different type of puzzle solving...
it really is just a form of entertainment and curiosity” (P4).



Perceived Risks

While many participants admit to not having read the terms
and conditions, very few considered this lack of knowledge as
arisk. Many also noted that they would find it concerning if
their data was being used without their consent, or in ways in
which they don’t personally agree. However, most participants
did not feel much risk to their privacy if their data stayed
with the DNA testing company and was stripped of identifiers.
Over half of participants commented that they were unsure
how their DNA data could be used in a negative way.

Criminal implications: Participants also recognised that their
data being used for criminal investigations was a risk. Should
someone commit a crime and leave behind DNA evidence, law
enforcement could access an at-home DNA testing company’s
database to help find the perpetrator, even if the perpetrator had
not taken a test themselves. Most participants, however, did
not view this as a personal risk, and, in fact, had no sympathy
for individuals who had broken the law: “If any of my relatives
did anything, I would want them to be caught” (P20). Using
data for this purpose, however, could also lead to incorrect
charges being filed; some participants expressed concern about
being wrongly associated with a crime. DNA evidence could
be incorrectly linked to them accidentally (due to inaccuracy
or contamination of the data), or intentionally (having been
planted by someone at the crime scene).

Misuse: Many participants also worry about data misuse by a
third party, or the risk of their data being used in an unethical
manner. Data being sold and the misuse of DNA data to
instigate discrimination of any kind were commonly deemed
unethical. Participants fear that their DNA data might result in
discrimination when applying for jobs or life insurance, with
one likening it to employers using Facebook as part of their
hiring process (P6).

Profiteering: Some participants believe that “pharmaceuti-
cals have a bad rep” (P23), speculating that the companies
might do more harm than good. A participant explains their
mistrust: “Because a lot of them are for profit, they could take
that [DNA] information and use it to up their prices for some-
thing that they know people will need or they could purchase
the rights to some sort of medications so that theyre the only
ones who sell it so they can get all the money for it” (P24).

Surveillance: Participants are also concerned that the govern-
ment might use the information for surveillance purposes or
to keep track of its citizens.

General data disclosure: Over half of participants expressed
discomfort at the idea of their data being publicly available, or
being used for purposes with which they disagree... in spite of
not knowing how exactly their data could be used against them.
“Information is out there that  wasn’t looking to have out [in the
case of a hack]. I don’t think there’s anything too big. Just that
information is out there that I didn’t personally want people
to know about”(P24). The term “cloning” was frequently
mentioned, with participants feeling like the technology isn’t
ready yet to allow for true misuse of data.

Trust/Mistrust

“I think there has to be a level of trust when you are using a
service such as this” a participant stated, when discussing
whether data is being sold or not (P19). They continue “I’'m
sort of hoping that they’re an ethical company that won’t do
anything that I would regret”. Feelings towards the company
are mixed, with some being more optimistic, hoping “they
must have like internal policies on how they would treat it (the
data)” (P17), while others lean more towards cynicism, com-
menting that “you don’t know who'’s looking at your data...
you don’t know who they are. Like, you’ve never seen them”
(P8). Most users trust the company to totally strip identifiers
from their DNA data. This appears in several themes in the
data; participants desire anonymity and hope that their data
cannot be traced back to them. While many consider a com-
pany’s terms and conditions as legally binding, there are some
who are wary of a “legal loophole” (P13) that might result in
their data being mismanaged.

Country of residence: Participants also feel relatively more
secure residing within Canada. Several stated that the United
States “is far more loose with their data than Canada is”
(P27). Participants expect Canada to have privacy laws that
are “a little bit more stringent” (P4), and commented on how
“nobody [in Canada] had ever asked yet ‘have you taken a
DNA test?” (P27). Some participants expressed concern over
not knowing how their data is actually handled, since most
at-home DNA testing companies are not based in Canada.

Third parties: Academic and other non-profit institutions are
generally viewed as altruistic. This is because “they’re search-
ing for solutions to better conditions, you know. It’s to help
humanity to a certain extent” (P13). In contrast, participants
are most mistrustful of the government and law enforcement,
while still acknowledging benefits to these entities having ac-
cess to DNA data; attitudes towards one party is usually linked
to attitudes towards the other, because participants tend to
perceive that “the government and law enforcement are little
too close together” (P14). Interestingly, many participants
mistrust for-profit companies, despite identifying no specific
risks associated with pharmaceutical companies when asked.

Comfort/Discomfort of Sharing Data

Benevolence: In keeping with previously noted themes, par-
ticipants are happy to share their data for research purposes,
providing the research is done to “help humanity”. Partic-
ipants thought that sharing data with academic institutions
was acceptable. Most participants do not distinguish between
types of research, but some specified that the research should
follow a “an ethics code” (P21). Doing research for profit
transgresses the boundaries of what is considered the “proper
purposes”, and many deemed it unethical. Several were very
uncomfortable with their data being used for profit, “I feel
like that would be illegal” (P23). Interestingly, only a few
were uncomfortable with pharmaceutical companies; which
do have a for-profit nature, suggesting that many had not fully
considered the implications.

Personal sharing: Almost all participants shared their results
with family and friends. Those actively involved in genealogy
work were more likely to post on social media about it since



sharing the data with others on DNA-focused groups can help
participants in their research. Most participants, however,
have not otherwise posted on social media. Those who posted
said it was because they were constantly being asked about
their ethnic background and posting meant that they “don’t
have to answer that question anymore” (P22), or because they
received bizarre results.

Government and law enforcement: People were less in-
clined to share their data with law enforcement and the gov-
ernment. While discussing the benefits to law enforcement
having their data, a participant explained, “I wouldn’t want
my DNA to be in it, but... I would want yours to be in it... like,
other persons. 1 feel like it could help in their investigation...
but... I would feel like I'm being watched all the time” (P8).

Data Management

We asked participants about their perceptions of data storage,
data access, data deletion, and control. A general theme of
uncertainty is prevalent throughout this section.

Control

Control by others: Most users acknowledge that the company
has the most control over their data, in terms of how long it is
stored for, who gains access to it, and what it is being used for.
Some participants are unsure of who might have control, but
are certain that “it’s not me” (P4, P8). Users also felt that any
third parties with access also have control over the data.

Self control: In contrast, participants who considered them-
selves as having partial or complete control over their data
did so because they believe that they have the ability to delete
their data whenever they like. They also firmly believe that
the company would not sell or share their data without their
explicit consent, in spite of some acknowledging that they
have no way of verifying that the company meets its legal
obligations. Some participants also perceive the ability to take
precautions, and to download their raw DNA data, as a form
of control.

Transparency: Participants want total transparency from the
company, and communication that is “user-friendly” (P24),
and “straightforward” (P13). One participant outlines, “
just like a one pager, point blank, this is who we’re sharing
with and why. Not a 20 page ‘do you agree terms and agree-
ments’ that normally happens and... no one reads them, so you
scroll through to the end and hit accept” (P24). In addition,
participants desired full control over their data, being able to
explicitly opt-in and opt-out of whether their data gets shared,
and to whom. Some participants “want to be able to choose
each time” (P15), while others felt that “there’s probably a
lot of third party ones... it would probably be like hundreds of
e-mails every day” (P6), and would instead prefer to choose
categories of acceptable third parties.

Data Storage

Many participants “have no idea” (P1, P7, P8, P21, P23)
for how long their data is being kept, or what happens to
it after the results are processed. Most think their data is
stored indefinitely, while some assume it is stored for a certain
number of years, as “seems standard” (P2). While some

participants believe that their physical sample probably gets
destroyed, others believe otherwise because their test results
get updated: “I know that they keep testing it over and over
again. I think it gets kept in their lab.” (P14).

We saw mixed responses on how long data should be kept.
Many participants are indifferent to how long their data is
stored, provided it was “stripped out of all the identifiers”
(P24). Some are only comfortable with it being stored for a
certain time, while a few do not want it stored at all beyond
processing their results. There was also more general dis-
comfort around having a physical sample stored compared to
digital records. Overall, the length of time was less concerning
than purpose of use. One participant explains, “I don’t really
care. For me it’s more about consent and who it’s being shared
[with], what it’s being used for” (P13).

Data Access

Users had diverse perceptions about whether the companies
share DNA data. Some believed that the companies are eth-
ically bound to not sell the data, while others believe that
sharing happens, either with consent or behind people’s backs.
The government and law enforcement are perceived as most
likely recipients, with pharmaceutical companies following
very closely. Some participants were unaware which third
parties had access, but recognised that this information was
probably listed in the terms and conditions.

Consent is key when it comes to sharing data. Many individ-
uals specifically don’t want anyone profiting from their data,
while others are uncomfortable with any third party access.
Trust in the company is a recurring theme, as several partic-
ipants “hope” the company is not selling their data, but are
unsure how to verify. One participant states, “I hope not but 1
have no proof if they do or do not. So I hope they don’t” (P10).

Data Deletion

Deletion is impossible: Although uncertain, participants do
not believe that complete data deletion is truly possible. “Can
you [delete your data] indefinitely? If you delete your account,
probably your data is still alive, right?” (P6). Participants
likened this information to “most information that’s on the
Internet” (P4), believing that online information never dies.
They believed that account deletion might remove any person-
ally identifiable information, like name and email address, or
the link between the account and the data. Some participants
were even more skeptical, with one stating “there would still
be a ghost account linked to you. Without you knowing it. And
even if you were to delete your account, the little tube that you
shipped off will have your name on it because you wrote it and
tagged it” (P8). Because of this, some participants are less
likely to delete their accounts because they “don’t really think
you can delete it” (P4). One participant who was “absolutely
devastated” by their results recounts “I tried to [delete my
account] and couldn’t figure it out. I work in digital [X]... I'm
not an idiot, I feel like I should have been able to figure it out
and it seemed overly complicated” (P23).

Deletion is undesirable: Most participants also enjoy seeing
updates to their data, “I guess I like to see my DNA, like log
[into] the Web site and see if there’s an update” (P12), and do



not see any need to delete their accounts. Only if their data
was being used in ways that they considered unethical would
they consider deleting their account, with a small number also
likely to do so if they were highly unsatisfied with the results.

Deletion is reassuring: One participant said they might feel
more secure about providing the company their data if they
had the ability delete it entirely: “Let’s assume that... it would
actually be deleted on all of their platforms and they would
actually stop using it, then I wouldn’t be worried” (P23).

Regrets

Regrets were expressed naturally during the course of the
interview, and these remarks form the bulk of our results.
Users were asked specifically about regrets at the end of the
questionnaire and interview, which may have biased responses;
this is a limitation of this section. However, users who did not
express much regret throughout the interview did not change
their answers when directly asked. This is also reflected in
their questionnaire answers.

Not reading the fine print: Many participants admitted to not
reading the terms and conditions before their DNA test. This
manifested for some as regret, as they wished they had taken
the time to “read the fine print” (P5) and truly understand the
meaning of the contract: for how long their data was stored,
who had access to it, and how much control they had over it.
One participant states, “So your data is stored forever and...
Like it is actually forever. It’s not just like a word. It’s actually
forever. So I wish like I understood that before” (P8).

Mismatched expectations: Other participants regretted not
having done better research on what to expect with an at-home
DNA test. This would include information on what kind of
results to expect, what features are included, and accuracy of
the results. “I might not have spent the money on the test had
I known that it wasn’t just going to automatically populate my
tree for me” (P4).

Privacy doesn’t seem to be the main cause of concern and
regret for participants, with very few expressing regret at the
idea of someone having access to their data without their con-
sent. Only one participant mentioned wishing they had taken
more protective measures. Curiosity is a powerful thing, and
almost all participants stated that they still would have taken
the DNA test for the sake of their ultimate goal, or to satisfy
their curiosity. The main themes of regret revolve around hav-
ing not been completely informed of the risks before taking the
test, but ultimately this information would not have stopped
them from using the service.

Protective Measures

A relatively simple method of taking precautions is to do
some research on potential options. The scale of the research
done by participants varied immensely, with some participants
choosing a company that simply “seemed the most trusty-ish
out of all of them” (P8), while others’ choices reflected their
privacy concerns. Most users, however, simply selected a
company based on recommendations from friends or based on
advertisements.

Careful choice of company: One participant only uses “com-
panies that are under EU controls for data” because of the
“data protection rules in the EU” (P15). Another participant
first tested at a certain company because “we know that com-
pany control[s] their own labs” (P16).

Privacy is secondary: Interestingly, if participants’ primary
goal involved genealogy or family connections, these privacy
protective measures were usually pushed aside when expand-
ing their search to other companies. The same participant
commented about two of the companies he had also later taken
the test with, “I didn’t like... that companies like [X] and [Y]...
don’t have their [own] labs. They do it somewhere else”(P16).
The potential benefits of testing with a company participants’
may trust less ultimately seems to outweigh any privacy con-
cerns they might have. As one participant admitted, “I was
reluctant to test with [X] but I tested with them simply because
of the size of their database” (P27). One way to compensate
for this perceived loss of control is to inform themselves of the
terms and conditions of each company, to the best of their abil-
ity. When explaining why they decided to test with a company
they don’t trust, a participant mentioned, “I fully understand
what I agreed to. And that’s why I specifically didn’t agree to
certain things on [X] where I did agree to it on [Z]” (P27).

Fake information: A few participants used fake information
and aliases to remain anonymous online and maintain their
privacy. One participant even regretted not having done so,
saying “I would have signed up with totally different name
from the get go. Different name, different email. Even on the
package... different shipping address. I would want to know
[the results as] accurate as possible but I wouldn’t want it to
be traced back to me” (P8). Doing so could potentially protect
them from certain negative repercussions of a data breach,
as one participant articulated, “If somebody came to me with
the information that I've posted, I'd almost chuckle in a way.
Because I know it’s fake” (P3).

Account deletion: Participants would also consider deleting
their accounts if something goes awry. Triggers could include
a data breach, bad press or a scandal on the company, or the
knowledge that data is being used in an unethical way. In case
of a breach, deleting your data may be a way to prevent data
from being traced back to you: “You might get scared... and
in the case of a breach... you want to delete your account
because you don’t want it to get back to you” (P8). Feelings
of anxiety and fear are prevalent in this sort of narrative, with
one participant recounting “I was on [A] and I had this weird
relative connection very close and it didn’t make any sense...
for a second I thought of someone hacked in. I don’t know why
[but] I got a little freaked out about it so I deleted it” (P9).

Using privacy settings: To protect their privacy from other
users, a few participants deliberately set their accounts to
private. This change could sometimes follow the discovery of
unwanted information, as one participant explains, “when I
found out the information in my family... I went private” (P11).

Most participants, however, did not read through the terms and
conditions, and continue to not read any updates they receive
from the companies on their policy. Only one participant



mentions regularly reading through updates, saying “every
time there’s an update on the use, I go take a look at it just to
see exactly — if I can figure out what’s been changed” (P15).

Attitudes Towards Risk/Privacy

A recurring theme of resignation exists amongst users, with
many participants believing that they no longer have any con-
trol over their data because they chose to give it away.

Trading privacy for health: Some have had to make the
decision between potentially life-altering information and the
right to their privacy. A participant who chose to undergo
health-related at-home DNA testing describes having to put
their privacy aside, quite literally, for the sake of their life, “If
it means that I have to share my privacy, fine. What can you
do? You can hide all the time, you can hide under a rock and
you don’t get help” (P1). Going through a doctor would have
taken much longer, and the at-home DNA test was a faster,
more convenient option.

Resignation: Others believe they no longer have a right to
their privacy now that they’ve signed on the dotted line: “I'm
OK with that because it is my choice, I volunteered to give
my DNA” (P24). Pairing this with the trend of not reading
the privacy policy means that although participants consented,
they may not know what they consented to nor the associated
risks. In addition, by drawing a parallel to the use of other
technology, it is easy for users to normalise and justify the risk,
saying “Same thing with Facebook. You know that your photo
that you deleted from three years ago is still around, right?
And we still do it” (P6). Others see no difference between
DNA data and any other data, and some, in fact, may even
expect their data to be sold, “Everybody sells data, in essence
that’s [the] norm... It’s something you can’t avoid. It’s become
a part of life now” (P1).

DNA is non-sensitive data: Many have no idea how their
data could be used to affect them negatively because “it’s
not, like, a super sensitive information... it doesn’t really do
any harm” (P17). This feeling is usually compounded if they
perceive themselves as less of a target (which many do), “I'm
extremely healthy. I'm retired. I'm not a criminal. I don’t do
anything bad so I don’t have a problem” (P7).

Disregard for others’ privacy: Another interesting attitude
observed is dismissal of others’ privacy. Participants who
perceive to have high control over their data, or have done
multiple tests, are generally more dismissive of other people’s
concerns. The word “paranoid” was used by a participant
(P10) to describe a family member’s unwillingness to do a
test. Other participants also disregarded other people’s privacy
in the face of their own research, “I get mad when people
have made their trees private... they’re mining other people’s
information and theyre being very selfish about the fact that
they’re, you know, it’s just, it has to go both ways” (P4).
Participants may even purchase kits for their family to help
with the genealogy research, even after acknowledging several
privacy risks. Those with this sort of attitude tend to either
have no privacy concerns of their own, or are highly aware but
have decided to trade privacy in exchange for achieving their
own personal goals.

DISCUSSION

Mental Models

Although it is a complex subject, a reasonable mental model
by users would encompass elements from our Background
section: understanding of the benefits, privacy concerns to
themselves and others, the legal protections and their limita-
tions. Our users could be broadly classified into 3 categories:
those who were entirely uncertain of how their data was being
handled, those who were certain their data was being sold and
they had no control of it, and those who felt comfortable with
the amount of control they perceived to have. We discuss these
mental models below.

Uncertain: These users frequently responded “I don’t know”
or “whatever the contract says” to our interview questions.
Several users were unsure of whether the data was being sold,
how long it was being kept for, and who had access to it. For
example, several “hoped” that their data was not being sold,
while others would speculate as to what was happening with
their data, often adding a disclaimer that they “have no proof”
(P10) as to what is actually being done. Some participants even
admitted to intentionally avoiding too much knowledge about
the process because it might make them regret their decision.
Other users expressed conflicting understanding at different
points in the interview. For example, a user mentioned they
“hope [the companies] burn” physical samples after testing, but
later said they’d want their sample stored for “as long as [the
company’s] fridges don’t break” (P15).

Powerless: Some acknowledged they were “aware of the risk
that data could be shared” (P6), but this peripheral awareness
of risks leads users to believe that they no longer have the right
to privacy and/or control because they “volunteered to give
[their] DNA” (P24). Due to this resignation, these participants
were not as concerned about their privacy because they believe
they don’t have any control it.

Unconcerned: These users believed that their data could, in
no way, be traced back to them. Several even outlined this
as a precursor to sharing their data with third parties, and
were confident that nothing could be linked to them, indicating
an implicit trust in the company. A small number were also
certain that they were in full control over their data. Many
unconcerned users did not differentiate their raw DNA data
from data stored by current digital technologies (e.g., social
media, browsers). These users believe that nothing negative
has come out of the large tech companies having access to their
data, and extended this view to their raw DNA data: “Google
is already using all our data and it doesn’t hurt me in any
way” (P22). This sense of security also potentially impacted
others related to them. Many were entirely unaware that in
providing their own DNA sample, they were also providing
a chunk of DNA shared with their family. Some would not
object to family doing the test because they themselves have
already done it and “nothing crazy happened” (P14).

Underestimated consequences

Misconceptions: A common trend observed in the data is
that many users underestimated the possible consequences
and implications of having their DNA data and test results



available. Most users do not view that this data as especially
sensitive information. They believed that anything shared
with third-parties was de-identified, but recent literature [21,
36, 40] indicates that this is not the case. Privacy policies
do not always specify whether the shared data will contain
explicit identifiers (e.g., name) [14,35,36]; but in either case,
it could still be traced back to users [21, 35,40] since DNA
is inherently identifiable. Instances of genetic discrimination
have appeared in media [51], and Canadian border agencies
have also made use of DTC genetic kits to assist in deportation
investigations [4].

Canadian laws: Laws in Canada prohibit insurance com-
panies and employers from using a DNA test to discriminate
against individuals [49]. The Genetic Non-Discrimination Act
was adopted in 2017 [34]. However, at the time of writing of
this paper, there are legal challenges to this law [30]. It has
been ruled unconstitutional by a provincial court and currently
awaits decision from the Supreme Court of Canada [31]. Cit-
izens of countries with weaker privacy laws may be at even
greater risk.

In addition, making DNA test results public (e.g., by posting
on social media) still poses a risk despite relevant law. For
example, employers regularly do an online search for people
they are interviewing [20,42,46]. These unofficial background
checks can negatively impact hiring decisions [7,44,48]. These
public results could also be used as part of profiling by adver-
tisers or social media.

Adversarial attacks: Data breaches have the potential for the
large-scale exposure of sensitive DNA information of indi-
viduals. While no such breaches have been reported thus far,
breaches of other types of sensitive user data have occurred
(e.g., [19,32]. It is reasonable to assume that DNA databases
would be prime targets. Attacks on DNA databases affect not
only the consumer, but their genetic relatives as well.

It is possible to exploit certain DTC DNA company APIs and
websites to compromise user data [11,29]. The compromised
information could then be used for impersonation of the user’s
relatives [29]. Techniques to identify individuals who have
not taken an at-home DNA test also exist [13].

User perception: ‘Bad things’ could be happening without
users’ knowledge. We would not see this reflected in users’
perception of security and privacy since they are unaware that
anything went wrong in the first place. However, this false
sense of security is worrisome since it suggests that users are
largely unaware of the risks, are operating in ways that may
further increase risks, and have no voice in what is happening
to their sensitive data.

Transparency and Control

This study has uncovered the glaring need for transparency
from at-home DNA testing companies. The most common
desire expressed by users was for companies to be “totally
transparent” and use “user-friendly language” (P6, P14). Par-
ticipants expressed their dislike of the “20 page ‘do you agree’
terms and agreements that normally happens” (P24), because
when they see “the lawyer talk” (P1), they feel distrust to-
wards the companies.

Users should have the option to choose their preferred level
of control. Some users wanted to provide explicit consent for
sharing their information with each third party. One participant
very aptly noted: “That would be scary though, the number
of companies... to see all the e-mails... that would be scary”
(P6). Others would like to provide access to certain fypes of
third parties rather than being consulted at every instance.

Limitations and Future Work

The study could have a self-selection bias, since participants
were interested in the subject. In addition, social desirability
effect may be present due to the delicate nature of the topic;
participants may have provided answers that they think the
researchers wanted to hear. Our pre-interview questionnaire
may have primed participants to respond in a way more geared
towards privacy, especially about regrets. Because of these
limitations, generalising the findings to the general community
should be done with caution.

Our results highlight the need for research into stronger, more
stable policy, and for better transparency and control of data
practices for individuals. In addition, research must be done
to address how to protect genetic relatives of consumers from
related disclosure.

It would be interesting to further explore users’ understanding
of the legal protections surrounding DNA data, particularly in
an international context.

We prioritized interviewing current users of at-home DNA
testing since these users have already engaged with the system
and provided their (and their relatives’) sensitive data, and we
wanted to understand why. However, in obvious contrast to
this study, it would be interesting to hear the perspectives of
individuals who have considered doing at-home DNA testing,
but ultimately decided against it, and those who would never
consider doing an at-home DNA test.

CONCLUSION

We conducted an interview study with 27 Canadian users of
at-home DNA testing companies to gather their privacy percep-
tions and mental models of at-home DNA testing companies
and their services. We explored users’ expectations and needs
in relation to data use, data management, data sharing, con-
trol, and regrets. Our analysis uncovered inconsistent, and
sometimes contradictory, mental models that generally fell
into three categories: those who were uncertain about most
of the process, those who felt powerless, and those who are
unconcerned about the risks. Participants largely underesti-
mated the implications of sharing their DNA data. Privacy is
often not the users’ first priority, and most users admitted to
being unaware of the terms they agreed to. They were often
unaware of or ignored the privacy impact on family members.
We further found that users compare their DNA to other digital
data (for example, browser history, location), believe it to be
relatively secure, and some evaluated risk based on their coun-
try of residence or perceived company location. Overall, users
were mostly unaware of the risks and may further increase
these risks through their own actions. Not reading the fine
print is generally what they regretted most; and most users
desired complete transparency and control over their data.
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